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C o n t e n t s

1 C h a n g e l o g 8

2 I n t r o d u c t i o n 9

3 P r o j e c t s c o p e 1 0

4 M e t h o d o l o g y 1 3

5 O u r f i n d i n g s 1 4

6 C r i t i c a l I s s u e s 1 5

C V F - 1 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 1 5

7 M a j o r I s s u e s 1 6

C V F - 2 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 1 6

C V F - 4 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 1 6

C V F - 5 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 1 6

C V F - 7 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 1 7

C V F - 8 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 1 7

C V F - 9 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 1 7

C V F - 1 1 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 1 8

C V F - 1 2 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 1 8

C V F - 1 3 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 1 8

C V F - 1 4 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 1 9

C V F - 1 5 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 1 9

C V F - 1 6 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 1 9

C V F - 1 7 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 2 0

C V F - 2 0 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 2 0

C V F - 2 1 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 2 0

C V F - 2 3 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 2 1

C V F - 2 4 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 2 1

C V F - 2 5 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 2 1

C V F - 2 6 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 2 2

C V F - 2 7 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 2 2

C V F - 3 3 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 2 3

C V F - 3 4 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 2 3

C V F - 3 5 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 2 3

C V F - 4 0 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 2 4

C V F - 4 2 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 2 4

C V F - 4 9 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 2 4



8 M o d e r a t e I s s u e s 2 5

C V F - 3 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 2 5

C V F - 2 8 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 2 5

C V F - 2 9 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 2 5

C V F - 3 0 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 2 6

C V F - 3 1 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 2 6

C V F - 3 2 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 2 7

C V F - 3 6 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 2 7

C V F - 3 7 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 2 8

C V F - 3 8 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 2 8

C V F - 4 1 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 2 8

C V F - 4 3 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 2 9

C V F - 4 4 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 2 9

C V F - 4 5 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 2 9

C V F - 4 6 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 3 0

C V F - 4 7 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 3 1

C V F - 4 8 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 3 2

C V F - 5 0 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 3 2

C V F - 5 1 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 3 2

C V F - 5 2 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 3 3

C V F - 5 3 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 3 3

C V F - 5 4 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 3 3

C V F - 5 5 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 3 4

C V F - 5 6 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 3 4

C V F - 5 7 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 3 5

C V F - 5 8 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 3 5

C V F - 5 9 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 3 6

C V F - 6 0 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 3 6

C V F - 6 1 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 3 7

9 R e c o m m e n d a t i o n s 3 8

C V F - 6 2 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 3 8

C V F - 6 3 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 3 9

C V F - 6 4 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 3 9

C V F - 6 5 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 3 9

C V F - 6 6 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 4 0

C V F - 6 7 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 4 0

C V F - 6 8 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 4 0

C V F - 6 9 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 4 1

C V F - 7 0 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 4 1

C V F - 7 1 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 4 1

C V F - 7 2 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 4 2

C V F - 7 4 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 4 2

C V F - 7 5 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 4 2

C V F - 7 6 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 4 2

C V F - 7 8 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 4 3



C V F - 7 9 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 4 3

C V F - 8 0 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 4 3

C V F - 8 1 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 4 3

C V F - 8 2 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 4 4

C V F - 8 3 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 4 4

C V F - 8 4 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 4 4

C V F - 8 5 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 4 4

C V F - 8 6 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 4 5

C V F - 8 7 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 4 5

C V F - 8 8 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 4 6

C V F - 8 9 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 4 6

C V F - 9 0 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 4 6

C V F - 9 1 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 4 6

C V F - 9 2 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 4 7

C V F - 9 3 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 4 7

C V F - 9 4 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 4 7

C V F - 9 5 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 4 7

C V F - 9 6 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 4 8

C V F - 9 7 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 4 8

C V F - 9 8 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 4 9

C V F - 9 9 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 5 0

C V F - 1 0 0 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 5 0

C V F - 1 0 1 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 5 0

C V F - 1 0 2 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 5 0

C V F - 1 0 3 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 5 1

C V F - 1 0 4 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 5 1

C V F - 1 0 5 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 5 1

C V F - 1 0 6 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 5 2

C V F - 1 0 7 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 5 2

C V F - 1 0 8 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 5 2

C V F - 1 0 9 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 5 3

C V F - 1 1 0 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 5 3

C V F - 1 1 1 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 5 3

C V F - 1 1 2 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 5 4

C V F - 1 1 3 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 5 4

C V F - 1 1 4 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 5 5

C V F - 1 1 5 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 5 5

C V F - 1 1 6 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 5 6

C V F - 1 1 7 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 5 6

C V F - 1 1 8 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 5 6

C V F - 1 1 9 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 5 7

C V F - 1 2 0 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 5 7

C V F - 1 2 1 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 5 7

C V F - 1 2 2 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 5 8

C V F - 1 2 3 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 5 8

C V F - 1 2 4 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 5 8



C V F - 1 2 5 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 5 9

C V F - 1 2 6 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 5 9

C V F - 1 2 8 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 5 9

C V F - 1 2 9 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 6 0

C V F - 1 3 0 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 6 0

C V F - 1 3 1 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 6 0

C V F - 1 3 3 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 6 1

C V F - 1 3 5 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 6 1

C V F - 1 3 6 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 6 1

C V F - 1 3 7 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 6 1

C V F - 1 3 8 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 6 2

C V F - 1 3 9 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 6 2

C V F - 1 4 0 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 6 2

C V F - 1 4 1 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 6 2

C V F - 1 4 2 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 6 3

C V F - 1 4 3 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 6 3

C V F - 1 4 4 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 6 4

C V F - 1 4 5 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 6 4

C V F - 1 4 6 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 6 4

C V F - 1 4 7 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 6 5

C V F - 1 4 8 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 6 5

C V F - 1 4 9 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 6 5

C V F - 1 5 0 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 6 6

C V F - 1 5 1 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 6 6

C V F - 1 5 3 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 6 6

C V F - 1 5 4 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 6 6

C V F - 1 5 5 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 6 7

C V F - 1 5 6 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 6 7

C V F - 1 5 7 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 6 7

C V F - 1 5 8 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 6 8

C V F - 1 5 9 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 6 8

C V F - 1 6 0 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 6 8

C V F - 1 6 1 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 6 9

C V F - 1 6 2 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 6 9

C V F - 1 6 4 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 6 9

C V F - 1 6 6 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 7 0

C V F - 1 6 8 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 7 0

C V F - 1 6 9 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 7 0

C V F - 1 7 0 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 7 1

C V F - 1 7 1 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 7 1

C V F - 1 7 2 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 7 1

C V F - 1 7 3 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 7 2

C V F - 1 7 4 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 7 2

C V F - 1 7 5 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 7 3

C V F - 1 7 6 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 7 3

C V F - 1 7 7 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 7 4



C V F - 1 7 8 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 7 4

C V F - 1 7 9 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 7 4

C V F - 1 8 0 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 7 5

C V F - 1 8 1 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 7 5

C V F - 1 8 2 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 7 6

C V F - 1 8 3 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 7 6

C V F - 1 8 4 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 7 7

C V F - 1 8 5 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 7 7

C V F - 1 8 6 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 7 8

C V F - 1 8 7 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 7 8

C V F - 1 8 8 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 7 8

C V F - 1 8 9 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 7 9

C V F - 1 9 0 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 7 9

C V F - 1 9 1 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 8 0

C V F - 1 9 2 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 8 0

C V F - 1 9 3 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 8 0

C V F - 1 9 4 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 8 1

C V F - 1 9 5 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 8 1

C V F - 1 9 6 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 8 1

C V F - 1 9 8 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 8 2

C V F - 1 9 9 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 8 3

C V F - 2 0 0 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 8 3

C V F - 2 0 1 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 8 4

C V F - 2 0 2 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 8 4

C V F - 2 0 3 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 8 4

C V F - 2 0 4 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 8 5

C V F - 2 0 5 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 8 5

C V F - 2 0 6 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 8 5

C V F - 2 0 7 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 8 6

C V F - 2 0 8 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 8 6

C V F - 2 0 9 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 8 6

C V F - 2 1 0 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 8 7

C V F - 2 1 1 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 8 7

C V F - 2 1 2 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 8 8

C V F - 2 1 3 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 8 9

C V F - 2 1 4 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 8 9

C V F - 2 1 5 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 9 0

C V F - 2 1 6 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 9 0

C V F - 2 1 7 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 9 0

C V F - 2 1 8 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 9 1

C V F - 2 1 9 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 9 1

C V F - 2 2 0 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 9 1

C V F - 2 2 1 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 9 2

C V F - 2 2 2 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 9 2

C V F - 2 2 3 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 9 2

C V F - 2 2 4 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 9 2



C V F - 2 2 5 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 9 3

C V F - 2 2 6 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 9 3

C V F - 2 2 7 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 9 3

C V F - 2 2 8 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 9 4

C V F - 2 2 9 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 9 4

C V F - 2 3 0 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 9 4

C V F - 2 3 1 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 9 5

C V F - 2 3 2 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 9 5

C V F - 2 3 3 . F I X E D . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 9 6

C V F - 2 3 4 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 9 6

C V F - 2 3 5 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 9 6

C V F - 2 3 6 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 9 7

C V F - 2 3 7 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 9 7

C V F - 2 3 8 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 9 7

C V F - 2 3 9 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 9 8

C V F - 2 4 0 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 9 8

C V F - 2 4 1 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 9 8

C V F - 2 4 2 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 9 9

C V F - 2 4 3 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 9 9

C V F - 2 4 4 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 9 9

C V F - 2 4 5 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 1 0 0

C V F - 2 4 6 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 1 0 0

C V F - 2 4 7 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 1 0 1

C V F - 2 4 8 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 1 0 1

C V F - 2 4 9 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 1 0 2

C V F - 2 5 0 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 1 0 2

C V F - 2 5 1 . I N F O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 1 0 2



1 C h a n g e l o g

# D a t e A u t h o r D e s c r i p t i o n

0 . 1 0 2 . 0 4 . 2 4 A . Z v e r y a n s k a y a I n i t i a l D r a f t

0 . 2 0 2 . 0 4 . 2 4 A . Z v e r y a n s k a y a M i n o r r e v i s i o n

1 . 0 0 2 . 0 4 . 2 4 A . Z v e r y a n s k a y a R e l e a s e

8



2 I n t r o d u c t i o n

A l l m o d i f i c a t i o n s t o t h i s d o c u m e n t a r e p r o h i b i t e d . V i o l a t o r s w i l l b e p r o s e c u t e d t o t h e

f u l l e x t e n t o f t h e U . S . l a w .

T h e f o l l o w i n g d o c u m e n t p r o v i d e s t h e r e s u l t o f t h e a u d i t p e r f o r m e d b y A B D K C o n s u l t i n g

( M i k h a i l V l a d i m i r o v a n d D m i t r y K h o v r a t o v i c h ) a t t h e c u s t o m e r r e q u e s t . T h e a u d i t g o a l i s a

g e n e r a l r e v i e w o f t h e s m a r t c o n t r a c t s s t r u c t u r e , c r i t i c a l / m a j o r b u g s d e t e c t i o n a n d i s s u i n g

t h e g e n e r a l r e c o m m e n d a t i o n s .

R e y a N e t w o r k i s a t r a d i n g - o p t i m i s e d m o d u l a r L 2 t h a t f o c u s e s o n t h r e e p i l l a r s o f

p e r f o r m a n c e , l i q u i d i t y a n d c a p i t a l e f f i c i e n c y .
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3 P r o j e c t s c o p e

W e w e r e a s k e d t o r e v i e w O r i g i n a l C o d e r e l a t e d t o t h e C o r e o f t h e R e y a N e t w o r k .

C o r r e s p o n d i n g f i x e s w e r e p r o v i d e d i n t h e P a r t I I I o f t h e A u d i t .

F i l e s :

c o r e /

C o r e P r o x y . s o l

c o r e / l i b r a r i e s /

D a t a T y p e s . s o l E r r o r s . s o l E v e n t s . s o l

F e a t u r e F l a g S u p p o r t . s o l
L i q u i d a t i o n B i d

P r i o r i t y Q u e u e . s o l

L i q u i d a t i o n

B i d Q u e u e s . s o l

P r i c e H e l p e r s . s o l

c o r e / l i b r a r i e s / a c t i o n s /

E d i t C o l l a t e r a l . s o l C r e a t e A c c o u n t . s o l E d i t C o l l a t e r a l . s o l

c o r e / l i b r a r i e s / a c c o u n t /

A c c o u n t A c t i v e M a r k e t . s o l
A c c o u n t A u t o

E x c h a n g e . s o l
A c c o u n t B a c k s t o p A D L . s o l

A c c o u n t C h e c k s . s o l A c c o u n t E x p o s u r e . s o l A c c o u n t L i q u i d a t i o n . s o l

c o r e / i n t e r f a c e s /

I A c c o u n t M o d u l e . s o l
I A c c o u n t T o k e n

M o d u l e . s o l

I A u t o E x c h a n g e

C o n f i g u r a t i o n M o d u l e . s o l

I A u t o E x c h a n g e

M o d u l e . s o l
I C o l l a t e r a l A d a p t e r . s o l I C o l l a t e r a l M o d u l e . s o l

I C o l l a t e r a l P o o l

M o d u l e . s o l

I E x c h a n g e M a n a g e r

M o d u l e . s o l
I E x e c u t i o n M o d u l e . s o l

I I n s t r u m e n t M o d u l e . s o l
I I n s t r u m e n t

R e g i s t r a r M o d u l e . s o l

I I n s u r a n c e F u n d

C o n f i g u r a t i o n M o d u l e . s o l

I P r o t o c o l C o n f i g u r a t i o n

M o d u l e . s o l

I R i s k C o n f i g u r a t i o n

M o d u l e . s o l

1 0
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c o r e / i n t e r f a c e s / e x t e r n a l /

I A C o l l a t e r a l . s o l I I n s t r u m e n t . s o l I L i q u i d a t i o n H o o k . s o l

I N F T P a s s . s o l I S t E t h . s o l

c o r e / i n t e r f a c e s / l i q u i d a t i o n /

I B a c k s t o p L i q u i d a t i o n

M o d u l e . s o l

I C o m m o n L i q u i d a t i o n

M o d u l e . s o l

I D u t c h L i q u i d a t i o n

M o d u l e . s o l

I R a n k e d E x e c u t e

L i q u i d a t i o n M o d u l e . s o l

I R a n k e d S u b m i t

L i q u i d a t i o n M o d u l e . s o l

c o r e / m o d u l e s / A d a p t e r s /

A a v e C o l l a t e r a l

A d a p t e r . s o l
L i d o C o l l a t e r a l A d a p t e r . s o l

c o r e / m o d u l e s / l i q u i d a t i o n /

B a c k s t o p L i q u i d a t i o n

M o d u l e . s o l

C o m m o n L i q u i d a t i o n

M o d u l e . s o l

D u t c h L i q u i d a t i o n

M o d u l e . s o l

R a n k e d E x e c u t e

L i q u i d a t i o n M o d u l e . s o l

R a n k e d S u b m i t L i q u i d a -

t i o n M o d u l e . s o l

c o r e / m o d u l e s /

A c c o u n t M o d u l e . s o l A c c o u n t T o k e n M o d u l e . s o l
A s s o c i a t e d S y s t e m s

M o d u l e . s o l

A u t o E x c h a n g e

C o n f i g u r a t i o n M o d u l e . s o l

A u t o E x c h a n g e

M o d u l e . s o l
C o l l a t e r a l M o d u l e . s o l

C o l l a t e r a l P o o l M o d u l e . s o l
E x c h a n g e M a n a g e r

M o d u l e . s o l
E x e c u t i o n M o d u l e . s o l

F e a t u r e F l a g M o d u l e . s o l I n s t r u m e n t M o d u l e . s o l
I n s t r u m e n t R e g i s t r a r

M o d u l e . s o l

I n s u r a n c e F u n d

C o n f i g u r a t i o n M o d u l e . s o l

O w n e r U p g r a d e

M o d u l e . s o l

P r o t o c o l C o n f i g u r a t i o n

M o d u l e . s o l

R i s k C o n f i g u r a t i o n M o d -

u l e . s o l

c o r e / s t o r a g e /

A c c o u n t . s o l A c c o u n t C o l l a t e r a l . s o l A c c o u n t R B A C . s o l

A u t o E x c h a n g e

C o n f i g u r a t i o n . s o l

B a c k s t o p L P

C o n f i g u r a t i o n . s o l

C o l l a t e r a l

C o n f i g u r a t i o n . s o l

C o l l a t e r a l P o o l . s o l E x c h a n g e . s o l
G l o b a l C o l l a t e r a l

C o n f i g u r a t i o n . s o l

I d S t o r e . s o l I n s t r u m e n t R e g i s t r a r . s o l
I n s u r a n c e F u n d

C o n f i g u r a t i o n . s o l

L i m i t C o n f i g u r a t i o n . s o l
L i q u i d a t i o n

C o n f i g u r a t i o n . s o l
M a r k e t . s o l

P r o t o c o l

C o n f i g u r a t i o n . s o l
R i s k M a t r i x . s o l

R i s k M u l t i p l i e r s

C o n f i g u r a t i o n . s o l

S i g n a t u r e . s o l
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o r a c l e - m a n a g e r / i n t e r f a c e s /

I N o d e M o d u l e . s o l

o r a c l e - m a n a g e r / i n t e r f a c e s / e x t e r n a l /

I A g g r e g a t o r

V 3 I n t e r f a c e . s o l
I E x t e r n a l N o d e . s o l

o r a c l e - m a n a g e r / m o d u l e s /

N o d e M o d u l e . s o l
O w n e r U p g r a d e

M o d u l e . s o l

o r a c l e - m a n a g e r / n o d e s /

C h a i n l i n k N o d e . s o l C o n s t a n t N o d e . s o l E x t e r n a l N o d e . s o l

o r a c l e - m a n a g e r /

O r a c l e M a n a g e r P r o x y . s o l

o r a c l e - m a n a g e r / s t o r a g e /

N o d e D e f i n i t i o n . s o l N o d e O u t p u t . s o l

u t i l s / c o n t r a c t s / h e l p e r s /

P r b M a t h H e l p e r . s o l

u t i l s / m o d u l e s / m o d u l e s /

F e a t u r e F l a g M o d u l e . s o l

u t i l s / m o d u l e s / s t o r a g e /

F e a t u r e F l a g . s o l

1 2



4 M e t h o d o l o g y

T h e m e t h o d o l o g y i s n o t a s t r i c t f o r m a l p r o c e d u r e , b u t r a t h e r a s e l e c t i o n o f m e t h o d s a n d

t a c t i c s c o m b i n e d d i f f e r e n t l y a n d t u n e d f o r e a c h p a r t i c u l a r p r o j e c t , d e p e n d i n g o n t h e

p r o j e c t s t r u c t u r e a n d t e c h n o l o g i e s u s e d , a s w e l l a s o n c l i e n t e x p e c t a t i o n s f r o m t h e a u d i t .

• G e n e r a l C o d e A s s e s s m e n t . T h e c o d e i s r e v i e w e d f o r c l a r i t y , c o n s i s t e n c y , s t y l e ,

a n d f o r w h e t h e r i t f o l l o w s b e s t c o d e p r a c t i c e s a p p l i c a b l e t o t h e p a r t i c u l a r

p r o g r a m m i n g l a n g u a g e u s e d . W e c h e c k i n d e n t a t i o n , n a m i n g c o n v e n t i o n ,

c o m m e n t e d c o d e b l o c k s , c o d e d u p l i c a t i o n , c o n f u s i n g n a m e s , c o n f u s i n g , i r r e l e v a n t ,

o r m i s s i n g c o m m e n t s e t c . A t t h i s p h a s e w e a l s o u n d e r s t a n d o v e r a l l c o d e s t r u c t u r e .

• E n t i t y U s a g e A n a l y s i s . U s a g e s o f v a r i o u s e n t i t i e s d e f i n e d i n t h e c o d e a r e a n a l y s e d .

T h i s i n c l u d e s b o t h : i n t e r n a l u s a g e s f r o m o t h e r p a r t s o f t h e c o d e a s w e l l a s p o t e n t i a l

e x t e r n a l u s a g e s . W e c h e c k t h a t e n t i t i e s a r e d e f i n e d i n p r o p e r p l a c e s a s w e l l a s t h e i r

v i s i b i l i t y s c o p e s a n d a c c e s s l e v e l s a r e r e l e v a n t . A t t h i s p h a s e , w e u n d e r s t a n d o v e r a l l

s y s t e m a r c h i t e c t u r e a n d h o w d i f f e r e n t p a r t s o f t h e c o d e a r e r e l a t e d t o e a c h o t h e r .

• A c c e s s C o n t r o l A n a l y s i s . F o r t h o s e e n t i t i e s , t h a t c o u l d b e a c c e s s e d e x t e r n a l l y ,

a c c e s s c o n t r o l m e a s u r e s a r e a n a l y s e d . W e c h e c k t h a t a c c e s s c o n t r o l i s r e l e v a n t

a n d d o n e p r o p e r l y . A t t h i s p h a s e , w e u n d e r s t a n d u s e r r o l e s a n d p e r m i s s i o n s , a s w e l l

a s w h a t a s s e t s t h e s y s t e m o u g h t t o p r o t e c t .

• C o d e L o g i c A n a l y s i s . T h e c o d e l o g i c o f p a r t i c u l a r f u n c t i o n s i s a n a l y s e d f o r

c o r r e c t n e s s a n d e f f i c i e n c y . W e c h e c k i f c o d e a c t u a l l y d o e s w h a t i t i s s u p p o s e d t o

d o , i f t h a t a l g o r i t h m s a r e o p t i m a l a n d c o r r e c t , a n d i f p r o p e r d a t a t y p e s a r e u s e d . W e

a l s o m a k e s u r e t h a t e x t e r n a l l i b r a r i e s u s e d i n t h e c o d e a r e u p t o d a t e a n d r e l e v a n t t o

t h e t a s k s t h e y s o l v e i n t h e c o d e . A t t h i s p h a s e w e a l s o u n d e r s t a n d d a t a s t r u c t u r e s

u s e d a n d t h e p u r p o s e s t h e y a r e u s e d f o r .

W e c l a s s i f y i s s u e s b y t h e f o l l o w i n g s e v e r i t y l e v e l s :

• C r i t i c a l i s s u e d i r e c t l y a f f e c t s t h e s m a r t c o n t r a c t f u n c t i o n a l i t y a n d m a y c a u s e a

s i g n i f i c a n t l o s s .

• M a j o r i s s u e i s e i t h e r a s o l i d p e r f o r m a n c e p r o b l e m o r a s i g n o f m i s u s e : a s l i g h t c o d e

m o d i f i c a t i o n o r e n v i r o n m e n t c h a n g e m a y l e a d t o l o s s o f f u n d s o r d a t a . S o m e t i m e s i t

i s a n a b u s e o f u n c l e a r c o d e b e h a v i o u r w h i c h s h o u l d b e d o u b l e c h e c k e d .

• M o d e r a t e i s s u e i s n o t a n i m m e d i a t e p r o b l e m , b u t r a t h e r s u b o p t i m a l p e r f o r m a n c e i n

e d g e c a s e s , a n o b v i o u s l y b a d c o d e p r a c t i c e , o r a s i t u a t i o n w h e r e t h e c o d e i s

c o r r e c t o n l y i n c e r t a i n b u s i n e s s f l o w s .

• M i n o r i s s u e s c o n t a i n c o d e s t y l e , b e s t p r a c t i c e s a n d o t h e r r e c o m m e n d a t i o n s .

1 3



5 O u r f i n d i n g s

W e f o u n d 1 c r i t i c a l , 2 6 m a j o r , a n d a f e w l e s s i m p o r t a n t i s s u e s . A l l i d e n t i f i e d C r i t i c a l a n d

M a j o r i s s u e s h a v e b e e n f i x e d .

0

1

0 2 6

2 3 5

F i x e d 3 2 o u t o f 5 5 i s s u e s
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6 C r i t i c a l I s s u e s

C V F - 1 F I X E D

• C a t e g o r y F l a w • S o u r c e E x e c u t i o n M o d u l e . s o l

D e s c r i p t i o n T h e s i g n e d m e s s a g e d o e s n ’ t i n c l u d e t h e c o m m a n d s n o r t h e c a l l e r a d d r e s s .

T h i s a l l o w s a m a l i c i o u s u s e r t o i n t e r c e p t a t r a n s a c t i o n a n d m o d i f y c o m m a n d s a r b i t r a r y .

R e c o m m e n d a t i o n C o n s i d e r i n c l u d i n g t h e c o m m a n d s , o r t h e c a l l e r , o r b o t h i n t o t h e s i g n e d

m e s s a g e .

C l i e n t C o m m e n t W e i n c l u d e d b o t h t h e c o m m a n d s a n d t h e c a l l e r .� �
8 6 keccak256(abi.encode(EXECUTE_TYPYHASH, accountId, incrementedNonce,

↪→ sig.deadline))� �

1 5



7 M a j o r I s s u e s

C V F - 2 F I X E D

• C a t e g o r y S u b o p t i m a l • S o u r c e F e a t u r e F l a g . s o l

D e s c r i p t i o n U s i n g t h e “ a b i . e n c o d e ” f u n c t i o n w i t h a s t r i n g a r g u m e n t i s s u b o p t i m a l .

R e c o m m e n d a t i o n C o n s i d e r u s i n g “ a b i . e n c o d e P a c k e d ” i n s t e a d . A l s o c o n s i d e r r e p l a c i n g

t h e s t r i n g w i t h i t s h a s h .� �
2 3 bytes32 s = keccak256(abi.encode("xyz.reya.FeatureFlag", featureName

↪→ ));� �
C V F - 4 F I X E D

• C a t e g o r y S u b o p t i m a l • S o u r c e F e a t u r e F l a g M o d u l e . s o l

R e c o m m e n d a t i o n T h i s c o u l d b e s i m p l i f i e d a s : f l a g . d e n i e r s = d e n i e r s ;� �
8 9 for (uint256 i = 0; i < deniers.length; i++) {

9 0 if (i >= storageLen) {

flag.deniers.push(deniers[i]);

} else {

flag.deniers[i] = deniers[i];

}

}� �
C V F - 5 F I X E D

• C a t e g o r y S u b o p t i m a l • S o u r c e F e a t u r e F l a g M o d u l e . s o l

R e c o m m e n d a t i o n T h i s c o u l d b e s i m p l i f i e d a s : r e t u r n f l a g . d e n i e r s ;� �
1 0 5 address[] memory addrs = new address[](flag.deniers.length);

for (uint256 i = 0; i < addrs.length; i++) {

addrs[i] = flag.deniers[i];

}� �� �
1 1 0 return addrs;� �
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C V F - 7 F I X E D

• C a t e g o r y S u b o p t i m a l • S o u r c e P r b M a t h H e l p e r . s o l

R e c o m m e n d a t i o n T h i s c o u l d b e o p t i m i z e d a s : S D 5 9 × 1 8 . w r a p ( a ) . d i v ( S D 5 9 × 1 8 . w r a p ( b ) )

a n d U D 6 0 × 1 8 . w r a p ( a ) . d i v ( U D 6 0 × 1 8 . w r a p ( b ) ) S u c h o p t i m i z a t i o n w o u l d a l s o a d d r e s s p o s s i -

b l e p h a n t o m o v e r f l o w .� �
7 9 return convert_sd(a).div(convert_sd(b));� �� �
8 3 return convert_ud(a).div(convert_ud(b));� �
C V F - 8 F I X E D

• C a t e g o r y S u b o p t i m a l • S o u r c e N o d e D e f i n i t i o n . s o l

D e s c r i p t i o n U s i n g t h e “ a b i . e n c o d e ” f u n c t i o n w i t h a s t r i n g a r g u m e n t i s s u b o p t i m a l .

R e c o m m e n d a t i o n C o n s i d e r u s i n g “ a b i . e n c o d e P a c k e d ” i n s t e a d . A l s o c o n s i d e r r e p l a c i n g

t h e s t r i n g w i t h i t s h a s h .� �
3 7 bytes32 s = keccak256(abi.encode("xyz.reya.oracle-manager.Node", id)

↪→ );� �
C V F - 9 F I X E D

• C a t e g o r y S u b o p t i m a l • S o u r c e A c c o u n t C o l l a t e r a l . s o l

D e s c r i p t i o n U s i n g t h e “ a b i . e n c o d e ” f u n c t i o n w i t h a s t r i n g a r g u m e n t i s s u b o p t i m a l .

R e c o m m e n d a t i o n C o n s i d e r u s i n g “ a b i . e n c o d e P a c k e d ” i n s t e a d . A l s o c o n s i d e r r e p l a c i n g

t h e s t r i n g w i t h i t s h a s h .� �
5 8 bytes32 s = keccak256(abi.encode("xyz.reya.AccountCollateral",

↪→ accountId));� �
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C V F - 1 1 F I X E D

• C a t e g o r y S u b o p t i m a l • S o u r c e C o l l a t e r a l C o n f i g u r a t i o n . s o l

D e s c r i p t i o n U s i n g t h e “ a b i . e n c o d e ” f u n c t i o n w i t h a s t r i n g a r g u m e n t i s s u b o p t i m a l .

R e c o m m e n d a t i o n C o n s i d e r u s i n g “ a b i . e n c o d e P a c k e d ” i n s t e a d . A l s o , c o n s i d e r u s i n g t h e

h a s h o f a s t r i n g .� �
5 8 bytes32 s = keccak256(abi.encode("xyz.reya.CollateralConfiguration",

↪→ collateralPoolId, collateral));� �
C V F - 1 2 F I X E D

• C a t e g o r y S u b o p t i m a l • S o u r c e

R i s k M u l t i p l i e r s C o n f i g u r a t i o n . s o l

D e s c r i p t i o n U s i n g t h e “ a b i . e n c o d e ” f u n c t i o n w i t h a s t r i n g a r g u m e n t i s s u b o p t i m a l .

R e c o m m e n d a t i o n C o n s i d e r u s i n g t h e “ a b i . e n c o d e P a c k e d ” i n s t e a d . A l s o c o n s i d e r u s i n g

t h e h a s h o f a s t r i n g .� �
2 5 bytes32 s = keccak256(abi.encode("xyz.reya.RiskMultipliers", id));� �
C V F - 1 3 F I X E D

• C a t e g o r y S u b o p t i m a l • S o u r c e L i q u i d a t i o n C o n f i g u r a t i o n . s o l

D e s c r i p t i o n U s i n g t h e “ a b i . e n c o d e ” f u n c t i o n w i t h a s t r i n g a r g u m e n t i s s u b o p t i m a l .

R e c o m m e n d a t i o n C o n s i d e r u s i n g t h e “ a b i . e n c o d e P a c k e d ” f u n c t i o n i n s t e a d . A l s o , c o n s i d e r

u s i n g t h e h a s h o f a s t r i n g .� �
2 5 bytes32 s = keccak256(abi.encode("xyz.reya.LiquidationConfiguration"

↪→ , id));� �
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C V F - 1 4 F I X E D

• C a t e g o r y S u b o p t i m a l • S o u r c e

A u t o E x c h a n g e C o n f i g u r a t i o n . s o l

D e s c r i p t i o n U s i n g t h e “ a b i . e n c o d e ” f u n c t i o n w i t h a s t r i n g a r g u m e n t i s s u b o p t i m a l .

R e c o m m e n d a t i o n C o n s i d e r u s i n g t h e “ a b i . e n c o d e P a c k e d ” f u n c t i o n i n s t e a d . A l s o , c o n s i d e r

u s i n g t h e h a s h o f a s t r i n g .� �
2 5 bytes32 s = keccak256(abi.encode("xyz.reya.AutoExchangeConfiguration

↪→ ", id));� �
C V F - 1 5 F I X E D

• C a t e g o r y S u b o p t i m a l • S o u r c e L i m i t C o n f i g u r a t i o n . s o l

D e s c r i p t i o n U s i n g t h e “ a b i . e n c o d e ” f u n c t i o n w i t h a s t r i n g a r g u m e n t i s s u b o p t i m a l .

R e c o m m e n d a t i o n C o n s i d e r u s i n g t h e “ a b i . e n c o d e P a c k e d ” f u n c t i o n i n s t e a d . A l s o , c o n s i d e r

u s i n g t h e h a s h o f a s t r i n g .� �
2 2 bytes32 s = keccak256(abi.encode("xyz.voltz.LimitConfiguration", id)

↪→ );� �
C V F - 1 6 F I X E D

• C a t e g o r y S u b o p t i m a l • S o u r c e

B a c k s t o p L P C o n f i g u r a t i o n . s o l

D e s c r i p t i o n U s i n g t h e “ a b i . e n c o d e ” f u n c t i o n w i t h a s t r i n g a r g u m e n t i s s u b o p t i m a l .

R e c o m m e n d a t i o n C o n s i d e r u s i n g t h e “ a b i . e n c o d e P a c k e d ” f u n c t i o n i n s t e a d . A l s o , c o n s i d e r

u s i n g t h e h a s h o f a s t r i n g .� �
3 0 bytes32 s = keccak256(abi.encode("xyz.reya.BackstopLPConfiguration",

↪→ id));� �
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C V F - 1 7 F I X E D

• C a t e g o r y S u b o p t i m a l • S o u r c e

I n s u r a n c e F u n d C o n f i g u r a t i o n . s o l

D e s c r i p t i o n U s i n g t h e “ a b i . e n c o d e ” f u n c t i o n w i t h a s t r i n g a r g u m e n t i s s u b o p t i m a l .

R e c o m m e n d a t i o n C o n s i d e r u s i n g t h e “ a b i . e n c o d e P a c k e d ” f u n c t i o n i n s t e a d . A l s o , c o n s i d e r

u s i n g t h e h a s h o f a s t r i n g .� �
2 6 bytes32 s = keccak256(abi.encode("xyz.reya.

↪→ InsuranceFundConfiguration", id));� �
C V F - 2 0 F I X E D

• C a t e g o r y S u b o p t i m a l • S o u r c e C o l l a t e r a l P o o l . s o l

D e s c r i p t i o n U s i n g t h e “ a b i . e n c o d e ” f u n c t i o n w i t h a s t r i n g a r g u m e n t i s s u b o p t i m a l .

R e c o m m e n d a t i o n C o n s i d e r u s i n g “ a b i . e n c o d e P a c k e d ” i n s t e a d . A l s o c o n s i d e r r e p l a c i n g

t h e s t r i n g w i t h i t s h a s h .� �
2 4 1 bytes32 s = keccak256(abi.encode("xyz.reya.CollateralPool", id));� �
C V F - 2 1 F I X E D

• C a t e g o r y S u b o p t i m a l • S o u r c e A c c o u n t R B A C . s o l

D e s c r i p t i o n U s i n g t h e “ a b i . e n c o d e ” f u n c t i o n w i t h a s t r i n g a r g u m e n t i s s u b o p t i m a l .

R e c o m m e n d a t i o n C o n s i d e r u s i n g “ a b i . e n c o d e P a c k e d ” i n s t e a d . A l s o c o n s i d e r r e p l a c i n g

t h e s t r i n g w i t h i t s h a s h .� �
5 3 bytes32 s = keccak256(abi.encode("xyz.reya.AccountRBAC", accountId))

↪→ ;� �

2 0



C V F - 2 3 F I X E D

• C a t e g o r y S u b o p t i m a l • S o u r c e A c c o u n t . s o l

D e s c r i p t i o n U s i n g t h e “ a b i . e n c o d e ” f u n c t i o n w i t h a s t r i n g a r g u m e n t i s s u b o p t i m a l .

R e c o m m e n d a t i o n C o n s i d e r u s i n g “ a b i . e n c o d e P a c k e d ” i n s t e a d . A l s o c o n s i d e r r e p l a c i n g

t h e s t r i n g w i t h i t s h a s h .� �
8 8 bytes32 s = keccak256(abi.encode("xyz.reya.Account", id));� �
C V F - 2 4 F I X E D

• C a t e g o r y S u b o p t i m a l • S o u r c e M a r k e t . s o l

D e s c r i p t i o n U s i n g t h e “ a b i . e n c o d e ” f u n c t i o n w i t h a s t r i n g a r g u m e n t i s s u b o p t i m a l .

R e c o m m e n d a t i o n C o n s i d e r u s i n g “ a b i . e n c o d e P a c k e d ” i n s t e a d . A l s o c o n s i d e r r e p l a c i n g

t h e s t r i n g w i t h i t s h a s h .� �
1 0 6 bytes32 s = keccak256(abi.encode("xyz.reya.Market", id));� �
C V F - 2 5 F I X E D

• C a t e g o r y S u b o p t i m a l • S o u r c e M a r k e t . s o l

D e s c r i p t i o n T h e “ c a l l e r ” a r g u m e n t n a m e i s c o n f u s i n g , a s i t i s n o t g u a r a n t e e d t o b e t h e

c a l l e r .

R e c o m m e n d a t i o n C o n s i d e r r e n a m i n g o r u s i n g “ m s g . s e n d e r ” i n s t e a d o f t h e a r g u m e n t .

C l i e n t C o m m e n t F i x e d b y u s i n g m s g . s e n d e r i n s t e a d .� �
1 2 6 function onlyMarketAddress(uint128 marketId, address caller)

↪→ internal view {� �

2 1



C V F - 2 6 F I X E D

• C a t e g o r y S u b o p t i m a l • S o u r c e

G l o b a l C o l l a t e r a l C o n f i g u r a t i o n . s o l

D e s c r i p t i o n U s i n g t h e “ a b i . e n c o d e ” f u n c t i o n w i t h a s t r i n g a r g u m e n t i s s u b o p t i m a l .

R e c o m m e n d a t i o n C o n s i d e r u s i n g “ a b i . e n c o d e P a c k e d ” i n s t e a d . A l s o c o n s i d e r r e p l a c i n g

t h e s t r i n g w i t h i t s h a s h .� �
1 0 3 bytes32 s = keccak256(abi.encode("xyz.reya.

↪→ GlobalCollateralConfiguration", collateral));� �
C V F - 2 7 F I X E D

• C a t e g o r y S u b o p t i m a l • S o u r c e R i s k M a t r i x . s o l

D e s c r i p t i o n U s i n g t h e “ a b i . e n c o d e ” f u n c t i o n w i t h a s t r i n g a r g u m e n t i s s u b o p t i m a l .

R e c o m m e n d a t i o n C o n s i d e r u s i n g “ a b i . e n c o d e P a c k e d ” i n s t e a d . A l s o c o n s i d e r r e p l a c i n g

t h e s t r i n g w i t h i t s h a s h .� �
4 5 bytes32 s = keccak256(abi.encode("xyz.reya.CollateralPoolRiskMatrix"

↪→ , collateralPoolId));� �

2 2



C V F - 3 3 F I X E D

• C a t e g o r y S u b o p t i m a l • S o u r c e I d S t o r e . s o l

D e s c r i p t i o n A B I e n c o d i n g o f a s t r i n g i s m o r e c o m p l i c a t e d t h a n t h e s t r i n g i t s e l f , a s i t

c o n t a i n s t h e s t r i n g l e n g t h .

R e c o m m e n d a t i o n C o n s i d e r j u s t c a s t i n g s t r i n g t o “ b y t e s ” i n s t e a d o f A B I e n c o d i n g i t .

C l i e n t C o m m e n t F i x e d b y r e p l a c i n g w i t h ‘ k e c c a k 2 5 6 ( b y t e s ( ” . . . ” ) ) ; ‘ .� �
1 6 bytes32 private constant _SLOT_ID_STORE = keccak256(abi.encode("xyz.

↪→ reya.IdStore"));� �� �
1 8 bytes32 private constant ACCOUNT_ID = keccak256(abi.encode("

↪→ AccountId"));

bytes32 private constant MARKET_ID = keccak256(abi.encode("MarketId"

↪→ ));

2 0 bytes32 private constant EXCHANGE_ID = keccak256(abi.encode("

↪→ ExchangeId"));

bytes32 private constant RISK_BLOCK_ID = keccak256(abi.encode("

↪→ RiskBlockId"));� �
C V F - 3 4 F I X E D

• C a t e g o r y S u b o p t i m a l • S o u r c e I d S t o r e . s o l

D e s c r i p t i o n H e r e a v a l u e j u s t w r i t t e n i n t o t h e s t o r a g e i s r e a d b a c k f r o m t h e s t o r a g e .

R e c o m m e n d a t i o n C o n s i d e r u s i n g t h e w r i t t e n v a l u e .� �
4 3 id = idStore.lastIds[idType];� �
C V F - 3 5 F I X E D

• C a t e g o r y S u b o p t i m a l • S o u r c e I n s t r u m e n t R e g i s t r a r . s o l

D e s c r i p t i o n U s i n g t h e “ a b i . e n c o d e ” f u n c t i o n w i t h a s t r i n g a r g u m e n t i s s u b o p t i m a l .

R e c o m m e n d a t i o n C o n s i d e r u s i n g “ a b i . e n c o d e P a c k e d ” i n s t e a d . A l s o c o n s i d e r r e p l a c i n g

t h e s t r i n g w i t h i t s h a s h .� �
3 0 bytes32 s = keccak256(abi.encode("xyz.reya.InstrumentRegistrar"));� �
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C V F - 4 0 F I X E D

• C a t e g o r y D o c u m e n t a t i o n • S o u r c e A c c o u n t C h e c k s . s o l

D e s c r i p t i o n T h i s c o m m e n t g i v e s n o c l u e , w h y “ < = ” i s f i n e h e r e .

R e c o m m e n d a t i o n C o n s i d e r e l a b o r a t i n g m o r e o n t h i s .

C l i e n t C o m m e n t R e m o v e d t h i s c o m m e n t . I t i s n o t s u g g e s t i v e . < = o r < , a n y s h o u l d b e f i n e

b e c a u s e w e a r e c h e c k i n g a b u f f e r r a n g e .� �
9 1 // it's fine to use <= here� �
C V F - 4 2 F I X E D

• C a t e g o r y S u b o p t i m a l • S o u r c e A c c o u n t B a c k s t o p A D L . s o l

D e s c r i p t i o n T h e e x p r e s s i o n “ A c c o u n t C o l l a t e r a l . g e t P o o l ( s e l f . i d ) ” i s c a l c u l a t e d s e v e r a l t i m e s .

R e c o m m e n d a t i o n C o n s i d e r c a l c u l a t i n g o n c e a n d r e u s i n g .� �
6 8 bool isBackstopLpAccount = AccountCollateral.getPool(self.id).

↪→ hasBackstopLPAccount();� �� �
7 4 Account.Data storage backstopLpAccount = AccountCollateral.

↪→ getPool(self.id).getBackstopLPAccount();� �� �
9 3 Account.Data storage backstopLpAccount = AccountCollateral.

↪→ getPool(self.id).getBackstopLPAccount();� �
C V F - 4 9 F I X E D

• C a t e g o r y D o c u m e n t a t i o n • S o u r c e I I n s t r u m e n t . s o l

D e s c r i p t i o n T h e s e m a n t i c s a n d t h e f o r m a t o f t h e “ o u t p u t ” f i e l d i s u n c l e a r .

R e c o m m e n d a t i o n C o n s i d e r d o c u m e n t i n g .� �
7 0 returns (bytes memory output, MatchOrderFees memory matchOrderFees);� �� �
1 4 6 returns (bytes memory output, int256 cashflowAmount);� �
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8 M o d e r a t e I s s u e s

C V F - 3 I N F O

• C a t e g o r y S u b o p t i m a l • S o u r c e F e a t u r e F l a g . s o l

R e c o m m e n d a t i o n T h i s f u n c t i o n c o u l d b e m a d e m u c h m o r e e f f i c i e n t b y r e q u i r i n g t h e

d e n i e r s t o b e s t o r e d i n s o r t e d o r d e r .

C l i e n t C o m m e n t M a k i n g t h i s m o r e e f f i c i e n t d o e s n o t b r i n g a l o t o f g a s b e n e f i t s a s t h i s

f u n c t i o n i s o n l y u s e d w h e n p e r m s s i o n s a r e c h a n g e d , w h i c h h a p p e n s r a r e l y .� �
6 1 function isDenier(Data storage self, address possibleDenier)

↪→ internal view returns (bool) {� �
C V F - 2 8 I N F O

• C a t e g o r y S u b o p t i m a l • S o u r c e R i s k M a t r i x . s o l

D e s c r i p t i o n H e r e a r i s k m a t r i x i s s t o r e d o n e v a l u e p e r s t o r a g e s l o t , w h i c h c o u l d b e v e r y

e x p e n s i v e .

R e c o m m e n d a t i o n C o n s i d e r p a c k i n g s e v e r a l v a l u e s i n t o a s i n g l e s l o t u s i n g a f l o a t i n g p o i n t

o r a n a r r o w e r f i x e d p o i n t n u m b e r f o r m a t . F o r e x a m p l e , a s a b s o l u t e v a l u e s o f r i s k m a t r i x

e l e m e n t s m a y n o t e x c e e d o n e , t h e r e i s n o n e e d t o s t o r e t h e i n t e g e r p a r t s o f t h e m .

C l i e n t C o m m e n t A d d s c o m p l e x i t y .� �
6 0 riskBlockMatrix.blockMatrix[blockId] = values;� �
C V F - 2 9 I N F O

• C a t e g o r y U n c l e a r b e h a v i o r • S o u r c e R i s k M a t r i x . s o l

D e s c r i p t i o n A s a r i s k m a t r i x i s g u a r a n t e e d t o b e s y m m e t r i c , o n l y h a l f o f i t a c t u a l l y o u g h t

t o b e s t o r e d .

C l i e n t C o m m e n t T h i s i n t r o d u c e s s o m e c o m p l e x i t y f o r t h e r e a d o p e r a t i o n s w h i c h p r i o r a t i z e

a b o v e t h e w r i t e o p e r a t i o n i n t e r m s o f g a s .� �
6 0 riskBlockMatrix.blockMatrix[blockId] = values;� �
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C V F - 3 0 I N F O

• C a t e g o r y S u b o p t i m a l • S o u r c e R i s k M a t r i x . s o l

D e s c r i p t i o n E a c h m a t r i x r o w i s s t o r e d h e r e a s a s e p a r a t e a r r a y , w h i c h m e a n s t h a t l e n g t h

i s s t o r e d f o r e a c h r o w . T h i s i s r e d u n d a n t , a s l e n g t h s o f a l l r o w s a r e e q u a l , a n d a r e t h e

s a m e a s t h e n u m b e r f o r r o w s .

R e c o m m e n d a t i o n T h e r e i s n o n e e d t o s t o r e r o w l e n g t h s a t a l l .

C l i e n t C o m m e n t T h i s i n t r o d u c e s s o m e c o m p l e x i t y f o r t h e r e a d o p e r a t i o n s w h i c h p r i o r a t i z e

a b i v e t h e w r i t e o p e r a t i o n i n t e r m s o f g a s .� �
6 0 riskBlockMatrix.blockMatrix[blockId] = values;� �
C V F - 3 1 I N F O

• C a t e g o r y S u b o p t i m a l • S o u r c e R i s k M a t r i x . s o l

D e s c r i p t i o n T h i s s h o u l d n ’ t b e c h e c k e d f o r t h e c a s e i = = j . A l s o , e a c h p a i r i s c h e c k e d f o r

e q u a l i t y t w i c e .

R e c o m m e n d a t i o n C o n s i d e r r e f a c t o r i n g t o a v o i d r e d u n d a n t c h e c k s .

C l i e n t C o m m e n t T h i s m i g h t a d d e x t r a c o m p l e x i t y .� �
1 4 3 // check for symmetry

if (!values[i][j].eq(values[j][i])) {� �
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C V F - 3 2 I N F O

• C a t e g o r y S u b o p t i m a l • S o u r c e S i g n a t u r e . s o l

D e s c r i p t i o n C a l c u l a t i n g t h e d o m a i n s e p a r a t o r e v e r y t i m e i s s u b o p t i m a l .

R e c o m m e n d a t i o n C o m m o n o p t i m i z a t i o n i s t o c a l c u l a t e i t o n c e i n t h e c o n s t r u c t o r a n d

s t o r e i n a n i m m u t a b l e v a r i a b l e a l o n g w i t h c h a i n I D . T h e n , i f c h a i n I D d i d n ’ t c h a n g e s i n c e

c o n s t r u c t o r i n v o c a t i o n , u s e t h e s t o r e d d o m a i n s e p a r a t o r . O t h e r w i s e c a l c u l a t e i t .

C l i e n t C o m m e n t W i t h t h e p r o x y s t r u c t u r e w e u s e , w e p r e f e r n o t t o c h a n g e a n y t h i n g i n t h e

c o n s t r u c t o r .� �
7 6 return keccak256(

abi.encode(

EIP712_DOMAIN_TYPEHASH, keccak256(bytes("Reya")),

↪→ EIP712_REVISION_HASH, block.chainid, address(this)

)

8 0 );� �
C V F - 3 6 I N F O

• C a t e g o r y S u b o p t i m a l • S o u r c e E x c h a n g e . s o l

D e s c r i p t i o n U s i n g t h e “ a b i . e n c o d e ” f u n c t i o n w i t h a s t r i n g a r g u m e n t i s s u b o p t i m a l .

R e c o m m e n d a t i o n C o n s i d e r u s i n g “ a b i . e n c o d e P a c k e d ” i n s t e a d . A l s o c o n s i d e r r e p l a c i n g

t h e s t r i n g w i t h i t s h a s h .� �
5 8 bytes32 s = keccak256(abi.encode("xyz.reya.Exchange", id));� �
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C V F - 3 7 I N F O

• C a t e g o r y S u b o p t i m a l • S o u r c e E d i t C o l l a t e r a l . s o l

D e s c r i p t i o n T h i s c h e c k i s r e d u n d a n t . I t w i l l a n y w a y b e p e r f o r m e d i n s i d e t h e “ t r a n s f e r F r o m ”

c a l l . A l s o , t h i s c h e c k d o e s n ’ t g u a r a n t e e s u c c e s s f u l t r a n s f e r .

R e c o m m e n d a t i o n C o n s i d e r r e m o v i n g t h i s c h e c k .

C l i e n t C o m m e n t T h i s c h e c k i s a d d e d b e c a u s e e a c h E R C 2 0 r e v e r t s i n t h e i r o w n w a y a n d

a f f e c t s h o w t h e o f f - c h a i n b e h a v e s .� �
5 4 uint256 allowance = IERC20(collateral).allowance(depositFrom, self);

if (allowance < collateralAmount) {� �
C V F - 3 8 I N F O

• C a t e g o r y S u b o p t i m a l • S o u r c e E d i t C o l l a t e r a l . s o l

D e s c r i p t i o n U s i n g t h e “ a b i . e n c o d e ” f u n c t i o n w i t h a s t r i n g a r g u m e n t i s s u b o p t i m a l .

R e c o m m e n d a t i o n C o n s i d e r u s i n g “ a b i . e n c o d e P a c k e d ” i n s t e a d . A l s o c o n s i d e r r e p l a c i n g

t h e s t r i n g w i t h i t s h a s h .� �
1 4 5 return keccak256(abi.encode("backstopLpWithdrawTimer", accountId));� �
C V F - 4 1 I N F O

• C a t e g o r y U n c l e a r b e h a v i o r • S o u r c e A c c o u n t B a c k s t o p A D L . s o l

D e s c r i p t i o n T h e r e i s n o r a n g e c h e c k f o r t h i s a r g u m e n t .

R e c o m m e n d a t i o n C o n s i d e r a d d i n g a n a p p r o p r i a t e c h e c k .

C l i e n t C o m m e n t ‘ v a l i d a t e B a c k s t o p L i q u i d a t i o n ‘ v a l i d a t e s i f t h i s n u m b e r i s < 1 e 1 8 . T h e r e

i s n o p l a c e i n t h e c o d e w h e r e t h i s p a r a m e t e r i s u s e d b e f o r e v a l i d a t i o n . Y e s , t h e r e a r e

u t i l f u n c t i o n s ( i n t e r n a l o n e s ) t h a t u s e i t b u t t h e a s s u m p t i o n i s t h a t v a l i d a t i o n h a p p e n e d

a l r e a d y .� �
4 9 UD60x18 backstopPercentage� �
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C V F - 4 3 I N F O

• C a t e g o r y S u b o p t i m a l • S o u r c e A c c o u n t B a c k s t o p A D L . s o l

R e c o m m e n d a t i o n T h i s f o r m u l a c o u l d b e r e w r i t t e n a s a b s U P n L s [ i ] * ( - e x i s t i n g F u n d s /

a b s U P n L S u m ) , w h e r e t h e p a r t i n b r a c k e t s c o u l d b e c o m p u t e d o n c e b e f o r e t h e l o o p .

C l i e n t C o m m e n t T h i s c h a n g e r e q u i r e s c h e c k i n g i f a b s U P n L S u m i s z e r o . I t a l s o i n v o l v e s

c h a n g i n g t e s t s ( d u e t o s m a l l p r e c i s i o n c h a n g e s ) .� �
2 3 6 supportedUPnL[i] = mulUDxInt(divUintUint(absUPnLs[i], absUPnLSum), -

↪→ existingFunds);� �
C V F - 4 4 I N F O

• C a t e g o r y S u b o p t i m a l • S o u r c e

L i q u i d a t i o n B i d P r i o r i t y Q u e u e . s o l

D e s c r i p t i o n T h e v a l u e “ _ s c o r e ( s e l f , i ) ” i s c a l c u l a t e d o n e v e r y i t e r a t i o n , w h i l e t h i s v a l u e

s t a n d s t h e s a m e d u r i n g t h e l o o p .

R e c o m m e n d a t i o n C o n s i d e r c a l c u l a t i n g t h i s v a l u e o n c e b e f o r e t h e l o o p a n d r e u s i n g .

C l i e n t C o m m e n t ” i ” c h a n g e s a n d i t i m p l i c i t l y c h a n g e s t h e v a l u e o f t h i s s c o r e .� �
6 7 if (_score(self, i) > _score(self, j)) {� �
C V F - 4 5 I N F O

• C a t e g o r y S u b o p t i m a l • S o u r c e

L i q u i d a t i o n B i d P r i o r i t y Q u e u e . s o l

D e s c r i p t i o n T h e v a l u e “ _ s c o r e ( s e l f , j ) ” w a s a l r e a d y c a l c u l a t e d a f e w l i n e s a b o v e , e i t h e r a s

“ _ s c o r e ( s e l f , j ) ” o r a s “ _ s c o r e ( s e l f , j + 1 ) ” .

R e c o m m e n d a t i o n C o n s i d e r r e u s i n g t h e a l r e a d y c a l c u l a t e d v a l u e .

C l i e n t C o m m e n t T h i s i n t r o d u c e s c o m p l e x i t y .� �
6 7 if (_score(self, i) > _score(self, j)) {� �
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C V F - 4 6 I N F O

• C a t e g o r y S u b o p t i m a l • S o u r c e

L i q u i d a t i o n B i d P r i o r i t y Q u e u e . s o l

D e s c r i p t i o n T h e s c o r e a n d t h e i n d e x o f t h e n e w e l e m e n t a r e r e a d f r o m t h e s t o r a g e o n

e a c h i t e r a t i o n , w h i l e t h e s e v a l u e s a r e a c t u a l l y a v a i l a b l e o n s t a c k a s a n a r g u m e n t a s a l o c a l

v a r i a b l e .

R e c o m m e n d a t i o n C o n s i d e r u s i n g v a l u e s f r o m s t a c k , r a t h e r t h a n f r o m t h e s t o r a g e .

C l i e n t C o m m e n t T h i s i n t r o d u c e s c o m p l e x i t y .� �
9 6 while (i > 1 && _score(self, i / 2) < _score(self, i)) {

(self.indices[i / 2], self.indices[i]) = (self.indices[i], self.

↪→ indices[i / 2]);� �

3 0



C V F - 4 7 I N F O

• C a t e g o r y U n c l e a r b e h a v i o r • S o u r c e E v e n t s . s o l

R e c o m m e n d a t i o n T h e “ b l o c k T i m e s t a m p ” p a r a m e t e r s a r e r e d u n d a n t a s e a c h e v e n t i s

a n y w a y b o u n d t o a b l o c k , w h o s e t i m e s t a m p c o u l d b e e a s i l y o b t a i n e d .

C l i e n t C o m m e n t T h e o f f - c h a i n i n f r a s t r u c t u r e u s e s t h i s p a r a m e t e r . S o m e t i m e s , o n l y t h e

b l o c k - n u m b e r i s e x p o s e d a n d r e q u i r e s a s e c o n d R P C c a l l t o o b t a i n t h e t i m e s t a m p . P l e a s e

l e t u s k n o w i f t h i s i s a l s o a g a s o p t i m i s a t i o n i s s u e , w e m i g h t r e c o n s i d e r .� �
3 7 event AccountOwnerUpdated(uint128 indexed accountId, address indexed

↪→ newOwner, uint256 blockTimestamp);� �� �
4 7 uint128 indexed accountId, bytes32 indexed permission, address

↪→ indexed user, uint256 blockTimestamp� �� �
5 8 uint128 indexed accountId, bytes32 indexed permission, address

↪→ indexed user, uint256 blockTimestamp� �� �
6 9 uint128 indexed accountId, address indexed collateral, int256

↪→ sharesDelta, uint256 blockTimestamp� �� �
7 8 event AccountNewActiveMarket(uint128 indexed accountId, uint128

↪→ marketId, uint256 blockTimestamp);� �� �
8 5 uint256 blockTimestamp� �� �
9 3 uint256 blockTimestamp� �� �
1 0 2 uint128 indexed collateralPoolId, address collateralAddress,

↪→ CollateralConfig newConfig, uint256 blockTimestamp� �� �
1 1 4 uint256 blockTimestamp� �� �
1 1 7 event CollateralPoolCreation(uint128 indexed collateralPoolId,

↪→ uint128 reservedAccountId, uint256 blockTimestamp);� �� �
1 1 9 event CollateralPoolOwnerUpdated(uint128 indexed collateralPoolId,

↪→ address newOwner, uint256 blockTimestamp);� �� �
1 2 2 uint128 indexed collateralPoolId, address indexed collateral,

↪→ int256 sharesDelta, uint256 blockTimestamp� �
( 1 2 6 , 1 2 9 , 1 3 2 , 1 3 6 , 1 4 0 , 1 4 4 , 1 4 7 , 1 4 9 , 1 5 2 , 1 5 8 , 1 6 7 , 1 7 4 , 1 7 7 , 1 8 5 , 1 9 3 , 2 0 7 , 2 1 0 , 2 2 0 , 2 3 9 ,

2 5 8 )

3 1



C V F - 4 8 I N F O

• C a t e g o r y S u b o p t i m a l • S o u r c e D a t a T y p e s . s o l

R e c o m m e n d a t i o n A b i t m a s k o f p e r m i s s i o n s w o u l d b e m u c h m o r e e f f i c i e n t .

C l i e n t C o m m e n t A b i t m a s k w o u l d i n t r o d u c e c o m p l e x i t y a n d g e t A c c o u n t P e r m i s -

s i o n s ( u i n t 1 2 8 a c c o u n t I d ) i s n o t f r e q u e n t l y u s e d t o j u s t i f y .� �
5 7 * @dev The array of permissions given to the associated address.� �� �
5 9 bytes32[] permissions;� �
C V F - 5 0 I N F O

• C a t e g o r y U n c l e a r b e h a v i o r • S o u r c e F e a t u r e F l a g M o d u l e . s o l

D e s c r i p t i o n T h i s a l l o w s f l a g s : ” a l l o w A l l ” a n d ” d e n y A l l ” t o b e s e t s i m u l t a n e o u s l y .

R e c o m m e n d a t i o n C o n s i d e r f o r b i d d i n g s u c h s i t u a t i o n .

C l i e n t C o m m e n t T h e f l a g d e n y A l l h a s p r i o r o t y o v e r a l l o w A l l . I n t r o d u c i n g b l o c k s f o r s u c h

s i t u a t i o n w o u l d a d d c o m p l e x i t y .� �
4 1 flag.denyAll = denyAll;� �
C V F - 5 1 F I X E D

• C a t e g o r y B a d n a m i n g • S o u r c e C h a i n l i n k N o d e . s o l

D e s c r i p t i o n D e s p i t e t h e n a m e , t h i s f u n c t i o n c a l c u l a t e s n o t t h e T W A P , b u t r a t h e r t h e

a v e r a g e o f a l l p r i c e s a v a i l a b l e w i t h i n t h e g i v e n t i m e i n t e r v a l .

R e c o m m e n d a t i o n P r o p e r T W A P c a l c u l a t i o n s h o u l d u s e n o t o n l y t h e p r i c e s , b u t a l s o t h e i r

t i m e s t a m p s .� �
3 9 function getTwapPrice(� �

3 2
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• C a t e g o r y F l a w • S o u r c e C h a i n l i n k N o d e . s o l

R e c o m m e n d a t i o n T h i s c h e c k s h o u l d b e s u r r o u n d e d w i t h a ” t r y / c a t c h ” b l o c k , t o r e t u r n

f a l s e o n e r r o r , r a t h e r t h e n r e v e r t t r a n s a c t i o n .

C l i e n t C o m m e n t F i x e d b y a d d i n g t r y / c a t c h b l o c k .� �
8 8 // Must return latestRoundData without error

chainlink.latestRoundData();� �
C V F - 5 3 I N F O

• C a t e g o r y P r o c e d u r a l • S o u r c e A c c o u n t C o l l a t e r a l . s o l

D e s c r i p t i o n U s i n g a b u s i n e s s - l e v e l f i e l d f o r a l o w - l e v e l p u r p o s e o f d e t e c t i n g , w h e t h e r

p o o l d o e s e x i s t i s a b a d p r a c t i c e . I n t h e f u t u r e , z e r o v a l u e f o r t h e “ f i r s t M a r k e t I d ” f i e l d c o u l d

b e c o m e v a l i d .

R e c o m m e n d a t i o n C o n s i d e r u s i n g a s e p a r a t e l o w - l e v e l f l a g i n s t e a d .

C l i e n t C o m m e n t A s a g e n e r a l p r a c t i c e w i t h I D ’s , i d = 0 m e a n s n o t r e g i s t e r e d a c r o s s t h e

p r o t o c o l . W e u s e t h e I d S t o r e w h i c h a s s i g n s i n c r e m e n t a l i d s s u c h t h a t n o a s s i g n a m e n t i s

m a n u a l .� �
6 6 return accountCollateral.firstMarketId != 0;� �
C V F - 5 4 I N F O

• C a t e g o r y U n c l e a r b e h a v i o r • S o u r c e C o l l a t e r a l P o o l . s o l

D e s c r i p t i o n T h i s c o d e i s e x e c u t e d e v e n i f “ s h a r e s D e l t a ” i s n e g a t i v e . A l s o , t h e r e i s n o l o g i c

t o r e m o v e a c o l l a t e r a l f r o m “ a c t i v e C o l l a t e r a l ” s e t o n c e t h e n u m b e r o f i t s s h a r e s d r o p s t o

z e r o .

C l i e n t C o m m e n t L a c k i n g t h e r e m o v a l l o g i c w a s a d e c i s i o n w e t o o k b e c a u s e o f t h e c o m -

p l e x i t y i t w o u l d a d d . T h e a s s u m p t i o n i s t h a t t h e n u m b e r o f p o s s i b l e c o l l a t e r a l s w i l l n o t

b u l k t h i s a r r a y .� �
3 2 9 if (!self.activeCollaterals.contains(collateral)) {

3 3 0 self.activeCollaterals.add(collateral);� �

3 3



C V F - 5 5 I N F O

• C a t e g o r y S u b o p t i m a l • S o u r c e C o l l a t e r a l P o o l . s o l

D e s c r i p t i o n T h e “ e x i s t i n g C o l l a t e r a l s ” f i e l d i s i n c r e m e n t e d e v e n i f t h e n e w p a r e n t c o l l a t e r a l

w a s a l r e a d y s u p p o r t e d .

R e c o m m e n d a t i o n C o n s i d e r p r o p e r l y h a n d l i n g s u c h a c a s e .

C l i e n t C o m m e n t T h i s c a s e i s h a n d l e d . e x i s t i n g C o l l a t e r a l s + = 1 c o u n t s t h e ‘ c o l l a t e r a l ‘ . T h e

1 s t i f - s t a t e m e n t e x e c u t e s a n e x i s t i n g C o l l a t e r a l s - = 1 i f t h e c a l l a t e r a l w a s a l r e a d y r e g i s t e r e d

o r d o e s n o t h i n g i f n o t r e g i s t e r e d . S o t h e e x i s t i n g C o l l a t e r a l s + = 1 o p e r a t i o n e i t h e r r e s t o r e s

t h e i n i t i a l s t a t e i f t h e c o l l a t e r a l w a s r e g i s t e r e d p r i o r t o t h i s f u n c t i o n o r a d d s a n e w c o l l a t e r a l .� �
4 4 0 self.supportingCollaterals[newParentCollateral].add(collateral);

self.existingCollaterals += 1;� �
C V F - 5 6 I N F O

• C a t e g o r y S u b o p t i m a l • S o u r c e R i s k M a t r i x . s o l

D e s c r i p t i o n T h i s c h e c k d o e s n ’ t m a k e s e n s e f o r t h e c a s e w h e n “ i ” e q u a l s “ j ” .

R e c o m m e n d a t i o n C o n s i d e r h a n d l i n g t h i s c a s e s e p a r a t e l y .

C l i e n t C o m m e n t T h i s v a l i d a t i o n o n l y h a p p e n s w h e n c r e a t i n g a n e w m a t r x w h i c h i s n o t a

f r e q u e n t o p e r a t i o n . i f i = j t h i s c h e c k s h o u l d p a s s w h i c h i s e x p e c t e d . s k i p p i n g t h i s c a s e

w o u l d i n t r o d u c e c o d e c o m p l e x i t y .� �
1 4 3 // check for symmetry

if (!values[i][j].eq(values[j][i])) {� �

3 4



C V F - 5 7 F I X E D

• C a t e g o r y F l a w • S o u r c e A a v e C o l l a t e r a l A d a p t e r . s o l

D e s c r i p t i o n M u l t i p l y i n g a s s e t s o r s h a r e s b y t o t a l S h a r e s m a k e s u s a g e o f t h e “ m u l D i v ”

f u n c t i o n w o r t h l e s s , a s m u l t i p l i c a t i o n o v e r f l o w w o u l d a n y w a y c a u s e t h e t r a n s a c t i o n t o b e

r e v e r t e d .

R e c o m m e n d a t i o n C o n s i d e r u s i n g t h e “ m u l m o d ” f u n c t i o n t o c h e c k w h e t h e r p r e c i s i o n w a s

l o s t .

C l i e n t C o m m e n t F i x e d b y r e p l a c i n g w i t h m u l m o d .� �
3 5 shares = mulDiv(assets, totalShares, totalSupply);

precisionLoss = (assets * totalShares) - (shares * totalSupply);� �� �
4 8 assets = mulDiv(shares, totalSupply, totalShares);

precisionLoss = (shares * totalSupply) - (assets * totalShares);� �
C V F - 5 8 F I X E D

• C a t e g o r y F l a w • S o u r c e L i d o C o l l a t e r a l A d a p t e r . s o l

D e s c r i p t i o n M u l t i p l y i n g a s s e t s o r s h a r e s b y t o t a l S h a r e s m a k e s u s a g e o f t h e “ m u l D i v ”

f u n c t i o n w o r t h l e s s , a s m u l t i p l i c a t i o n o v e r f l o w w o u l d a n y w a y c a u s e t h e t r a n s a c t i o n t o b e

r e v e r t e d .

R e c o m m e n d a t i o n C o n s i d e r u s i n g t h e “ m u l m o d ” f u n c t i o n t o c h e c k w h e t h e r p r e c i s i o n w a s

l o s t .

C l i e n t C o m m e n t F i x e d b y r e p l a c i n g w i t h m u l m o d .� �
3 5 shares = mulDiv(assets, totalShares, totalSupply);

precisionLoss = (shares * totalSupply) - (assets * totalShares);� �� �
4 8 assets = mulDiv(shares, totalSupply, totalShares);

precisionLoss = (assets * totalShares) - (shares * totalSupply);� �
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• C a t e g o r y P r o c e d u r a l • S o u r c e A u t o E x c h a n g e M o d u l e . s o l

D e s c r i p t i o n A c o m m e n t i n s i d e t h e ” A u t o E x c h a n g e . t r i g g e r A u t o E x c h a n g e ” f u n c t i o n w a r n

a b o u t p o s s i b l e r e e n t r a n c y a t t a c k s , w h i l e h e r e t h e f u n c t i o n i s c a l l e d w i t h o u t a n y r e e n t r a n c y

p r o t e c t i o n .

R e c o m m e n d a t i o n C o n s i d e r a d d r e s s i n g t h i s p r o p e r t y o r r e m o v i n g t h e c o m m e n t i n c a s e i t

i s n o t r e l e v a n t .

C l i e n t C o m m e n t T h e o n l y e x t e r n a l c a l l i s t o t h e t o k e n a d a p t e r ( w h e n c o n v e r s i o n g f r o m

a s s e t s t o s h a r e s ) . T h i s d o e s n o t r e p r e s e n t a n i s s u e b e c a u s e t h e p r o t o c o l o w n e r i s t h e

o n l y o n e a b l e t o s e t t h e a d a p t e r s . B u t w o r t h n o t i n g f o r f u t u r e a d a p t e r d e v e l o p m e n t t h a t

o n l y t r u s t e d c o n t r a c t s s h o u l d b e c a l l e d .� �
3 2 return AutoExchange.triggerAutoExchange(input);� �
C V F - 6 0 I N F O

• C a t e g o r y U n c l e a r b e h a v i o r • S o u r c e A u t o E x c h a n g e . s o l

D e s c r i p t i o n I t i s u n c l e a r h o w t h i s c o n c e r n i s s u p p o s e d t o b e a d d r e s s e d . T h i s c o d e i s

c a l l e d f r o m a f u n c t i o n t h a t d o e s n ’ t h a v e a n y r e e n t r a n c y p r o t e c t i o n .

R e c o m m e n d a t i o n C o n s i d e r i m p l e m e n t i n g b a t c h b a l a n c e u p d a t e f u n c t i o n a l i t y i n t h e “ A c -

c o u n t C o l l a t e r a l ” l i b r a r y , t h a t w o u l d g u a r a n t e e n o e x t e r n a l c a l l s d u r i n g a n u p d a t e .

C l i e n t C o m m e n t S a m e a s C V F - 5 9 .� �
8 7 /// @dev reentrancy risk while account balance is lower, e.g.

↪→ execute liquidation

/// through the collateral adapter external call� �
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• C a t e g o r y P r o c e d u r a l • S o u r c e E d i t C o l l a t e r a l . s o l

R e c o m m e n d a t i o n T h i s c h e c k s h o u l d b e p e r f o r m e d b e f o r e s e n d i n g t o k e n s o u t . O t h e r w i s e ,

u s e r m a y h a n d l e i n c o m i n g t o k e n t r a n s f e r a n d e x e c u t e s o m e l o g i c , t h a t w i l l r e s u p p l y a c c o u n t

b a l a n c e w i t h o t h e r t o k e n s . F o r e x a m p l e , u s e r m a y e x c h a n g e w i t h d r a w n t o k e n t o o t h e r

t o k e n s a n d d e p o s i t t h e m , e f f e c t i v e l y i m p l e m e n t i n g f l a s h l o a n f u n c t i o n a l i t y .

C l i e n t C o m m e n t B y j u s t m o v i n g t h e t r a n s f e r c o l l a t e r a l . s a f e T r a n s f e r ( m s g . s e n d e r , c o l l a t e r -

a l A m o u n t ) ; a t t h e e n d o f t h e f u n c t i o n w e c a n a v o i d s u c h i s s u e .� �
1 0 5 CollateralInfo memory quoteCollateralInfo = account.

↪→ getCollateralInfo(collateral);

AccountChecks.checkPositiveRealBalance(account.id,

↪→ quoteCollateralInfo);� �
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9 R e c o m m e n d a t i o n s

C V F - 6 2 I N F O

• C a t e g o r y P r o c e d u r a l • S o u r c e F e a t u r e F l a g . s o l

R e c o m m e n d a t i o n T h i s v e r s i o n r e q u i r e m e n t c o u l d b e s i m p l i f i e d a s “ ^ 0 . 8 . 1 9 ” . A l s o , c o n -

s i d e r s p e c i f y i n g a s “ ^ 0 . 8 . 0 ” u n l e s s t h e r e i s s o m e t h i n g s p e c i a l r e g a r d i n g t h i s p a r t i c u -

l a r v e r s i o n . R e l e v a n t f o r f i l e s : F e a t u r e F l a g M o d u l e . s o l , P r b M a t h H e l p e r . s o l , N o d e O u t -

p u t . s o l , N o d e D e f i n i t i o n . s o l , E x t e r n a l N o d e . s o l , C h a i n l i n k N o d e . s o l , C o n s t a n t N o d e . s o l , N o d e -

M o d u l e . s o l , O w n e r U p g r a d e M o d u l e . s o l , I A g g r e g a t o r V 3 I n t e r f a c e . s o l , I E x t e r n a l N o d e . s o l ,

I N o d e M o d u l e . s o l , O r a c l e M a n a g e r P r o x y . s o l , A c c o u n t C o l l a t e r a l . s o l , P r o t o c o l C o n f i g u r a -

t i o n . s o l , C o l l a t e r a l C o n f i g u r a t i o n . s o l , R i s k M u l t i p l i e r s C o n f i g u r a t i o n . s o l , L i q u i d a t i o n C o n f i g -

u r a t i o n . s o l , A u t o E x c h a n g e C o n f i g u r a t i o n . s o l , L i m i t C o n f i g u r a t i o n . s o l , B a c k s t o p L P C o n f i g -

u r a t i o n . s o l , I n s u r a n c e F u n d C o n f i g u r a t i o n . s o l , C o l l a t e r a l P o o l . s o l , A c c o u n t R B A C . s o l , A c -

c o u n t . s o l , L i q u i d a t i o n B i d Q u e u e s . s o l , M a r k e t . s o l , G l o b a l C o l l a t e r a l C o n f i g u r a t i o n . s o l , R i s k M a -

t r i x . s o l , S i g n a t u r e . s o l I d S t o r e . s o l , E x c h a n g e . s o l , B a c k s t o p L i q u i d a t i o n M o d u l e . s o l , C o m -

m o n L i q u i d a t i o n M o d u l e . s o l , D u t c h L i q u i d a t i o n M o d u l e . s o l , R a n k e d E x e c u t e L i q u i d a t i o n M o d -

u l e . s o l , R a n k e d S u b m i t L i q u i d a t i o n M o d u l e . s o l , A a v e C o l l a t e r a l A d a p t e r . s o l , L i d o C o l l a t e r -

a l A d a p t e r . s o l , A c c o u n t M o d u l e . s o l , A c c o u n t T o k e n M o d u l e . s o l , A s s o c i a t e d S y s t e m s M o d -

u l e . s o l , A u t o E x c h a n g e C o n f i g u r a t i o n M o d u l e . s o l , C o l l a t e r a l M o d u l e . s o l , C o l l a t e r a l P o o l M o d -

u l e . s o l , E x c h a n g e M a n a g e r M o d u l e . s o l , E x e c u t i o n M o d u l e . s o l , I n s t r u m e n t M o d u l e . s o l , I n -

s t r u m e n t R e g i s t r a r M o d u l e . s o l , I n s u r a n c e F u n d C o n f i g u r a t i o n M o d u l e . s o l , P r o t o c o l C o n f i g u r a -

t i o n M o d u l e . s o l , R i s k C o n f i g u r a t i o n M o d u l e . s o l , A u t o E x c h a n g e M o d u l e . s o l , O w n e r U p g r a d e -

M o d u l e . s o l , F e a t u r e F l a g M o d u l e . s o l , A u t o E x c h a n g e . s o l , C r e a t e A c c o u n t . s o l , E d i t C o l l a t -

e r a l . s o l , A c c o u n t A c t i v e M a r k e t . s o l , A c c o u n t E x p o s u r e . s o l , A c c o u n t A u t o E x c h a n g e . s o l , A c -

c o u n t C h e c k s . s o l , A c c o u n t B a c k s t o p A D L . s o l , F e a t u r e F l a g S u p p o r t . s o l , L i q u i d a t i o n B i d P r i o r -

i t y Q u e u e . s o l , E v e n t s . s o l , P r i c e H e l p e r s . s o l , D a t a T y p e s . s o l , E r r o r s . s o l , I B a c k s t o p L i q u i d a -

t i o n M o d u l e . s o l , I C o m m o n L i q u i d a t i o n M o d u l e . s o l , I D u t c h L i q u i d a t i o n M o d u l e . s o l , I R a n k e d E x -

e c u t e L i q u i d a t i o n M o d u l e . s o l , I R a n k e d S u b m i t L i q u i d a t i o n M o d u l e . s o l , I A C o l l a t e r a l . s o l , I I n -

s t r u m e n t . s o l , I L i q u i d a t i o n H o o k . s o l , I N F T P a s s . s o l , I S t E t h . s o l , I A c c o u n t T o k e n M o d u l e . s o l ,

I A u t o E x c h a n g e C o n f i g u r a t i o n M o d u l e . s o l , I A c c o u n t M o d u l e . s o l , I A u t o E x c h a n g e M o d u l e . s o l ,

I C o l l a t e r a l A d a p t e r . s o l , I C o l l a t e r a l M o d u l e . s o l , I E x e c u t i o n M o d u l e . s o l , I I n s u r a n c e F u n d C o n f i g -

u r a t i o n M o d u l e . s o l , I I n s t r u m e n t R e g i s t r a r M o d u l e . s o l , I I n s t r u m e n t M o d u l e . s o l , I E x c h a n g e M -

a n a g e r M o d u l e . s o l , I C o l l a t e r a l P o o l M o d u l e . s o l , I P r o t o c o l C o n f i g u r a t i o n M o d u l e . s o l , I R i s k C o n -

f i g u r a t i o n M o d u l e . s o l , C o r e P r o x y . s o l .� �
1 pragma solidity >=0.8.19 <0.9.0;� �
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C V F - 6 3 I N F O

• C a t e g o r y P r o c e d u r a l • S o u r c e F e a t u r e F l a g . s o l

D e s c r i p t i o n W e d i d n ’ t r e v i e w t h e s e f i l e s .� �
3 import {SetUtil} from "@voltz-protocol/util-contracts/src/helpers/

↪→ SetUtil.sol";

import {OwnableStorage} from "@voltz-protocol/util-contracts/src/

↪→ ownership/Ownable.sol";� �
C V F - 6 4 I N F O

• C a t e g o r y P r o c e d u r a l • S o u r c e F e a t u r e F l a g M o d u l e . s o l

D e s c r i p t i o n W e d i d n ’ t r e v i e w t h e s e f i l e s .� �
5 import { SetUtil } from "@voltz-protocol/util-contracts/src/helpers/

↪→ SetUtil.sol";� �
C V F - 6 5 F I X E D

• C a t e g o r y S u b o p t i m a l • S o u r c e F e a t u r e F l a g M o d u l e . s o l

D e s c r i p t i o n T h e s a m e f l a g i s l o a d e d t w i c e .

R e c o m m e n d a t i o n C o n s i d e r l o a d i n g o n c e a n d r e u s i n g .� �
1 9 FeatureFlag.Data storage flag = FeatureFlag.load(feature);� �� �
2 5 FeatureFlag.load(feature).denyAll = false;� �

3 9



C V F - 6 6 I N F O

• C a t e g o r y S u b o p t i m a l • S o u r c e F e a t u r e F l a g M o d u l e . s o l

R e c o m m e n d a t i o n T h i s c h e c k s e e m s r e d u n d a n t , a s a d d i n g a n e x i s t i n g e l e m e n t t o a s e t

u s u a l l y d o e s n o t h i n g . A l s o , t h e ” a d d ” f u n c t i o n s h o u l d r e t u r n a b o o l e a n v a l u e i n d i c a t i n g

w h e t h e r t h e e l e m e n t w a s a c t u a l l y a d d e d o r n o t , w h i c h v a l u e c o u l d b e u s e d t o c o n d i t i o n a l l y

e m i t a n e v e n t .

C l i e n t C o m m e n t S a m e S e t U t i l p r o b l e m , a l s o c o n t r o l l i n g a n e v e n t e m i t .� �
5 5 if (!permissionedAddresses.contains(account)) {

permissionedAddresses.add(account);� �
C V F - 6 7 F I X E D

• C a t e g o r y S u b o p t i m a l • S o u r c e F e a t u r e F l a g M o d u l e . s o l

D e s c r i p t i o n T h e s a m e f l a g i s l o a d e d t h r e e t i m e s .

R e c o m m e n d a t i o n C o n s i d e r l o a d i n g o n c e a n d r e u s i n g .� �
6 5 FeatureFlag.Data storage flag = FeatureFlag.load(feature);� �� �
6 8 SetUtil.AddressSet storage permissionedAddresses = FeatureFlag.load(

↪→ feature).permissionedAddresses;� �� �
7 1 FeatureFlag.load(feature).permissionedAddresses.remove(account);� �
C V F - 6 8 I N F O

• C a t e g o r y P r o c e d u r a l • S o u r c e P r b M a t h H e l p e r . s o l

D e s c r i p t i o n W e d i d n ’ t r e v i e w t h e s e f i l e s .� �
3 import {UD60x18, mul as mulUD60x18, div as divUD60x18, intoSD59x18,

↪→ convert as convert_ud} from "@prb/math/UD60x18.sol";

import {SD59x18, mul as mulSD59x18, div as divSD59x18, convert as

↪→ convert_sd} from "@prb/math/SD59x18.sol";

import {SafeCastU256, SafeCastI256} from "./SafeCast.sol";� �

4 0



C V F - 6 9 I N F O

• C a t e g o r y P r o c e d u r a l • S o u r c e N o d e O u t p u t . s o l

D e s c r i p t i o n T h i s l i b r a r y c o n s i s t s o n l y o f t y p e d e f i n i t i o n s .

R e c o m m e n d a t i o n C o n s i d e r m o v i n g t h e t y p e d e f i n i t i o n s i n t o t h e t o p l e v e l a n d r e m o v i n g

t h e l i b r a r y .

C l i e n t C o m m e n t W e p r e f e r h a v i n g a s e p a r a t e f i l e . P l e a s e h i g h l i g h t i f t h i s a f f e c t s g a s .� �
1 0 library NodeOutput {� �
C V F - 7 0 F I X E D

• C a t e g o r y S u b o p t i m a l • S o u r c e N o d e D e f i n i t i o n . s o l

R e c o m m e n d a t i o n I t w o u l d b e m o r e e f f i c i e n t t o u s e t h e ” a b i . e n c o d e P a c k e d ” f u n c t i o n h e r e ,

a s i t d o e s n ’ t e n c o d e a r r a y l e n g t h s , w h i c h i s f i n e i n t h i s p a r t i c u l a r c a s e .� �
6 0 return keccak256(abi.encode(nodeDefinition.nodeType, nodeDefinition.

↪→ parameters, nodeDefinition.parents));� �
C V F - 7 1 I N F O

• C a t e g o r y P r o c e d u r a l • S o u r c e E x t e r n a l N o d e . s o l

D e s c r i p t i o n W e d i d n ’ t r e v i e w t h i s f i l e .� �
1 0 import { ERC165Helper } from "@voltz-protocol/util-contracts/src/

↪→ helpers/ERC165Helper.sol";� �

4 1



C V F - 7 2 F I X E D

• C a t e g o r y S u b o p t i m a l • S o u r c e E x t e r n a l N o d e . s o l

R e c o m m e n d a t i o n T h i s c o u l d b e s i m p l i f i e d a s : I E x t e r n a l N o d e e x t e r n a l N o d e = a b i . d e c o d e

( p a r a m e t e r s , ( I E x t e r n a l N o d e ) ) ;� �
2 4 IExternalNode externalNode = IExternalNode(abi.decode(parameters, (

↪→ address)));� �
C V F - 7 4 F I X E D

• C a t e g o r y B a d d a t a t y p e • S o u r c e C h a i n l i n k N o d e . s o l

R e c o m m e n d a t i o n T h e t y p e f o r t h e ” c h a i n l i n k A d d r ” s h o u l d b e ” I A g g r e g a t o r V 3 I n t e r f a c e ” .� �
2 2 error NegativePrice(int256 price, address chainlinkAddr);� �
C V F - 7 5 F I X E D

• C a t e g o r y R e a d a b i l i t y • S o u r c e C h a i n l i n k N o d e . s o l

R e c o m m e n d a t i o n T h i s c o u l d b e s i m p l i f i e d a s : ( I A g g r e g a t o r V 3 I n t e r f a c e c h a i n l i n k , u i n t 2 5 6

t w a p T i m e I n t e r v a l ) = a b i . d e c o d e ( p a r a m e t e r s , ( I A g g r e g a t o r V 3 I n t e r f a c e , u i n t 2 5 6 ) ) ;� �
2 5 (address chainlinkAddr, uint256 twapTimeInterval) = abi.decode(

↪→ parameters, (address, uint256));

IAggregatorV3Interface chainlink = IAggregatorV3Interface(

↪→ chainlinkAddr);� �
C V F - 7 6 F I X E D

• C a t e g o r y R e a d a b i l i t y • S o u r c e N o d e M o d u l e . s o l

R e c o m m e n d a t i o n S h o u l d b e ” e l s e r e v e r t ” .� �
1 3 5 revert UnprocessableNode(nodeId);� �

4 2



C V F - 7 8 I N F O

• C a t e g o r y P r o c e d u r a l • S o u r c e O w n e r U p g r a d e M o d u l e . s o l

R e c o m m e n d a t i o n I t i s a g o o d p r a c t i c e t o p u t a c o m m e n t i n t o a n e m p t y b l o c k t o e x p l a i n

w h y t h e b l o c k i s e m p t y .� �
1 4 contract OwnerUpgradeModule is BaseOwnerUpgradeModule { }� �
C V F - 7 9 I N F O

• C a t e g o r y S u b o p t i m a l • S o u r c e I A g g r e g a t o r V 3 I n t e r f a c e . s o l

R e c o m m e n d a t i o n C o n s i d e r i m p o r t i n g t h i s i n t e r f a c e f r o m t h e C h a i n l i n k r e p o s i t o r y , i n s t e a d

o f c o p y i n g i t .

C l i e n t C o m m e n t K e e p i n g f o r b e t t e r c o n t r o l o v e r t h e i n t e r f a c e .� �
1 3 interface IAggregatorV3Interface {� �
C V F - 8 0 I N F O

• C a t e g o r y P r o c e d u r a l • S o u r c e I E x t e r n a l N o d e . s o l

D e s c r i p t i o n W e d i d n ’ t r e v i e w t h i s f i l e .� �
1 0 import { IERC165 } from "@voltz-protocol/util-contracts/src/

↪→ interfaces/IERC165.sol";� �
C V F - 8 1 I N F O

• C a t e g o r y B a d n a m i n g • S o u r c e I N o d e M o d u l e . s o l

R e c o m m e n d a t i o n E v e n t s a r e u s u a l l y n a m e d v i a n o u n s , s u c h a s ” N o d e ” .

C l i e n t C o m m e n t A c k n o w l e d g e d w i t h o u t a c t i o n .� �
3 9 event NodeRegistered(bytes32 nodeId, NodeDefinition.NodeType

↪→ nodeType, bytes parameters, bytes32[] parents);� �

4 3



C V F - 8 2 I N F O

• C a t e g o r y P r o c e d u r a l • S o u r c e O r a c l e M a n a g e r P r o x y . s o l

D e s c r i p t i o n W e d i d n ’ t r e v i e w t h i s f i l e .� �
1 0 import { UUPSProxyWithOwner } from "@voltz-protocol/util-contracts/

↪→ src/proxy/UUPSProxyWithOwner.sol";� �
C V F - 8 3 I N F O

• C a t e g o r y P r o c e d u r a l • S o u r c e O r a c l e M a n a g e r P r o x y . s o l

R e c o m m e n d a t i o n I t i s a g o o d p r a c t i c e t o p u t a c o m m e n t i n t o a n e m p t y b l o c k t o e x p l a i n

w h y t h e b l o c k i s e m p t y .� �
2 2 { }� �
C V F - 8 4 I N F O

• C a t e g o r y P r o c e d u r a l • S o u r c e A c c o u n t C o l l a t e r a l . s o l

D e s c r i p t i o n W e d i d n ’ t r e v i e w t h e s e f i l e s .� �
1 0 import { SafeCastU256, SafeCastI256 } from "@voltz-protocol/util-

↪→ contracts/src/helpers/SafeCast.sol";

import { SetUtil } from "@voltz-protocol/util-contracts/src/helpers/

↪→ SetUtil.sol";� �
C V F - 8 5 I N F O

• C a t e g o r y B a d d a t a t y p e • S o u r c e P r o t o c o l C o n f i g u r a t i o n . s o l

R e c o m m e n d a t i o n T h e t y p e f o r t h i s f i e l d s h o u l d b e “ I N o d e M o d u l e ” .

C l i e n t C o m m e n t S e e C V F - 1 1 0 .� �
2 4 address oracleManagerAddress;� �

4 4



C V F - 8 6 I N F O

• C a t e g o r y B a d d a t a t y p e • S o u r c e P r o t o c o l C o n f i g u r a t i o n . s o l

R e c o m m e n d a t i o n T h e t y p e f o r t h e s e f i e l d s s h o u l d b e “ I N F T P a s s ” .

C l i e n t C o m m e n t S e e C V F - 1 1 0 .� �
2 9 address accessPassNFTAddress;� �� �
3 6 address exchangePassNFTAddress;� �
C V F - 8 7 I N F O

• C a t e g o r y P r o c e d u r a l • S o u r c e C o l l a t e r a l C o n f i g u r a t i o n . s o l

D e s c r i p t i o n W e d i d n ’ t r e v i e w t h e s e f i l e s .� �
1 5 import { INodeModule } from "@voltz-protocol/oracle-manager/src/

↪→ interfaces/INodeModule.sol";� �� �
2 3 import { NodeOutput } from "@voltz-protocol/oracle-manager/src/

↪→ storage/NodeOutput.sol";

import { SetUtil } from "@voltz-protocol/util-contracts/src/helpers/

↪→ SetUtil.sol";

import { Time } from "@voltz-protocol/util-contracts/src/helpers/

↪→ Time.sol";� �� �
2 7 import { SafeCastI256 } from "@voltz-protocol/util-contracts/src/

↪→ helpers/SafeCast.sol";

import { UD60x18, UNIT, ud } from "@prb/math/UD60x18.sol";

import { mulUDxUint } from "@voltz-protocol/util-contracts/src/

↪→ helpers/PrbMathHelper.sol";� �

4 5



C V F - 8 8 F I X E D

• C a t e g o r y P r o c e d u r a l • S o u r c e C o l l a t e r a l C o n f i g u r a t i o n . s o l

R e c o m m e n d a t i o n D u p l i c a t e d i m p o r t .� �
1 7 import { GlobalCollateralConfiguration } from "./

↪→ GlobalCollateralConfiguration.sol";

import { GlobalCollateralConfiguration } from "./

↪→ GlobalCollateralConfiguration.sol";� �
C V F - 8 9 I N F O

• C a t e g o r y B a d d a t a t y p e • S o u r c e C o l l a t e r a l C o n f i g u r a t i o n . s o l

R e c o m m e n d a t i o n T h e t y p e f o r t h i s a r g u m e n t s h o u l d b e m o r e s p e c i f i c .

C l i e n t C o m m e n t H a n d l i n g q u o t e t o k e n s a d d r e s s e s i s b e t t e r f o r o u r p r o t o c o l b e c a u s e w e

t r a c k t h e m u s i n g S e t U t i l a n d r a r e l y c a s t e d t o E R C 2 0 f o r t r a n s f e r s .� �
5 2 address collateral� �
C V F - 9 0 I N F O

• C a t e g o r y P r o c e d u r a l • S o u r c e

R i s k M u l t i p l i e r s C o n f i g u r a t i o n . s o l

D e s c r i p t i o n W e d i d n ’ t r e v i e w t h i s f i l e .� �
1 4 import { UNIT } from "@prb/math/UD60x18.sol";� �
C V F - 9 1 I N F O

• C a t e g o r y P r o c e d u r a l • S o u r c e L i q u i d a t i o n C o n f i g u r a t i o n . s o l

D e s c r i p t i o n W e d i d n ’ t r e v i e w t h i s f i l e .� �
1 4 import { UNIT } from "@prb/math/UD60x18.sol";� �

4 6



C V F - 9 2 I N F O

• C a t e g o r y P r o c e d u r a l • S o u r c e

A u t o E x c h a n g e C o n f i g u r a t i o n . s o l

D e s c r i p t i o n W e d i d n ’ t r e v i e w t h i s f i l e .� �
1 4 import { UNIT } from "@prb/math/UD60x18.sol";� �
C V F - 9 3 I N F O

• C a t e g o r y P r o c e d u r a l • S o u r c e

B a c k s t o p L P C o n f i g u r a t i o n . s o l

D e s c r i p t i o n W e d i d n ’ t r e v i e w t h i s f i l e .� �
1 7 import { UNIT } from "@prb/math/UD60x18.sol";� �
C V F - 9 4 F I X E D

• C a t e g o r y P r o c e d u r a l • S o u r c e

B a c k s t o p L P C o n f i g u r a t i o n . s o l

R e c o m m e n d a t i o n T h i s c h e c k s h o u l d b e p e r f o r m e d e a r l i e r .� �
4 4 if (config.liquidationFee.gt(UNIT)) {

revert Errors.InvalidBackstopConfiguration(config);� �
C V F - 9 5 I N F O

• C a t e g o r y P r o c e d u r a l • S o u r c e

I n s u r a n c e F u n d C o n f i g u r a t i o n . s o l

D e s c r i p t i o n W e d i d n ’ t r e v i e w t h e s e f i l e s .� �
1 5 import { UNIT } from "@prb/math/UD60x18.sol";� �

4 7



C V F - 9 6 I N F O

• C a t e g o r y P r o c e d u r a l • S o u r c e C o l l a t e r a l P o o l . s o l

D e s c r i p t i o n W e d i d n ’ t r e v i e w t h e s e f i l e s .� �
3 8 import { UD60x18, UNIT, ZERO } from "@prb/math/UD60x18.sol";

import { SafeCastU256, SafeCastI256 } from "@voltz-protocol/util-

↪→ contracts/src/helpers/SafeCast.sol";

4 0 import { SetUtil } from "@voltz-protocol/util-contracts/src/helpers/

↪→ SetUtil.sol";

import { FeatureFlag } from "@voltz-protocol/util-modules/src/

↪→ storage/FeatureFlag.sol";� �
C V F - 9 7 I N F O

• C a t e g o r y B a d d a t a t y p e • S o u r c e C o l l a t e r a l P o o l . s o l

R e c o m m e n d a t i o n T h e k e y t y p e f o r t h e s e m a p p i n g s s h o u l d b e m o r e s p e c i f i c .

C l i e n t C o m m e n t S e e C V F - 8 9 .� �
7 2 mapping(address => uint256) collateralShares;� �� �
8 6 mapping(address quoteCollateral => SetUtil.AddressSet)

↪→ supportingCollaterals;� �

4 8



C V F - 9 8 I N F O

• C a t e g o r y B a d d a t a t y p e • S o u r c e C o l l a t e r a l P o o l . s o l

R e c o m m e n d a t i o n T h e t y p e f o r t h e c o l l a t e r a l a r g u m e n t s s h o u l d b e m o r e s p e c i f i c .

C l i e n t C o m m e n t S e e C V F - 8 9 .� �
9 6 address quoteCollateral� �� �
2 7 4 function checkCap(Data storage self, address collateral) private

↪→ view {� �� �
2 9 5 function getCollateralBalance(Data storage self, address collateral)

↪→ internal view returns (uint256) {� �� �
3 0 4 function updateCollateralShares(Data storage self, address

↪→ collateral, int256 sharesDelta) internal {� �� �
3 2 0 function _updateCollateralShares(Data storage self, address

↪→ collateral, int256 sharesDelta) private {� �� �
3 9 3 function getParent(Data storage self, address collateral) internal

↪→ view returns (address) {� �� �
3 9 7 function isQuoteCollateral(Data storage self, address collateral)

↪→ internal view returns (bool) {� �� �
4 0 1 function isSupportingCollateral(Data storage self, address

↪→ collateral) internal view returns (bool) {� �� �
4 0 7 address quoteCollateral,

address supportingCollateral� �� �
4 2 0 function setCollateralParent(Data storage self, address collateral,

↪→ address newParentCollateral) internal {� �� �
4 8 2 address collateralA,

address collateralB� �

4 9



C V F - 9 9 F I X E D

• C a t e g o r y B a d n a m i n g • S o u r c e C o l l a t e r a l P o o l . s o l

D e s c r i p t i o n T h e n a m e i s c o n f u s i n g , a s i t l o o k s l i k e a f u n c t i o n t h a t r e t u r n s a b o o l e a n v a l u e .

R e c o m m e n d a t i o n C o n s i d e r r e n a m i n g t o “ v e r i f y A c t i v e ” o r “ e n s u r e A c t i v e ” .� �
2 3 1 function checkActive(Data storage self) internal view {� �
C V F - 1 0 0 F I X E D

• C a t e g o r y P r o c e d u r a l • S o u r c e C o l l a t e r a l P o o l . s o l

R e c o m m e n d a t i o n B r a c k e t s a r o u n d “ U N I T . s u b ( a ) ” a r e r e d u n d a n t .� �
3 9 0 return UNIT.sub((UNIT.sub(a)).mul(UNIT.sub(b)));� �
C V F - 1 0 1 I N F O

• C a t e g o r y B a d d a t a t y p e • S o u r c e C o l l a t e r a l P o o l . s o l

R e c o m m e n d a t i o n T h e r e t u r n t y p e s h o u l d b e m o r e s p e c i f i c .

C l i e n t C o m m e n t S e e C V F - 8 9 .� �
3 9 3 function getParent(Data storage self, address collateral) internal

↪→ view returns (address) {� �
C V F - 1 0 2 I N F O

• C a t e g o r y P r o c e d u r a l • S o u r c e A c c o u n t R B A C . s o l

D e s c r i p t i o n W e d i d n ’ t r e v i e w t h i s f i l e .� �
1 0 import { SetUtil } from "@voltz-protocol/util-contracts/src/helpers/

↪→ SetUtil.sol";� �

5 0



C V F - 1 0 3 I N F O

• C a t e g o r y S u b o p t i m a l • S o u r c e A c c o u n t R B A C . s o l

D e s c r i p t i o n T h i s c h e c k i s r e d u n d a n t .

R e c o m m e n d a t i o n C o n s i d e r j u s t r e t u r n i n g “ f a l s e ” f o r n o n - e x i s t i n g p e r m i s s i o n s .

C l i e n t C o m m e n t C h e c k n o t r e m o v e d d u e t o c o n c e r n r e g a r d i n g c o l l i s i o n s .� �
1 4 4 checkPermissionIsValid(permission);� �
C V F - 1 0 4 I N F O

• C a t e g o r y S u b o p t i m a l • S o u r c e A c c o u n t R B A C . s o l

R e c o m m e n d a t i o n T h e “ t a r g e t ! = a d d r e s s ( 0 ) ” c h e c k s e e m s r e d u n d a n t .

C l i e n t C o m m e n t M i n d f u l t h i s l i b r a r y i s v e r y s e n s i t i v e .� �
1 4 7 return target != address(0) && accountRBAC.permissions[target].

↪→ contains(permission);� �
C V F - 1 0 5 I N F O

• C a t e g o r y P r o c e d u r a l • S o u r c e A c c o u n t . s o l

D e s c r i p t i o n W e d i d n ’ t r e v i e w t h e s e f i l e s .� �
1 0 import { SetUtil } from "@voltz-protocol/util-contracts/src/helpers/

↪→ SetUtil.sol";� �� �
2 3 import { SafeCastU256, SafeCastI256 } from "@voltz-protocol/util-

↪→ contracts/src/helpers/SafeCast.sol";

import { UD60x18 } from "@prb/math/UD60x18.sol";� �

5 1



C V F - 1 0 6 F I X E D

• C a t e g o r y P r o c e d u r a l • S o u r c e A c c o u n t . s o l

D e s c r i p t i o n H e r e a f i l e i m p o r t s i t s e l f .

R e c o m m e n d a t i o n R e m o v e t h i s i m p o r t .� �
1 2 import { Account } from "./Account.sol";� �
C V F - 1 0 7 I N F O

• C a t e g o r y B a d d a t a t y p e • S o u r c e A c c o u n t . s o l

R e c o m m e n d a t i o n T h e k e y t y p e f o r t h e s e m a p p i n g s s h o u l d b e m o r e s p e c i f i c .

C l i e n t C o m m e n t S e e C V F - 8 9 .� �
4 7 mapping(address quoteCollateral => SetUtil.UintSet markets)

↪→ activeMarketsPerQuoteCollateral;� �� �
5 7 mapping(address => LiquidationBidQueues.Queues)

↪→ liquidationBidQueuesPerBubble;� �
C V F - 1 0 8 I N F O

• C a t e g o r y P r o c e d u r a l • S o u r c e M a r k e t . s o l

D e s c r i p t i o n W e d i d n ’ t r e v i e w t h e s e f i l e s .� �
1 9 import { SetUtil } from "@voltz-protocol/util-contracts/src/helpers/

↪→ SetUtil.sol";

2 0 import { AccessError } from "@voltz-protocol/util-contracts/src/

↪→ errors/AccessError.sol";

import { UD60x18 } from "@prb/math/UD60x18.sol";

import { SD59x18 } from "@prb/math/SD59x18.sol";� �

5 2



C V F - 1 0 9 I N F O

• C a t e g o r y B a d d a t a t y p e • S o u r c e M a r k e t . s o l

R e c o m m e n d a t i o n T h e t y p e f o r t h i s f i e l d s h o u l d b e m o r e s p e c i f i c .

C l i e n t C o m m e n t S e e C V F - 8 9 .� �
4 5 address quoteCollateral;� �
C V F - 1 1 0 I N F O

• C a t e g o r y B a d d a t a t y p e • S o u r c e M a r k e t . s o l

R e c o m m e n d a t i o n T h e t y p e f o r t h i s f i e l d s h o u l d b e “ I I n s t r u m e n t ” .

C l i e n t C o m m e n t F o r c o n s i s t e n c y , w e w i l l k e e p t h e s e t y p e s a s a d d r e s s e s a n d c h e c k t h e i r

i n t e r f a c e s w h e n r e g i s t e r e d i n s t o r a g e .� �
5 4 address instrumentAddress;� �
C V F - 1 1 1 I N F O

• C a t e g o r y B a d d a t a t y p e • S o u r c e M a r k e t . s o l

R e c o m m e n d a t i o n T h e t y p e f o r t h e s e a r g u m e n t s s h o u l d b e m o r e s p e c i f i c .

C l i e n t C o m m e n t S e e C V F - 8 9 , C V F - 1 1 0 .� �
8 1 address instrumentAddress,

address quoteCollateral,� �

5 3



C V F - 1 1 2 I N F O

• C a t e g o r y S u b o p t i m a l • S o u r c e M a r k e t . s o l

R e c o m m e n d a t i o n T h i s c o d e c o u l d b e s i m p l i f i e d b y i t e r a t i n g “ i ” f r o m 1 t o “ f i l l e d E x p o -

s u r e s . l e n g t h - 1 ” r a t h e r t h a n f r o m “ 0 ” t o “ f i l l e d E x p o s u r e s . l e n g t h - 2 ” .� �
1 5 1 for (uint256 i = 0; i + 1 < filledExposures.length; i++) {

if (filledExposures[i].riskMatrixIndex >= filledExposures[i +

↪→ 1].riskMatrixIndex) {� �
C V F - 1 1 3 I N F O

• C a t e g o r y P r o c e d u r a l • S o u r c e

G l o b a l C o l l a t e r a l C o n f i g u r a t i o n . s o l

D e s c r i p t i o n W e d i d n ’ t r e v i e w t h e s e f i l e s .� �
1 5 import { mulUDxUint, UD60x18 } from "@voltz-protocol/util-contracts/

↪→ src/helpers/PrbMathHelper.sol";

import { SignedMath } from "oz/utils/math/SignedMath.sol";

import { SafeCastU256, SafeCastI256 } from "@voltz-protocol/util-

↪→ contracts/src/helpers/SafeCast.sol";� �� �
2 1 import { IERC20 } from "@voltz-protocol/util-contracts/src/

↪→ interfaces/IERC20.sol";

import { ERC165Helper } from "@voltz-protocol/util-contracts/src/

↪→ helpers/ERC165Helper.sol";

import { Time } from "@voltz-protocol/util-contracts/src/helpers/

↪→ Time.sol";� �� �
2 5 import { UNIT } from "@prb/math/UD60x18.sol";� �

5 4



C V F - 1 1 4 I N F O

• C a t e g o r y B a d d a t a t y p e • S o u r c e

G l o b a l C o l l a t e r a l C o n f i g u r a t i o n . s o l

R e c o m m e n d a t i o n T h e t y p e f o r t h e c o l l a t e r a l a r g u m e n t s s h o u l d b e m o r e s p e c i f i c .

C l i e n t C o m m e n t S e e C V F - 8 9 .� �
4 4 address collateralAddress,� �� �
9 1 function exists(address collateral) internal view returns (Data

↪→ storage globalCollateral) {� �� �
1 0 2 function load(address collateral) private pure returns (Data storage

↪→ globalCollateral) {� �� �
1 7 7 function getCollateralDecimals(address collateralAddress) internal

↪→ view returns (uint8) {� �� �
2 1 5 function getDecimalsDelta(address fromCollateral, address

↪→ toCollateral) internal view returns (int8) {� �
C V F - 1 1 5 F I X E D

• C a t e g o r y P r o c e d u r a l • S o u r c e

G l o b a l C o l l a t e r a l C o n f i g u r a t i o n . s o l

R e c o m m e n d a t i o n T h e s e c h e c k s s h o u l d b e p e r f o r m e d e a r l i e r , b e f o r e l o a d i n g t h e s t o r e d

c o n f i g .� �
5 6 if (!config.isStandardCollateral) {

if (!ERC165Helper.safeSupportsInterface(config.collateralAdapter

↪→ , type(ICollateralAdapter).interfaceId)) {� �� �
6 1 if (config.collateralAdapter != address(0)) {� �� �
6 6 if (config.withdrawalTvlPercentageLimit.gt(UNIT)) {� �

5 5



C V F - 1 1 6 I N F O

• C a t e g o r y P r o c e d u r a l • S o u r c e

G l o b a l C o l l a t e r a l C o n f i g u r a t i o n . s o l

D e s c r i p t i o n I n E R C 2 0 , t h e “ d e c i m a l s ” p r o p e r t y i s u s e d b y U I t o r e n d e r t o k e n a m o u n t s i n a

h u m a n - f r i e n d l y w a y . U s i n g t h i s p r o p e r t y i n s m a r t c o n t r a c t s i s d i s c o u r a g e d .

R e c o m m e n d a t i o n C o n s i d e r t r e a t i n g a l l t o k e n a m o u n t s a s i n t e g e r s .� �
7 2 uint8 collateralDecimals = IERC20(collateralAddress).decimals();� �
C V F - 1 1 7 I N F O

• C a t e g o r y O v e r f l o w / U n d e r f l o w • S o u r c e

G l o b a l C o l l a t e r a l C o n f i g u r a t i o n . s o l

D e s c r i p t i o n O v e r f l o w i s p o s s i b l e w h e n c o n v e r t i n g t o “ i n t 8 ” .

R e c o m m e n d a t i o n C o n s i d e r u s i n g a w i d e r t y p e .

C l i e n t C o m m e n t A d d e d d o c u m e n t a t i o n t o s p e c i f y t h e f u n c t i o n r e q u i r e m e n t s . T h i s

s h o u l d n ’ t b e t h e c a s e w i t h a n y r e g i s t e r e d t o k e n s .� �
2 1 9 return int8(decimalsTo) - int8(decimalsFrom);� �
C V F - 1 1 8 I N F O

• C a t e g o r y P r o c e d u r a l • S o u r c e R i s k M a t r i x . s o l

D e s c r i p t i o n W e d i d n ’ t r e v i e w t h e s e f i l e s .� �
1 6 import { SD59x18, ZERO as ZERO_sd, UNIT as UNIT_sd, abs } from "@prb

↪→ /math/SD59x18.sol";

import { SetUtil } from "@voltz-protocol/util-contracts/src/helpers/

↪→ SetUtil.sol";� �
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C V F - 1 1 9 I N F O

• C a t e g o r y B a d d a t a t y p e • S o u r c e R i s k M a t r i x . s o l

R e c o m m e n d a t i o n T h e k e y t y p e f o r t h i s m a p p i n g s h o u l d b e m o r e s p e c i f i c .

C l i e n t C o m m e n t S e e C V F - 8 9 .� �
3 4 mapping(address quoteCollateral => SetUtil.UintSet riskBlocks)

↪→ blocksOfQuoteCollateral;� �
C V F - 1 2 0 F I X E D

• C a t e g o r y B a d d a t a t y p e • S o u r c e S i g n a t u r e . s o l

R e c o m m e n d a t i o n T h e s t o r a g e s l o t a d d r e s s s h o u l d b e a n a m e d c o n s t a n t .

C l i e n t C o m m e n t C h a n g e d t o c o n s t a n t k e c c a k 2 5 6 ( a b i . b y t e s ( ” x y z . r e y a . S i g n a t u r e ” ) ) ;� �
2 7 bytes32 s = keccak256(abi.encode("xyz.reya.Signature"));� �
C V F - 1 2 1 F I X E D

• C a t e g o r y S u b o p t i m a l • S o u r c e S i g n a t u r e . s o l

D e s c r i p t i o n H e r e a v a l u e j u s t w r i t t e n i n t o t h e s t o r a g e i s r e a d b a c k .

R e c o m m e n d a t i o n C o n s i d e r r e u s i n g t h e w r i t t e n v a l u e : r e t u r n + + s i g n a t u r e O b -

j e c t . s i g N o n c e s [ a c c o u n t O w n e r ] ;� �
3 5 signatureObject.sigNonces[accountOwner] += 1;

return signatureObject.sigNonces[accountOwner];� �

5 7



C V F - 1 2 2 F I X E D

• C a t e g o r y S u b o p t i m a l • S o u r c e I d S t o r e . s o l

D e s c r i p t i o n U s i n g ‘ e n c o d e ‘ i s s u b o p t i m a l .

R e c o m m e n d a t i o n C o n s i d e r u s i n g ‘ e n c o d e P a c k e d ( ) ‘ .� �
8 0 bytes32 key = keccak256(abi.encode(RISK_BLOCK_ID, collateralPoolId))

↪→ ;� �� �
8 8 bytes32 key = keccak256(abi.encode(RISK_BLOCK_ID, collateralPoolId))

↪→ ;� �
C V F - 1 2 3 I N F O

• C a t e g o r y U n c l e a r b e h a v i o r • S o u r c e I n s t r u m e n t R e g i s t r a r . s o l

D e s c r i p t i o n T h i s e v e n t i s e m i t t e d e v e n i f n o t h i n g a c t u a l l y c h a n g e d .

C l i e n t C o m m e n t C h e c k i n g i f s o m e t h i n g a c t u a l l y c h a n g e d i n t r o d u c e s c o m p l e x i t y .� �
4 6 emit Events.InstrumentRegistrationUpdated({ instrumentAddress:

↪→ instrumentAddress, isRegistered: isRegistered });� �
C V F - 1 2 4 F I X E D

• C a t e g o r y S u b o p t i m a l • S o u r c e E x c h a n g e . s o l

R e c o m m e n d a t i o n T h i s c o u l d b e s i m p l i f i e d a s : r e t u r n o w n e r E x c h a n g e P a s s B a l a n c e > 0 ;� �
8 5 if (ownerExchangePassBalance > 0) {

return true;

}� �� �
8 9 return false;� �

5 8



C V F - 1 2 5 I N F O

• C a t e g o r y P r o c e d u r a l • S o u r c e

B a c k s t o p L i q u i d a t i o n M o d u l e . s o l

D e s c r i p t i o n W e d i d n ’ t r e v i e w t h i s f i l e .� �
1 5 import { UD60x18 } from "@prb/math/UD60x18.sol";� �
C V F - 1 2 6 I N F O

• C a t e g o r y B a d d a t a t y p e • S o u r c e

B a c k s t o p L i q u i d a t i o n M o d u l e . s o l

R e c o m m e n d a t i o n T h e t y p e f o r t h i s a r g u m e n t s h o u l d b e “ I E R C 2 0 ” .

C l i e n t C o m m e n t S e e C V F - 8 9 .� �
3 2 address quoteCollateral,� �
C V F - 1 2 8 I N F O

• C a t e g o r y S u b o p t i m a l • S o u r c e

C o m m o n L i q u i d a t i o n M o d u l e . s o l

R e c o m m e n d a t i o n C o n s i d e r i n c l u d i n g t h e a c t u a l r e s p o n s e a s a n e r r o r p a r a m e t e r , s o t h e

h o o k w i l l b e a b l e t o r e t u r n t h e r e a s o n w h y l i q u i d a t i o n s h o u l d n ’ t b e p e r f o r m e d .

C l i e n t C o m m e n t T h i s e r r o r i s o n l y g i v e n u n d e r s p e c i f i c c o n d i t i o n s , s o t h e c a u s e i s o b v i o u s .� �
6 9 revert Errors.InvalidPreLiquidationHookResponse();� �

5 9



C V F - 1 2 9 I N F O

• C a t e g o r y S u b o p t i m a l • S o u r c e

C o m m o n L i q u i d a t i o n M o d u l e . s o l

R e c o m m e n d a t i o n C o n s i d e r i n c l u d i n g t h e a c t u a l r e s p o n s e a s a n e r r o r p a r a m e t e r , s o t h e

h o o k w i l l b e a b l e t o r e t u r n t h e r e a s o n w h y l i q u i d a t i o n s h o u l d b e r e v e r t e d .

C l i e n t C o m m e n t T h i s e r r o r i s o n l y g i v e n u n d e r s p e c i f i c c o n d i t i o n s , s o t h e c a u s e i s o b v i o u s .� �
1 3 0 revert Errors.InvalidPostLiquidationHookResponse();� �
C V F - 1 3 0 I N F O

• C a t e g o r y B a d d a t a t y p e • S o u r c e D u t c h L i q u i d a t i o n M o d u l e . s o l

R e c o m m e n d a t i o n T h e t y p e f o r t h i s a r g u m e n t s h o u l d b e “ I E R C 2 0 ” .

C l i e n t C o m m e n t S e e C V F - 8 9 .� �
2 9 address quoteCollateral,� �
C V F - 1 3 1 I N F O

• C a t e g o r y S u b o p t i m a l • S o u r c e D u t c h L i q u i d a t i o n M o d u l e . s o l

R e c o m m e n d a t i o n I t w o u l d b e m o r e e f f i c i e n t t o p a s s a s i n g l e a r r a y o f s t r u c t s w i t h t w o

f i e l d s , r a t h e r t h a n t w o p a r a l l e l a r r a y s .

C l i e n t C o m m e n t M i n i m a l e f f e c t .� �
3 0 uint128[] memory marketIds,

bytes[] memory inputs� �

6 0



C V F - 1 3 3 I N F O

• C a t e g o r y B a d d a t a t y p e • S o u r c e

R a n k e d E x e c u t e L i q u i d a t i o n M o d u l e . s o l

R e c o m m e n d a t i o n T h e t y p e f o r t h i s a r g u m e n t s h o u l d b e “ I E R C 2 0 ” .

C l i e n t C o m m e n t S e e C V F - 8 9 .� �
3 2 address quoteCollateral,� �
C V F - 1 3 5 I N F O

• C a t e g o r y P r o c e d u r a l • S o u r c e A a v e C o l l a t e r a l A d a p t e r . s o l

D e s c r i p t i o n W e d i d n ’ t r e v i e w t h i s f u n c t i o n .� �
1 3 import { mulDiv } from "@prb/math/UD60x18.sol";� �
C V F - 1 3 6 I N F O

• C a t e g o r y B a d d a t a t y p e • S o u r c e A a v e C o l l a t e r a l A d a p t e r . s o l

R e c o m m e n d a t i o n T h e t y p e f o r t h i s v a r i a b l e s h o u l d b e “ I A C o l l a t e r a l ” .

C l i e n t C o m m e n t S e e C V F - 1 1 0 .� �
1 6 address internal _asset;� �
C V F - 1 3 7 I N F O

• C a t e g o r y B a d d a t a t y p e • S o u r c e A a v e C o l l a t e r a l A d a p t e r . s o l

R e c o m m e n d a t i o n T h e a r g u m e n t t y p e s h o u l d b e “ I A C o l l a t e r a l ” .

C l i e n t C o m m e n t S e e C V F - 1 1 0 .� �
1 8 constructor(address assetCollateralAddress) {� �

6 1



C V F - 1 3 8 I N F O

• C a t e g o r y P r o c e d u r a l • S o u r c e L i d o C o l l a t e r a l A d a p t e r . s o l

D e s c r i p t i o n W e d i d n ’ t r e v i e w t h i s f u n c t i o n .� �
1 3 import { mulDiv } from "@prb/math/UD60x18.sol";� �
C V F - 1 3 9 I N F O

• C a t e g o r y B a d d a t a t y p e • S o u r c e L i d o C o l l a t e r a l A d a p t e r . s o l

R e c o m m e n d a t i o n T h e t y p e f o r t h i s v a r i a b l e s h o u l d b e “ I S t E t h ” .

C l i e n t C o m m e n t S e e C V F - 1 1 0 .� �
1 6 address internal _asset;� �
C V F - 1 4 0 I N F O

• C a t e g o r y B a d d a t a t y p e • S o u r c e L i d o C o l l a t e r a l A d a p t e r . s o l

R e c o m m e n d a t i o n T h e a r g u m e n t t y p e s h o u l d b e “ I S t E t h ” .

C l i e n t C o m m e n t S e e C V F - 1 1 0 .� �
1 8 constructor(address assetCollateralAddress) {� �
C V F - 1 4 1 I N F O

• C a t e g o r y P r o c e d u r a l • S o u r c e A c c o u n t M o d u l e . s o l

D e s c r i p t i o n W e d i d n ’ t r e v i e w t h e s e f i l e s .� �
2 5 import { SetUtil } from "@voltz-protocol/util-contracts/src/helpers/

↪→ SetUtil.sol";

import { SD59x18 } from "@prb/math/SD59x18.sol";

import { UD60x18 } from "@prb/math/UD60x18.sol";� �

6 2



C V F - 1 4 2 I N F O

• C a t e g o r y U n c l e a r b e h a v i o r • S o u r c e A c c o u n t M o d u l e . s o l

D e s c r i p t i o n T h i s f u n c t i o n s h o u l d e m i t s o m e e v e n t .

C l i e n t C o m m e n t T h e e v e n t s e m i t t e d i n A c c o u n t R B A C a r e s u f f i c i e n t .� �
5 4 function setCustomImMultiplier(uint128 accountId, UD60x18

↪→ imMultiplier) external override {� �� �
1 0 3 function grantAccountPermission(uint128 accountId, bytes32

↪→ permission, address user) external override {� �� �
1 1 3 function revokeAccountPermission(uint128 accountId, bytes32

↪→ permission, address user) external override {� �� �
1 2 3 function renounceAccountPermission(uint128 accountId, bytes32

↪→ permission) external override {� �
C V F - 1 4 3 I N F O

• C a t e g o r y D o c u m e n t a t i o n • S o u r c e A c c o u n t M o d u l e . s o l

D e s c r i p t i o n I n c a s e t h e r e i s n o p o o l f o r t h e a c c o u n t , t h i s f u n c t i o n r e t u r n s z e r o .

R e c o m m e n d a t i o n C o n s i d e r c l e a r l y d o c u m e n t i n g t h i s b e h a v i o r o r r e v e r t i n g i n s u c h a c a s e .

C l i e n t C o m m e n t B e h a v i o u r i s d o c u m e n t e d i n t h e i n t e r f a c e .� �
2 0 8 function getCollateralPoolIdOfAccount(uint128 accountId) external

↪→ view override returns (uint128) {� �
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C V F - 1 4 4 I N F O

• C a t e g o r y P r o c e d u r a l • S o u r c e A c c o u n t T o k e n M o d u l e . s o l

D e s c r i p t i o n W e d i d n ’ t r e v i e w t h e s e f i l e s .� �
1 2 import { SafeCastU256 } from "@voltz-protocol/util-contracts/src/

↪→ helpers/SafeCast.sol";

import { NFT } from "@voltz-protocol/util-modules/src/modules/

↪→ NftModule.sol";

import { OwnableStorage } from "@voltz-protocol/util-contracts/src/

↪→ storage/OwnableStorage.sol";� �
C V F - 1 4 5 I N F O

• C a t e g o r y S u b o p t i m a l • S o u r c e A c c o u n t T o k e n M o d u l e . s o l

D e s c r i p t i o n U s i n g t h e o w n e r a s t h e a d d r e s s t o b e n o t i f y i n g i s i n f l e x i b l e .

R e c o m m e n d a t i o n C o n s i d e r i n t r o d u c i n g a s e p a r a t e v a r i a b l e o f t y p e “ I A c c o u n t M o d u l e ” ,

p r o b a b l y i m m u t a b l e , f o r t h e a d d r e s s t o b e n o t i f i e d .

C l i e n t C o m m e n t M a i n t a i n i n g a n o t h e r r o l e a d d s c o m p l e x i t y .� �
2 7 IAccountModule(OwnableStorage.getOwner()).notifyAccountTransfer(from

↪→ , to, tokenId.to128());� �
C V F - 1 4 6 I N F O

• C a t e g o r y P r o c e d u r a l • S o u r c e

A s s o c i a t e d S y s t e m s M o d u l e . s o l

D e s c r i p t i o n W e d i d n ’ t r e v i e w t h i s f i l e .� �
1 0 import { BaseAssociatedSystemsModule } from "@voltz-protocol/util-

↪→ modules/src/modules/BaseAssociatedSystemsModule.sol";� �

6 4



C V F - 1 4 7 I N F O

• C a t e g o r y P r o c e d u r a l • S o u r c e

A s s o c i a t e d S y s t e m s M o d u l e . s o l

R e c o m m e n d a t i o n I t i s a g o o d p r a c t i c e t o p u t a c o m m e n t i n t o a n e m p t y b l o c k t o e x p l a i n

w h y t h e b l o c i s e m p t y .

C l i e n t C o m m e n t S e e C V F - 8 9 .� �
1 6 contract AssociatedSystemsModule is BaseAssociatedSystemsModule { }� �
C V F - 1 4 8 I N F O

• C a t e g o r y P r o c e d u r a l • S o u r c e C o l l a t e r a l M o d u l e . s o l

D e s c r i p t i o n W e d i d n ’ t r e v i e w t h i s f i l e .� �
2 2 import { OwnableStorage } from "@voltz-protocol/util-contracts/src/

↪→ storage/OwnableStorage.sol";� �
C V F - 1 4 9 I N F O

• C a t e g o r y B a d d a t a t y p e • S o u r c e C o l l a t e r a l M o d u l e . s o l

R e c o m m e n d a t i o n T h e t y p e f o r t h e c o l l a t e r a l a r g u m e n t s s h o u l d b e “ I E R C 2 0 ” .

C l i e n t C o m m e n t S e e C V F - 8 9 .� �
3 5 address collateralAddress,� �� �
4 9 function getGlobalCollateralConfig(address collateralAddress)� �� �
6 3 address collateralAddress,� �� �
8 5 address collateralAddress� �

6 5



C V F - 1 5 0 I N F O

• C a t e g o r y P r o c e d u r a l • S o u r c e C o l l a t e r a l P o o l M o d u l e . s o l

D e s c r i p t i o n W e d i d n ’ t r e v i e w t h i s f i l e .� �
1 8 import { OwnableStorage } from "@voltz-protocol/util-contracts/src/

↪→ storage/OwnableStorage.sol";� �
C V F - 1 5 1 I N F O

• C a t e g o r y B a d d a t a t y p e • S o u r c e C o l l a t e r a l P o o l M o d u l e . s o l

R e c o m m e n d a t i o n T h e t y p e f o r t h e c o l l a t e r a l a r g u m e n t s h o u l d b e “ I E R C 2 0 ” .

C l i e n t C o m m e n t S e e C V F - 8 9 .� �
7 3 function getCollateralPoolBalance(uint128 collateralPoolId, address

↪→ collateral) external view returns (uint256) {� �
C V F - 1 5 3 I N F O

• C a t e g o r y R e a d a b i l i t y • S o u r c e E x e c u t i o n M o d u l e . s o l

R e c o m m e n d a t i o n S h o u l d b e “ e l s e i f ” .

C l i e n t C o m m e n t W e p r e f e r a v o i d i n g t h e ” i f e l s e ” n e s t i n g p a t t e r n .� �
1 6 1 if (command.commandType == CommandType.MatchOrder) {� �
C V F - 1 5 4 I N F O

• C a t e g o r y R e a d a b i l i t y • S o u r c e E x e c u t i o n M o d u l e . s o l

R e c o m m e n d a t i o n S h o u l d b e “ e l s e r e v e r t ” .

C l i e n t C o m m e n t W e p r e f e r a v o i d i n g t h e ” i f e l s e ” n e s t i n g p a t t e r n .� �
2 3 2 revert Errors.InvalidCommandType(command.commandType);� �

6 6



C V F - 1 5 5 I N F O

• C a t e g o r y P r o c e d u r a l • S o u r c e I n s t r u m e n t M o d u l e . s o l

D e s c r i p t i o n W e d i d n ’ t r e v i e w t h e s e f i l e s .� �
2 1 import { ERC165Helper } from "@voltz-protocol/util-contracts/src/

↪→ helpers/ERC165Helper.sol";� �� �
2 3 import { SetUtil } from "@voltz-protocol/util-contracts/src/helpers/

↪→ SetUtil.sol";

import { SafeCastU256, SafeCastI256 } from "@voltz-protocol/util-

↪→ contracts/src/helpers/SafeCast.sol";� �
C V F - 1 5 6 I N F O

• C a t e g o r y B a d d a t a t y p e • S o u r c e I n s t r u m e n t M o d u l e . s o l

R e c o m m e n d a t i o n T h e t y p e f o r t h e ” q u o t e C o l l a t e r a l ” s h o u l d b e ” I E R C 2 0 ” .

C l i e n t C o m m e n t S e e C V F - 8 9 .� �
5 0 function registerMarket(address quoteCollateral, string memory name)

↪→ external override returns (uint128 marketId) {� �
C V F - 1 5 7 I N F O

• C a t e g o r y S u b o p t i m a l • S o u r c e I n s t r u m e n t M o d u l e . s o l

R e c o m m e n d a t i o n T h i s c h e c k s h o u l d b e p e r f o r m e d e a r l i e r .

C l i e n t C o m m e n t M o v i n g t h i s c h e c k h a s m i n o r i m p a c t b u t a f f e c t s c o n s i s t e n c y .� �
5 7 if (quoteCollateral == address(0)) {

revert Errors.ZeroQuoteCollateralAddress();� �

6 7



C V F - 1 5 8 I N F O

• C a t e g o r y P r o c e d u r a l • S o u r c e

I n s t r u m e n t R e g i s t r a r M o d u l e . s o l

D e s c r i p t i o n W e d i d n ’ t r e v i e w t h i s f i l e .� �
1 4 import { OwnableStorage } from "@voltz-protocol/util-contracts/src/

↪→ storage/OwnableStorage.sol";� �
C V F - 1 5 9 I N F O

• C a t e g o r y B a d d a t a t y p e • S o u r c e

I n s t r u m e n t R e g i s t r a r M o d u l e . s o l

R e c o m m e n d a t i o n T h e t y p e f o r t h e ” i n s t r u m e n t A d d r e s s ” a r g u m e n t s s h o u l d b e ” I I n s t r u -

m e n t ” .

C l i e n t C o m m e n t S e e C V F - 1 1 0 .� �
2 0 function setInstrumentRegistrationFlag(address instrumentAddress,

↪→ bool isRegistered) external {� �� �
3 1 function isInstrumentRegistered(address instrumentAddress) external

↪→ view returns (bool isRegisteredFlag) {� �
C V F - 1 6 0 I N F O

• C a t e g o r y P r o c e d u r a l • S o u r c e

P r o t o c o l C o n f i g u r a t i o n M o d u l e . s o l

D e s c r i p t i o n W e d i d n ’ t r e v i e w t h i s f i l e .� �
1 2 import { OwnableStorage } from "@voltz-protocol/util-contracts/src/

↪→ storage/OwnableStorage.sol";� �

6 8



C V F - 1 6 1 I N F O

• C a t e g o r y P r o c e d u r a l • S o u r c e R i s k C o n f i g u r a t i o n M o d u l e . s o l

D e s c r i p t i o n W e d i d n ’ t r e v i e w t h e s e f i l e s .� �
2 1 import { SD59x18 } from "@prb/math/SD59x18.sol";� �
C V F - 1 6 2 F I X E D

• C a t e g o r y B a d d a t a t y p e • S o u r c e A u t o E x c h a n g e M o d u l e . s o l

R e c o m m e n d a t i o n T h e t y p e f o r t h e c o l l a t e r a l a r g u m e n t s h o u l d b e “ I E R C 2 0 ” .

C l i e n t C o m m e n t S e e C V F - 8 9 .� �
3 8 function isCollateralInBubbleExhausted(uint128 accountId, address

↪→ inCollateral) external view returns (bool) {� �� �
4 7 address outCollateral,

address quoteCollateral� �� �
6 6 address inCollateral� �
C V F - 1 6 4 I N F O

• C a t e g o r y P r o c e d u r a l • S o u r c e O w n e r U p g r a d e M o d u l e . s o l

R e c o m m e n d a t i o n I t i s a g o o d p r a c t i c e t o p u t a c o m m e n t i n t o a n e m p t y b l o c k t o e x p l a i n

w h y t h e b l o c k i s e m p t y .� �
1 4 contract OwnerUpgradeModule is BaseOwnerUpgradeModule { }� �

6 9



C V F - 1 6 6 I N F O

• C a t e g o r y P r o c e d u r a l • S o u r c e F e a t u r e F l a g M o d u l e . s o l

R e c o m m e n d a t i o n I t i s a g o o d p r a c t i c e t o p u t a c o m m e n t i n t o a n e m p t y b l o c k t o e x p l a i n

w h y t h e b l o c k i s e m p t y .� �
1 9 contract FeatureFlagModule is BaseFeatureFlagModule { }� �
C V F - 1 6 8 I N F O

• C a t e g o r y P r o c e d u r a l • S o u r c e C r e a t e A c c o u n t . s o l

D e s c r i p t i o n W e d i d n ’ t r e v i e w t h i s f i l e .� �
1 3 import { AssociatedSystem } from "@voltz-protocol/util-modules/src/

↪→ storage/AssociatedSystem.sol";� �
C V F - 1 6 9 I N F O

• C a t e g o r y P r o c e d u r a l • S o u r c e E d i t C o l l a t e r a l . s o l

D e s c r i p t i o n W e d i d n ’ t r e v i e w t h e s e f i l e s .� �
1 9 import { ERC20Helper, IERC20 } from "@voltz-protocol/util-contracts/

↪→ src/token/ERC20Helper.sol";

2 0 import { SafeCastU256 } from "@voltz-protocol/util-contracts/src/

↪→ helpers/SafeCast.sol";

import { Timer } from "@voltz-protocol/util-contracts/src/helpers/

↪→ Timer.sol";� �

7 0



C V F - 1 7 0 F I X E D

• C a t e g o r y B a d d a t a t y p e • S o u r c e E d i t C o l l a t e r a l . s o l

D e s c r i p t i o n T h e w o r d “ e d i t ” s o u n d s o d d i n t h i s c o n t e x t .

R e c o m m e n d a t i o n C o n s i d e r r e n a m i n g t o s o m e t h i n g l i k e “ T r a n s f e r C o l l a t e r a l ” .� �
2 6 library EditCollateral {� �
C V F - 1 7 1 I N F O

• C a t e g o r y B a d d a t a t y p e • S o u r c e E d i t C o l l a t e r a l . s o l

R e c o m m e n d a t i o n T h e t y p e f o r t h e “ c o l l a t e r a l ” a r g u m e n t s s h o u l d b e “ I E R C 2 0 ” .

C l i e n t C o m m e n t S e e C V F - 8 9 .� �
4 5 function deposit(Account.Data storage account, address collateral,

↪→ uint256 collateralAmount) internal {� �� �
8 1 function withdraw(Account.Data storage account, address collateral,

↪→ uint256 collateralAmount) internal {� �
C V F - 1 7 2 F I X E D

• C a t e g o r y D o c u m e n t a t i o n • S o u r c e E d i t C o l l a t e r a l . s o l

R e c o m m e n d a t i o n T y p o : “ i f a c c o u n t i f ” .� �
8 7 // Check if account if backstop lp.� �

7 1



C V F - 1 7 3 F I X E D

• C a t e g o r y S u b o p t i m a l • S o u r c e E d i t C o l l a t e r a l . s o l

D e s c r i p t i o n T h e e x p r e s s i o n “ c o l l a t e r a l P o o l . b b a c k s t o p L P C o n f i g ( ) ” i s c a l c u l a t e d t w i c e .

R e c o m m e n d a t i o n C o n s i d e r c a l c u l a t i n g o n c e a n d r e u s i n g .� �
1 1 7 uint128 backstopLpAccountId = collateralPool.backstopLPConfig().

↪→ accountId;� �� �
1 3 4 block.timestamp + collateralPool.backstopLPConfig().

↪→ withdrawCooldownDurationInSeconds,� �
C V F - 1 7 4 I N F O

• C a t e g o r y P r o c e d u r a l • S o u r c e A c c o u n t A c t i v e M a r k e t . s o l

D e s c r i p t i o n W e d i d n ’ t r e v i e w t h i s f i l e .� �
1 0 import { SetUtil } from "@voltz-protocol/util-contracts/src/helpers/

↪→ SetUtil.sol";� �

7 2



C V F - 1 7 5 I N F O

• C a t e g o r y P r o c e d u r a l • S o u r c e A c c o u n t E x p o s u r e . s o l

D e s c r i p t i o n W e d i d n ’ t r e v i e w t h e s e f i l e s .� �
2 8 import { DecimalMath } from "@voltz-protocol/util-contracts/src/

↪→ helpers/DecimalMath.sol";� �� �
3 0 import { IERC20 } from "@voltz-protocol/util-contracts/src/

↪→ interfaces/IERC20.sol";

import { SafeCastU256, SafeCastI256 } from "@voltz-protocol/util-

↪→ contracts/src/helpers/SafeCast.sol";

import { SetUtil } from "@voltz-protocol/util-contracts/src/helpers/

↪→ SetUtil.sol";

import { mulUDxUint, maxUDxUD } from "@voltz-protocol/util-contracts

↪→ /src/helpers/PrbMathHelper.sol";

import { convert as convert_sd, SD59x18, ZERO as ZERO_sd, sd } from

↪→ "@prb/math/SD59x18.sol";

import { UD60x18, ZERO, convert as convert_ud, unwrap, UD60x18, ud }

↪→ from "@prb/math/UD60x18.sol";

import { SignedMath } from "oz/utils/math/SignedMath.sol";� �
C V F - 1 7 6 I N F O

• C a t e g o r y S u b o p t i m a l • S o u r c e A c c o u n t E x p o s u r e . s o l

D e s c r i p t i o n I n E R C 2 0 t h e “ d e c i m a l s ” p r o p e r t y i s u s e d b y U I t o r e n d e r t o k e n a m o u n t s i n a

h u m a n - r e a d a b l e w a y . U s i n g t h i s p r o p e r t y i n s m a r t c o n t r a c t s i s d i s c o u r a g e d .

R e c o m m e n d a t i o n C o n s i d e r t r e a t i n g a l l t o k e n a m o u n t s a s i n t e g e r s .� �
2 3 5 uint8 quoteDecimals = GlobalCollateralConfiguration.

↪→ getCollateralDecimals(collateral);� �

7 3



C V F - 1 7 7 F I X E D

• C a t e g o r y P r o c e d u r a l • S o u r c e A c c o u n t A u t o E x c h a n g e . s o l

R e c o m m e n d a t i o n T h e s e i m p o r t s s h o u l d b e m e r g e d .� �
1 0 import { MarginInfo, CollateralInfo, AutoExchangeAmounts } from "../

↪→ DataTypes.sol";� �� �
1 9 import { ExchangeInfo } from "../DataTypes.sol";� �
C V F - 1 7 8 F I X E D

• C a t e g o r y P r o c e d u r a l • S o u r c e A c c o u n t A u t o E x c h a n g e . s o l

R e c o m m e n d a t i o n D u p l i c a t e d i m p o r t .� �
1 2 import { AccountExposure } from "./AccountExposure.sol";� �� �
1 8 import { AccountExposure } from "./AccountExposure.sol";� �
C V F - 1 7 9 I N F O

• C a t e g o r y P r o c e d u r a l • S o u r c e A c c o u n t A u t o E x c h a n g e . s o l

D e s c r i p t i o n W e d i d n ’ t r e v i e w t h e s e f i l e s .� �
2 1 import { SetUtil } from "@voltz-protocol/util-contracts/src/helpers/

↪→ SetUtil.sol";

import { mulUDxUint, divUintUD } from "@voltz-protocol/util-

↪→ contracts/src/helpers/PrbMathHelper.sol";

import { UD60x18, UNIT } from "@prb/math/UD60x18.sol";

import { SafeCastU256, SafeCastI256 } from "@voltz-protocol/util-

↪→ contracts/src/helpers/SafeCast.sol";� �� �
2 6 import { SignedMath } from "oz/utils/math/SignedMath.sol";� �

7 4



C V F - 1 8 0 I N F O

• C a t e g o r y B a d d a t a t y p e • S o u r c e A c c o u n t A u t o E x c h a n g e . s o l

R e c o m m e n d a t i o n T h e t y p e f o r t h e c o l l a t e r a l a r g u m e n t s s h o u l d b e m o r e s p e c i f i c .

C l i e n t C o m m e n t S e e C V F - 8 9 .� �
4 9 address quoteCollateral� �� �
9 7 function getRawMaxQuoteToCover(Account.Data storage account, address

↪→ inCollateral) private view returns (uint256) {� �� �
1 4 7 address inCollateral� �� �
1 7 2 address outCollateral,� �� �
2 0 9 address outCollateral,

2 1 0 address quoteCollateral,� �
C V F - 1 8 1 I N F O

• C a t e g o r y P r o c e d u r a l • S o u r c e A c c o u n t A u t o E x c h a n g e . s o l

R e c o m m e n d a t i o n B r a c k e t s a r e r e d u n d a n t .

C l i e n t C o m m e n t K e p t f o r r e a d a b i l i t y .� �
1 0 0 bool isMismatched = (usdNodeMarginInfo.maintenanceDelta < 0) && (

↪→ quoteTokenMarginInfo.liquidationDelta < 0);� �

7 5



C V F - 1 8 2 I N F O

• C a t e g o r y S u b o p t i m a l • S o u r c e A c c o u n t C h e c k s . s o l

D e s c r i p t i o n T h i s v a r i a b l e i s r e d u n d a n t , a s i t s v a l u e i s u s e d o n l y o n c e .

R e c o m m e n d a t i o n C o n s i d e r r e m o v i n g t h i s v a r i a b l e a n d u s i n g t h e e x p r e s s i o n i n s t e a d .

C l i e n t C o m m e n t K e p t f o r r e a d a b i l i t y .� �
2 1 bool isAboveAdl = marginInfo.adlDelta >= 0;� �� �
3 1 bool isAboveLm = marginInfo.liquidationDelta >= 0;� �� �
4 1 bool isAboveIm = marginInfo.initialDelta >= 0;� �� �
5 1 bool isBelowAdl = marginInfo.adlDelta < 0;� �� �
6 1 bool isBelowLm = marginInfo.liquidationDelta < 0;� �� �
7 1 bool isBelowDutch = marginInfo.dutchDelta < 0;� �� �
8 1 bool isBelowMmr = marginInfo.maintenanceDelta < 0;� �� �
1 2 6 bool isSolvent = marginInfo.marginBalance > 0;� �� �
1 3 6 bool isRealBalancePositive = collateralInfo.realBalance >= 0;� �
C V F - 1 8 3 I N F O

• C a t e g o r y P r o c e d u r a l • S o u r c e A c c o u n t B a c k s t o p A D L . s o l

D e s c r i p t i o n W e d i d n ’ t r e v i e w t h e s e f i l e s .� �
2 1 import { SafeCastU256 } from "@voltz-protocol/util-contracts/src/

↪→ helpers/SafeCast.sol";

import { mulUDxUint, mulUDxInt, divUintUint } from "@voltz-protocol/

↪→ util-contracts/src/helpers/PrbMathHelper.sol";

import { UD60x18, UNIT, ZERO } from "@prb/math/UD60x18.sol";

import { SignedMath } from "oz/utils/math/SignedMath.sol";

import { SetUtil } from "@voltz-protocol/util-contracts/src/helpers/

↪→ SetUtil.sol";� �

7 6



C V F - 1 8 4 I N F O

• C a t e g o r y B a d d a t a t y p e • S o u r c e A c c o u n t B a c k s t o p A D L . s o l

R e c o m m e n d a t i o n T h e t y p e f o r t h e c o l l a t e r a l a r g u m e n t s s h o u l d b e m o r e s p e c i f i c .

C l i e n t C o m m e n t S e e C V F - 8 9 .� �
4 8 address quoteCollateral,� �� �
1 2 6 address quoteCollateral,� �� �
1 6 1 address quoteCollateral,� �� �
1 8 9 address quoteCollateral,� �� �
2 4 9 address quoteCollateral,� �
C V F - 1 8 5 I N F O

• C a t e g o r y S u b o p t i m a l • S o u r c e A c c o u n t B a c k s t o p A D L . s o l

D e s c r i p t i o n T h e e x p r e s s i o n “ k e e p e r R e w a r d . t o I n t ( ) ” i s c a l c u l a t e d s e c e r a l t i m e s .

R e c o m m e n d a t i o n C o n s i d e r c a l c u l a t i n g o n c e a n d r e u s i n g .� �
1 9 7 AccountCollateral.updateBalance(liquidatedAccount.id,

↪→ quoteCollateral, -keeperReward.toInt());

AccountCollateral.updateBalance(keeper.id, quoteCollateral,

↪→ keeperReward.toInt());� �� �
2 0 0 availableFunds -= keeperReward.toInt();� �

7 7



C V F - 1 8 6 I N F O

• C a t e g o r y S u b o p t i m a l • S o u r c e A c c o u n t B a c k s t o p A D L . s o l

R e c o m m e n d a t i o n I t w o u l d b e m o r e e f f i c i e n t t o r e t u r n a s i n g l e a r r a y o f s t r u c t s w i t h t w o

f i e l d s , r a t h e r t h a n t w o p a r a l l e l a r r a y s .

C l i e n t C o m m e n t K e p t f o r r e a d a b i l i t y .� �
2 1 4 returns (bool[] memory isMarketActive, int256[] memory supportedUPnL

↪→ )� �
C V F - 1 8 7 I N F O

• C a t e g o r y S u b o p t i m a l • S o u r c e A c c o u n t B a c k s t o p A D L . s o l

R e c o m m e n d a t i o n T h i s a r r a y i s r e d u n d a n t . J u s t u s e “ s u p p o r t e d U P n L ” a r r a y i n s t e a d .

C l i e n t C o m m e n t K e p t f o r r e a d a b i l i t y .� �
2 1 9 uint256[] memory absUPnLs = new uint256[](markets.length);� �
C V F - 1 8 8 I N F O

• C a t e g o r y S u b o p t i m a l • S o u r c e A c c o u n t B a c k s t o p A D L . s o l

D e s c r i p t i o n T h e e x p r e s s i o n “ - e x i s t i n g F u n d s ” i s c a l c u l a t e d o n e v e r y l o o p i t e r a t i o n .

R e c o m m e n d a t i o n C o n s i d e r c a l c u l a t i n g o n c e b e f o r e t h e l o o p .

C l i e n t C o m m e n t K e p t f o r r e a d a b i l i t y .� �
2 3 6 supportedUPnL[i] = mulUDxInt(divUintUint(absUPnLs[i], absUPnLSum), -

↪→ existingFunds);� �

7 8



C V F - 1 8 9 I N F O

• C a t e g o r y P r o c e d u r a l • S o u r c e A c c o u n t L i q u i d a t i o n . s o l

D e s c r i p t i o n W e d i d n ’ t r e v i e w t h e s e f i l e s .� �
3 7 import { UD60x18, mulUDxUint } from "@voltz-protocol/util-contracts/

↪→ src/helpers/PrbMathHelper.sol";

import { SafeCastU256, SafeCastI256 } from "@voltz-protocol/util-

↪→ contracts/src/helpers/SafeCast.sol";

import { SetUtil } from "@voltz-protocol/util-contracts/src/helpers/

↪→ SetUtil.sol";

4 0 import { UD60x18, UNIT, ZERO, ud, convert } from "@prb/math/UD60x18.

↪→ sol";

import { SD59x18 } from "@prb/math/SD59x18.sol";� �� �
4 3 import { ERC165Helper } from "@voltz-protocol/util-contracts/src/

↪→ helpers/ERC165Helper.sol";� �
C V F - 1 9 0 I N F O

• C a t e g o r y S u b o p t i m a l • S o u r c e A c c o u n t L i q u i d a t i o n . s o l

R e c o m m e n d a t i o n I t w o u l d b e m o r e e f f i c i e n t t o p a s s a s i n g l e a r r a y o f s t r u c t s w i t h t w o

f i e l d s , r a t h e r t h a n t w o p a r a l l e l a r r a y s . T h i s w o u l d a l s o m a k e t h e l e n g t h c h e c k u n n e c e s s a r y .

C l i e n t C o m m e n t K e p t f o r r e a d a b i l i t y .� �
8 0 uint128[] memory marketIds,

bytes[] memory inputs,� �

7 9



C V F - 1 9 1 I N F O

• C a t e g o r y S u b o p t i m a l • S o u r c e A c c o u n t L i q u i d a t i o n . s o l

D e s c r i p t i o n T h e e x p r e s s i o n “ m a r k e t N o r m a l i z e d E x p o s u r e . a b s ( ) . i n t o U D 6 0 × 1 7 ” i s c a l c u l a t e d

t w i c e .

R e c o m m e n d a t i o n C o n s i d e r c a l c u l a t i n g o n c e a n d r e u s i n g .� �
1 9 7 numerator = numerator.add(marketNormalisedExposure.abs().intoUD60x18

↪→ ().mul(marketPSlippage));

denominator = denominator.add(marketNormalisedExposure.abs().

↪→ intoUD60x18());� �
C V F - 1 9 2 F I X E D

• C a t e g o r y P r o c e d u r a l • S o u r c e A c c o u n t L i q u i d a t i o n . s o l

D e s c r i p t i o n T h i s c o m m e n t d u p l i c a t e s t h e f o r m u l a i n t h e c o m m e n t a b o v e t h e f u n c t i o n .

R e c o m m e n d a t i o n C o n s i d e r r e m o v i n g i t .

C l i e n t C o m m e n t R e m o v e d .� �
2 0 6 // score = 1/n * [w * (1 - d) + (1 - w) * pSlippage];� �
C V F - 1 9 3 I N F O

• C a t e g o r y P r o c e d u r a l • S o u r c e A c c o u n t L i q u i d a t i o n . s o l

R e c o m m e n d a t i o n T h i s c h e c k s h o u l d b e d o n e b e f o r e e n q u e u e i n g a n e w b i d .

C l i e n t C o m m e n t M i n o r i m p a c t o n g a s b u t a d d s c o m p l e x i t y .� �
2 9 5 if (liquidationBidQueue.size() > liquidationConfig.maxBidsInQueue) {

revert Errors.LiquidationBidQueueOverflow();� �

8 0



C V F - 1 9 4 I N F O

• C a t e g o r y B a d d a t a t y p e • S o u r c e A c c o u n t L i q u i d a t i o n . s o l

R e c o m m e n d a t i o n T h e t y p e f o r t h e c o l l a t e r a l a r g u m e n t s s h o u l d b e m o r e s p e c i f i c .

C l i e n t C o m m e n t S e e C V F - 8 9 .� �
3 2 9 address collateral,� �� �
4 2 5 address quoteCollateral,� �� �
4 9 3 address quoteCollateral,� �
C V F - 1 9 5 F I X E D

• C a t e g o r y U n c l e a r b e h a v i o r • S o u r c e A c c o u n t L i q u i d a t i o n . s o l

D e s c r i p t i o n T h i s s h o u l d b e e x e c u t e d o n l y w h e n t h e r e i s a k e e p e r , i . e . i n s i d e t h e “ i f “

s t a t e m e n t a b o v e .

C l i e n t C o m m e n t M o v e d i n s i d e i f ( b i d S u b m i s s i o n K e e p e r I d ! = 0 )� �
3 6 5 rewards.liquidator -= rewards.keeper;� �
C V F - 1 9 6 I N F O

• C a t e g o r y S u b o p t i m a l • S o u r c e A c c o u n t L i q u i d a t i o n . s o l

D e s c r i p t i o n T h i s c h e c k i s r e d u n d a n t .

R e c o m m e n d a t i o n C o n s i d e r r e m o v i n g i t . I t w o u l d b e n e e d e i n c a s e n e g a t i v e h e a l t h v a l u e s

w o u l d b e p o s s i b l e , b u t t h i s i s t e c h n i c a l l y i m p o s s i b l e , a s “ h e a l t h ” i s u n s i g n e d .

C l i e n t C o m m e n t A g r e e d b u t t h i s c o n s t r a i n t i s n o t o b v i o u s .� �
4 0 6 // note, this should never be the case, so check might be redandunt

if (dDutch.gt(liquidationConfig.dMax)) {� �

8 1



C V F - 1 9 8 I N F O

• C a t e g o r y B a d n a m i n g • S o u r c e E v e n t s . s o l

R e c o m m e n d a t i o n E v e n t s a r e u s u a l l y n a m e d v i a n o u n s , s u c h a s “ A c c o u n t O w n e r ” o r

“ G r a n t e d A c c o u n t P e r m i s s i o n ” .� �
3 7 event AccountOwnerUpdated(uint128 indexed accountId, address indexed

↪→ newOwner, uint256 blockTimestamp);� �� �
4 6 event AccountPermissionGranted(� �� �
5 7 event AccountPermissionRevoked(� �� �
6 8 event AccountCollateralSharesUpdated(� �� �
1 0 1 event CollateralBaseConfigurationUpdated(� �� �
1 1 0 event CollateralParentConfigurationUpdated(� �� �
1 1 9 event CollateralPoolOwnerUpdated(uint128 indexed collateralPoolId,

↪→ address newOwner, uint256 blockTimestamp);� �� �
1 2 1 event CollateralPoolCollateralSharesUpdated(� �� �
1 2 9 event RiskMultipliersUpdated(uint128 indexed collateralPoolId,

↪→ RiskMultipliers newConfig, uint256 blockTimestamp);� �� �
1 3 1 event LiquidationConfigurationUpdated(� �� �
1 3 5 event InsuranceFundConfigurationUpdated(� �� �
1 3 9 event BackstopLPConfigurationUpdated(� �� �
1 4 3 event AutoExchangeConfigurationUpdated(� �� �
1 4 7 event LimitConfigurationUpdated(uint128 indexed collateralPoolId,

↪→ LimitConfig newConfig, uint256 blockTimestamp);� �� �
1 5 1 event GlobalCollateralConfigurationUpdated(� �

( 1 5 8 , 1 6 0 , 1 6 7 , 1 7 4 , 1 8 5 , 1 9 3 , 2 0 2 , 2 1 0 , 2 1 9 , 2 3 4 , 2 5 3 )
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C V F - 1 9 9 I N F O

• C a t e g o r y B a d d a t a t y p e • S o u r c e E v e n t s . s o l

R e c o m m e n d a t i o n T h e t y p e f o r t h e c o l l a t e r a l p a r a m e t e r s s h o u l d b e m o r e s p e c i f i c .

C l i e n t C o m m e n t S e e C V F - 8 9 .� �
6 9 uint128 indexed accountId, address indexed collateral, int256

↪→ sharesDelta, uint256 blockTimestamp� �� �
1 0 2 uint128 indexed collateralPoolId, address collateralAddress,

↪→ CollateralConfig newConfig, uint256 blockTimestamp� �� �
1 1 2 address collateralAddress,� �� �
1 2 2 uint128 indexed collateralPoolId, address indexed collateral, int256

↪→ sharesDelta, uint256 blockTimestamp� �� �
1 5 2 address collateralAddress, uint8 collateralDecimals,

↪→ GlobalCollateralConfig newConfig, uint256 blockTimestamp� �� �
2 0 5 address quoteCollateral,� �� �
2 3 6 address indexed collateral,� �� �
2 5 5 address indexed collateral,� �
C V F - 2 0 0 I N F O

• C a t e g o r y B a d d a t a t y p e • S o u r c e E v e n t s . s o l

R e c o m m e n d a t i o n T h e t y p e f o r t h e i n s t r u m e n t p a r a m e t e r s s h o u l d b e m o r e s p e c i f i c .

C l i e n t C o m m e n t S e e C V F - 1 1 0 .� �
1 6 0 event InstrumentRegistrationUpdated(address instrumentAddress, bool

↪→ isRegistered);� �� �
1 9 3 event InstrumentRegistrationFlagSet(address instrumentAddress, bool

↪→ isRegistered, uint256 blockTimestamp);� �
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C V F - 2 0 1 I N F O

• C a t e g o r y P r o c e d u r a l • S o u r c e P r i c e H e l p e r s . s o l

D e s c r i p t i o n W e d i d n ’ t r e v i e w t h e s e f i l e s .� �
1 0 import { UD60x18, UNIT } from "@prb/math/UD60x18.sol";

import { mulUDxInt } from "@voltz-protocol/util-contracts/src/

↪→ helpers/PrbMathHelper.sol";

import { DecimalMath } from "@voltz-protocol/util-contracts/src/

↪→ helpers/DecimalMath.sol";

import { SafeCastU256, SafeCastI256 } from "@voltz-protocol/util-

↪→ contracts/src/helpers/SafeCast.sol";� �
C V F - 2 0 2 I N F O

• C a t e g o r y S u b o p t i m a l • S o u r c e P r i c e H e l p e r s . s o l

D e s c r i p t i o n I n E R C 2 0 , t h e d e c i m a l s p r o p e r t y i s u s e d b y U I t o r e n d e r t o k e n a m o u n t s i n a

h u m a n - f r i e n d l y w a y . U s i n g t h i s p r o p e r t y i n s m a r t c o n t r a c t s i s d i s c o u r a g e d .

R e c o m m e n d a t i o n C o n s i d e r t r e a t i n g a l l t o k e n a m o u n t s a s i n t e g e r s .

C l i e n t C o m m e n t T h e l o g i c n e e d s d e c i m a l s f o r e x c h a n g e p u r p o s e s .� �
6 7 } else if (decimalsDelta > 0) {

return mulUDxInt(price, DecimalMath.changeDecimals(

↪→ amountOfCollateralA, decimalsDelta, roundUp));� �� �
7 0 return DecimalMath.changeDecimals(mulUDxInt(price,

↪→ amountOfCollateralA), decimalsDelta, roundUp);� �
C V F - 2 0 3 I N F O

• C a t e g o r y P r o c e d u r a l • S o u r c e D a t a T y p e s . s o l

D e s c r i p t i o n W e d i d n ’ t r e v i e w t h i s f i l e .� �
1 1 import { UD60x18 } from "@prb/math/UD60x18.sol";� �

8 4



C V F - 2 0 4 F I X E D

• C a t e g o r y D o c u m e n t a t i o n • S o u r c e D a t a T y p e s . s o l

D e s c r i p t i o n U n l i k e o t h e r c o n s t a n t s i n t h e s a m e e n u m , t h i s c o n s t a n t i s n ’ t d o c u m e n t e d .

R e c o m m e n d a t i o n C o n s i d e r d o c u m e n t i n g f o r c o n s i s t e n c y .� �
1 7 PropagateCashflow� �
C V F - 2 0 5 F I X E D

• C a t e g o r y D o c u m e n t a t i o n • S o u r c e D a t a T y p e s . s o l

D e s c r i p t i o n U n l i k e o t h e r f i e l d s i n t h e s a m e s t r u c t , t h i s f i e l d i s n ’ t d o c u m e n t e d .

R e c o m m e n d a t i o n C o n s i d e r d o c u m e n t i n g f o r c o n s i s t e n c y .� �
7 2 address collateral;� �� �
9 5 int256 netDeposits;� �
C V F - 2 0 6 I N F O

• C a t e g o r y B a d d a t a t y p e • S o u r c e D a t a T y p e s . s o l

R e c o m m e n d a t i o n T h e t y p e f o r t h i s f i e l d s h o u l d b e m o r e s p e c i f i c .

C l i e n t C o m m e n t S e e C V F - 8 9 .� �
7 2 address collateral;� �� �
1 0 7 address quoteCollateral;� �� �
3 5 7 address collateral;

address inCollateral;� �� �
4 2 1 address collateralAddress;� �� �
4 5 2 address collateralAddress;� �� �
4 7 2 address collateralAdapter;� �� �
4 8 7 address collateralAddress;� �

8 5



C V F - 2 0 7 I N F O

• C a t e g o r y B a d d a t a t y p e • S o u r c e D a t a T y p e s . s o l

R e c o m m e n d a t i o n T h e t y p e f o r t h i s f i e l d s s h o u l d b e “ I L i q u i d a t i o n H o o k ” .

C l i e n t C o m m e n t S e e C V F - 1 1 0 .� �
1 0 5 address hookAddress;� �
C V F - 2 0 8 F I X E D

• C a t e g o r y D o c u m e n t a t i o n • S o u r c e D a t a T y p e s . s o l

D e s c r i p t i o n T h e n u m b e r f o r m a t f o r t h e s e f i e l d s i s u n c l e a r .

R e c o m m e n d a t i o n C o n s i d e r d o c u m e n t i n g .� �
3 1 7 uint256 liquidationMarginRequirement;

uint256 initialMarginRequirement;

uint256 maintenanceMarginRequirement;

3 2 0 uint256 dutchMarginRequirement;

uint256 adlMarginRequirement;

uint256 initialBufferMarginRequirement;� �
C V F - 2 0 9 F I X E D

• C a t e g o r y D o c u m e n t a t i o n • S o u r c e D a t a T y p e s . s o l

D e s c r i p t i o n T h i s c o m m e n t s e e m s i r r e l e v a n t .

R e c o m m e n d a t i o n C o n s i d e r r e m o v i n g i t .� �
4 9 0 * @notice If the address is ZERO_ADDRESS, it represents USD.� �

8 6



C V F - 2 1 0 I N F O

• C a t e g o r y P r o c e d u r a l • S o u r c e E r r o r s . s o l

D e s c r i p t i o n W e d i d n ’ t r e v i e w t h e s e f i l e s .� �
1 1 import { SD59x18 } from "@prb/math/SD59x18.sol";� �� �
2 9 import { UD60x18 } from "@prb/math/UD60x18.sol";� �
C V F - 2 1 1 I N F O

• C a t e g o r y P r o c e d u r a l • S o u r c e E r r o r s . s o l

D e s c r i p t i o n T h i s l i b r a r y c o n s i s t s o n l y o f e r r o r s .

R e c o m m e n d a t i o n C o n s i d e r m o v i n g t h e e r r o r s i n t o t h e t o p l e v e l a n d r e m o v i n g t h i s l i b r a r y .

C l i e n t C o m m e n t W e p r e f e r k e e p i n g t h e s e s e p a r a t e f r o m t h e l o g i c .� �
3 1 library Errors {� �

8 7



C V F - 2 1 2 I N F O

• C a t e g o r y B a d d a t a t y p e • S o u r c e E r r o r s . s o l

R e c o m m e n d a t i o n T h e t y p e f o r t h e c o l l a t e r a l p a r a m e t e r s s h o u l d b e m o r e s p e c i f i c .

C l i e n t C o m m e n t S e e C V F - 8 9 .� �
2 1 9 error QuoteCollateralCannotBecomeSupportingCollateral(uint128

↪→ collateralPoolId, address collateral);� �� �
2 2 1 error InvalidNewParentCollateral(uint128 collateralPoolId, address

↪→ newParentCollateral);� �� �
2 2 7 error CollateralIsNotQuote(uint128 collateralPoolId, address

↪→ collateral);� �� �
2 3 1 error ZeroDeposit(uint128 accountId, address collateral);� �� �
2 3 3 error ZeroWithdraw(uint128 accountId, address collateral);� �� �
3 0 8 error AccountNotEligibleForAutoExchange(uint128 accountId, address

↪→ inCollateral);� �� �
3 1 0 error WithinBubbleCoverageNotExhausted(uint128 accountId, address

↪→ inCollateral, address collateral);� �� �
3 1 2 error SameQuoteAndcollateral(uint128 accountId, address inCollateral

↪→ );� �� �
3 7 8 error CollateralDepositDisabled(uint128 collateralPoolId, address

↪→ collateral);� �� �
3 8 7 error UnlinkedCollaterals(uint128 collateralPoolId, address

↪→ collateral, address baseCollateral);� �� �
3 9 4 error CollateralNotConfigured(uint128 collateralPoolId, address

↪→ collateral);� �� �
4 1 1 error collateralWithdrawLimitReached(address collateral, uint32

↪→ windowStartTimestamp);� �� �
4 1 7 uint128 collateralPoolId, address collateralAddress, address

↪→ invalidParentCollateralAddress� �
( 4 2 4 , 4 3 4 , 4 5 0 , 4 6 0 , 4 7 0 )

8 8



C V F - 2 1 3 I N F O

• C a t e g o r y B a d d a t a t y p e • S o u r c e E r r o r s . s o l

R e c o m m e n d a t i o n T h e p a r a m e t e r t y p e s h o u l d b e m o r e s p e c i f i c .

C l i e n t C o m m e n t S e e C V F - 1 1 0 .� �
2 5 1 error IncorrectMarketInterface(address market);� �
C V F - 2 1 4 I N F O

• C a t e g o r y S u b o p t i m a l • S o u r c e E r r o r s . s o l

R e c o m m e n d a t i o n L o g g i n g t i m e s t a m p s i s r e d u n d a n t a s t h e y c a n b e r e t r i e v e d f r o m l o g

e v e n t s f o r f r e e .

C l i e n t C o m m e n t S e e C V F - 4 7 .� �
3 3 0 error BackstopLpWithdrawPeriodInactive(uint128 backstopLpAccountId,

↪→ uint256 blockTimestamp);� �� �
3 3 9 error AccountIsNotBackstopLp(uint128 accountId, uint128

↪→ backstopLpAccountId, uint256 blockTimestamp);� �� �
3 4 8 uint256 backstopLpAccountId, uint256

↪→ withdrawPeriodStartTimestamp, uint256 blockTimestamp� �� �
3 5 6 error BackstopLpWithdrawPeriodAlreadyActive(uint256

↪→ backstopLpAccountId, uint256 blockTimestamp);� �

8 9



C V F - 2 1 5 I N F O

• C a t e g o r y S u b o p t i m a l • S o u r c e E r r o r s . s o l

R e c o m m e n d a t i o n T h e s e e r r o r s c o u l d b e m a d e m o r e u s e f u l b y a d d i n g c e r t a i n p a r a m e t e r s

i n t o t h e m .� �
3 6 6 error InvalidPreLiquidationHookResponse();� �� �
3 7 1 error InvalidPostLiquidationHookResponse();� �� �
4 8 3 error SignatureInvalid();� �� �
4 8 5 error SignatureExpired();� �
C V F - 2 1 6 I N F O

• C a t e g o r y B a d d a t a t y p e • S o u r c e E r r o r s . s o l

R e c o m m e n d a t i o n T h e p a r a m e t e r t y p e s h o u l d b e m o r e s p e c i f i c .

C l i e n t C o m m e n t S e e C V F - 1 1 0 .� �
4 8 1 error InstrumentNotFound(address instrumentAddress);� �
C V F - 2 1 7 I N F O

• C a t e g o r y P r o c e d u r a l • S o u r c e

I B a c k s t o p L i q u i d a t i o n M o d u l e . s o l

D e s c r i p t i o n W e d i d n ’ t r e v i e w t h i s f i l e .� �
1 0 import { UD60x18 } from "@prb/math/UD60x18.sol";� �

9 0



C V F - 2 1 8 I N F O

• C a t e g o r y B a d d a t a t y p e • S o u r c e I D u t c h L i q u i d a t i o n M o d u l e . s o l

R e c o m m e n d a t i o n T h e t y p e f o r t h i s a r g u m e n t s h o u l d b e m o r e s p e c i f i c .

C l i e n t C o m m e n t S e e C V F - 8 9 .� �
2 8 address quoteCollateral,� �
C V F - 2 1 9 I N F O

• C a t e g o r y B a d d a t a t y p e • S o u r c e I D u t c h L i q u i d a t i o n M o d u l e . s o l

R e c o m m e n d a t i o n I t w o u l d b e m o r e e f f i c i e n t t o p a s s a s i n g l e a r r a y o f s t r u c t s w i t h t w o

f i e l d s , r a t h e r t h a n t w o p a r a l l e l a r r a y s . T h i s w o u l d a l s o m a k e t h e l e n g t h c h e c k u n n e c e s s a r y .

C l i e n t C o m m e n t K e e p i n g f o r r e a d a b i l i t y .� �
2 9 uint128[] memory marketIds,

3 0 bytes[] memory inputs� �
C V F - 2 2 0 I N F O

• C a t e g o r y B a d d a t a t y p e • S o u r c e

I R a n k e d E x e c u t e L i q u i d a t i o n M o d u l e . s o l

R e c o m m e n d a t i o n T h e t y p e f o r t h i s a r g u m e n t s h o u l d b e m o r e s p e c i f i c .

C l i e n t C o m m e n t S e e C V F - 8 9 .� �
3 1 address quoteCollateral,� �

9 1



C V F - 2 2 1 I N F O

• C a t e g o r y P r o c e d u r a l • S o u r c e I A C o l l a t e r a l . s o l

D e s c r i p t i o n W e d i d n ’ t r e v i e w t h i s f i l e .� �
1 0 import { IERC20 } from "@voltz-protocol/util-contracts/src/

↪→ interfaces/IERC20.sol";� �
C V F - 2 2 2 I N F O

• C a t e g o r y P r o c e d u r a l • S o u r c e I I n s t r u m e n t . s o l

D e s c r i p t i o n W e d i d n ’ t r e v i e w t h e s e f i l e s .� �
1 7 import { IERC165 } from "@voltz-protocol/util-contracts/src/

↪→ interfaces/IERC165.sol";

import { UD60x18 } from "@prb/math/UD60x18.sol";

import { SD59x18 } from "@prb/math/SD59x18.sol";� �
C V F - 2 2 3 F I X E D

• C a t e g o r y D o c u m e n t a t i o n • S o u r c e I I n s t r u m e n t . s o l

D e s c r i p t i o n T h i s a r g u m e n t i s n ’ t d o c u m e n t e d .

R e c o m m e n d a t i o n C o n s i d e r d o c u m e n t i n g .� �
8 9 LiquidationType liquidationType,� �
C V F - 2 2 4 I N F O

• C a t e g o r y P r o c e d u r a l • S o u r c e I L i q u i d a t i o n H o o k . s o l

D e s c r i p t i o n W e d i d n ’ t r e v i e w t h i s f i l e .� �
1 1 import { IERC165 } from "@voltz-protocol/util-contracts/src/

↪→ interfaces/IERC165.sol";� �

9 2



C V F - 2 2 5 I N F O

• C a t e g o r y P r o c e d u r a l • S o u r c e I S t E t h . s o l

D e s c r i p t i o n W e d i d n ’ t r e v i e w t h i s f i l e .� �
1 0 import { IERC20 } from "@voltz-protocol/util-contracts/src/

↪→ interfaces/IERC20.sol";� �
C V F - 2 2 6 I N F O

• C a t e g o r y P r o c e d u r a l • S o u r c e I A c c o u n t T o k e n M o d u l e . s o l

D e s c r i p t i o n W e d i d n ’ t r e v i e w t h i s f i l e .� �
1 0 import { INftModule } from "@voltz-protocol/util-modules/src/

↪→ interfaces/INftModule.sol";� �
C V F - 2 2 7 I N F O

• C a t e g o r y P r o c e d u r a l • S o u r c e I A c c o u n t T o k e n M o d u l e . s o l

R e c o m m e n d a t i o n I t i s a g o o d p r a c t i c e t o p u t a c o m m e n t i n t o a n e m p t y b l o c k t o e x p l a i n

w h y t h e b l o c k i s e m p t y .� �
1 5 interface IAccountTokenModule is INftModule { }� �

9 3



C V F - 2 2 8 I N F O

• C a t e g o r y S u b o p t i m a l • S o u r c e I A u t o E x c h a n g e C o n f i g u r a -

t i o n M o d u l e . s o l

R e c o m m e n d a t i o n T h i s f u n c t i o n s h o u l d e m i t s o m e e v e n t a n d t h i s e v e n t s h o u l d b e d e c l a r e d

i n t h i s i n t e r f a c e .

C l i e n t C o m m e n t T h e s e m o d u l e f u n c t i o n s a r e w r a p p e r s f o r l i b r a r y f u n c t i o n s t h a t e m i t

r e l e v a n t e v e n t s .� �
2 6 function configureAutoExchange(uint128 collateralPoolId,

↪→ AutoExchangeConfig memory config) external;� �
C V F - 2 2 9 I N F O

• C a t e g o r y P r o c e d u r a l • S o u r c e I A c c o u n t M o d u l e . s o l

D e s c r i p t i o n W e d i d n ’ t r e v i e w t h i s f i l e .� �
1 1 import { UD60x18 } from "@prb/math/UD60x18.sol";� �
C V F - 2 3 0 I N F O

• C a t e g o r y P r o c e d u r a l • S o u r c e I A c c o u n t M o d u l e . s o l

R e c o m m e n d a t i o n T h i s e v e n t s h o u l d b e d e c l a r e d i n t h i s i n t e r f a c e .

C l i e n t C o m m e n t T h e e v e n t i s d e c l a r e d i n E v e n t s l i b r a r y ,� �
2 1 * Emits a {AccountCreated} event.� �
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C V F - 2 3 1 I N F O

• C a t e g o r y S u b o p t i m a l • S o u r c e I A c c o u n t M o d u l e . s o l

R e c o m m e n d a t i o n T h e s e f u n c t i o n s s h o u l d e m i t s o m e e v e n t s a n d t h e s e e v e n t s s h o u l d b e

d e c l a r e d i n t h i s i n t e r f a c e .

C l i e n t C o m m e n t T h e s e m o d u l e f u n c t i o n s a r e w r a p p e r s f o r l i b r a r y f u n c t i o n s t h a t e m i t

r e l e v a n t e v e n t s .� �
2 8 function setCustomImMultiplier(uint128 accountId, UD60x18

↪→ imMultiplier) external;� �� �
6 6 function grantAccountPermission(uint128 accountId, bytes32

↪→ permission, address user) external;� �� �
8 0 function revokeAccountPermission(uint128 accountId, bytes32

↪→ permission, address user) external;� �� �
8 9 function renounceAccountPermission(uint128 accountId, bytes32

↪→ permission) external;� �� �
1 3 8 function activateFirstMarketForAccount(uint128 accountId, uint128

↪→ marketId) external;� �� �
2 1 2 function announceBackstopLpWithdraw(uint128 accountId) external;� �
C V F - 2 3 2 F I X E D

• C a t e g o r y D o c u m e n t a t i o n • S o u r c e I A c c o u n t M o d u l e . s o l

D e s c r i p t i o n T h e m e a n i n g o f t h e w o r d “ f i r s t ” i n t h e n a m e i s u n c l e a r .

R e c o m m e n d a t i o n C o n s i d e r e x p l a i n i n g i n t h e d o c u m e n t a t i o n c o m m e n t .� �
1 3 8 function activateFirstMarketForAccount(uint128 accountId, uint128

↪→ marketId) external;� �
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C V F - 2 3 3 F I X E D

• C a t e g o r y D o c u m e n t a t i o n • S o u r c e I A c c o u n t M o d u l e . s o l

D e s c r i p t i o n T h e s t r u c t u r e a n d t h e s e m a n t i c s o f t h e r e t u r n e d v a l u e a r e u n c l e a r .

R e c o m m e n d a t i o n C o n s i d e r g i v i n g a d e s c r i p t i v e n a m e t o t h e r e t u r n e d v a l u e a n d / o r d o c u -

m e n t i n g .� �
2 0 7 returns (int256[] memory);� �
C V F - 2 3 4 I N F O

• C a t e g o r y S u b o p t i m a l • S o u r c e I A u t o E x c h a n g e M o d u l e . s o l

R e c o m m e n d a t i o n T h i s f u n c t i o n s h o u l d e m i t s o m e e v e n t a n d t h i s e v e n t s h o u l d b e d e c l a r e d

i n t h i s i n t e r f a c e .

C l i e n t C o m m e n t T h e s e m o d u l e f u n c t i o n s a r e w r a p p e r s f o r l i b r a r y f u n c t i o n s t h a t e m i t

r e l e v a n t e v e n t s .� �
2 2 function triggerAutoExchange(TriggerAutoExchangeInput memory input)

↪→ external returns (AutoExchangeAmounts memory);� �
C V F - 2 3 5 I N F O

• C a t e g o r y P r o c e d u r a l • S o u r c e I C o l l a t e r a l A d a p t e r . s o l

D e s c r i p t i o n W e d i d n ’ t r e v i e w t h i s f i l e .� �
1 0 import { IERC165 } from "@voltz-protocol/util-contracts/src/

↪→ interfaces/IERC165.sol";� �
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C V F - 2 3 6 I N F O

• C a t e g o r y B a d d a t a t y p e • S o u r c e I C o l l a t e r a l A d a p t e r . s o l

R e c o m m e n d a t i o n T h e r e t u r n e d t y p e s h o u l d b e m o r e s p e c i f i c .

C l i e n t C o m m e n t S e e C V F - 8 9 .� �
1 3 function asset() external view returns (address

↪→ assetCollateralAddress);� �
C V F - 2 3 7 I N F O

• C a t e g o r y S u b o p t i m a l • S o u r c e I C o l l a t e r a l M o d u l e . s o l

R e c o m m e n d a t i o n T h e s e f u n c t i o n s s h o u l d e m i t s o m e e v e n t s a n d t h e s e e v e n t s s h o u l d b e

d e c l a r e d i n t h i s i n t e r f a c e .

C l i e n t C o m m e n t T h e s e m o d u l e f u n c t i o n s a r e w r a p p e r s f o r l i b r a r y f u n c t i o n s t h a t e m i t

r e l e v a n t e v e n t s .� �
3 1 function setGlobalCollateralConfig(address collateralAddress,

↪→ GlobalCollateralConfig memory config) external;� �� �
5 1 function setCollateralConfig(� �
C V F - 2 3 8 I N F O

• C a t e g o r y B a d d a t a t y p e • S o u r c e I C o l l a t e r a l M o d u l e . s o l

R e c o m m e n d a t i o n T h e t y p e f o r t h e s e a r g u m e n t s s h o u l d b e m o r e s p e c i f i c .

C l i e n t C o m m e n t S e e C V F - 8 9 .� �
5 3 address collateralAddress,

CollateralConfig memory baseConfig,� �� �
6 6 address collateralAddress� �
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C V F - 2 3 9 I N F O

• C a t e g o r y S u b o p t i m a l • S o u r c e I I n s u r a n c e F u n d C o n f i g u r a -

t i o n M o d u l e . s o l

R e c o m m e n d a t i o n T h i s f u n c t i o n s h o u l d e m i t s o m e e v e n t a n d t h i s e v e n t s h o u l d b e d e c l a r e d

i n t h i s i n t e r f a c e .

C l i e n t C o m m e n t T h e s e m o d u l e f u n c t i o n s a r e w r a p p e r s f o r l i b r a r y f u n c t i o n s t h a t e m i t

r e l e v a n t e v e n t s .� �
2 6 function configureCollateralPoolInsuranceFund(� �
C V F - 2 4 0 I N F O

• C a t e g o r y B a d d a t a t y p e • S o u r c e

I I n s t r u m e n t R e g i s t r a r M o d u l e . s o l

R e c o m m e n d a t i o n T h e t y p e f o r t h e “ i n s t r u m e n t A d d r e s s ” a r g u m e n t s s h o u l d b e “ I I n s t r u -

m e n t ” .

C l i e n t C o m m e n t S e e C V F - 1 1 0 .� �
2 7 function setInstrumentRegistrationFlag(address instrumentAddress,

↪→ bool isRegistered) external;� �� �
3 5 function isInstrumentRegistered(address instrumentAddress) external

↪→ view returns (bool isRegisteredFlag);� �
C V F - 2 4 1 I N F O

• C a t e g o r y S u b o p t i m a l • S o u r c e

I I n s t r u m e n t R e g i s t r a r M o d u l e . s o l

R e c o m m e n d a t i o n T h i s f u n c t i o n s h o u l d e m i t s o m e e v e n t a n d t h i s e v e n t s h o u l d b e d e c l a r e d

i n t h i s i n t e r f a c e .

C l i e n t C o m m e n t T h e s e m o d u l e f u n c t i o n s a r e w r a p p e r s f o r l i b r a r y f u n c t i o n s t h a t e m i t

r e l e v a n t e v e n t s .� �
2 7 function setInstrumentRegistrationFlag(address instrumentAddress,

↪→ bool isRegistered) external;� �
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C V F - 2 4 2 I N F O

• C a t e g o r y B a d d a t a t y p e • S o u r c e I I n s t r u m e n t M o d u l e . s o l

R e c o m m e n d a t i o n T h e t y p e f o r t h e “ q u o t e C o l l a t e r a l ” a r g u m e n t s h o u l d b e m o r e s p e c i f i c .

C l i e n t C o m m e n t H a n d l i n g q u o t e t o k e n s a d d r e s s e s i s b e t t e r f o r o u r p r o t o c o l b e c a u s e w e

t r a c k t h e m u s i n g S e t U t i l a n d r a r e l y c a s t e d t o E R C 2 0 f o r t r a n s f e r s .� �
3 0 function registerMarket(address quoteCollateral, string memory name)

↪→ external returns (uint128 newMarketId);� �
C V F - 2 4 3 I N F O

• C a t e g o r y S u b o p t i m a l • S o u r c e I I n s t r u m e n t M o d u l e . s o l

R e c o m m e n d a t i o n T h i s f u n c t i o n s h o u l d e m i t s o m e e v e n t a n d t h i s e v e n t s h o u l d b e d e c l a r e d

i n t h i s i n t e r f a c e .

C l i e n t C o m m e n t T h e s e m o d u l e f u n c t i o n s a r e w r a p p e r s f o r l i b r a r y f u n c t i o n s t h a t e m i t

r e l e v a n t e v e n t s .� �
3 0 function registerMarket(address quoteCollateral, string memory name)

↪→ external returns (uint128 newMarketId);� �
C V F - 2 4 4 I N F O

• C a t e g o r y S u b o p t i m a l • S o u r c e

I E x c h a n g e M a n a g e r M o d u l e . s o l

R e c o m m e n d a t i o n T h i s f u n c t i o n s h o u l d e m i t s o m e e v e n t a n d t h i s e v e n t s h o u l d b e d e c l a r e d

i n t h i s i n t e r f a c e .

C l i e n t C o m m e n t T h e s e m o d u l e f u n c t i o n s a r e w r a p p e r s f o r l i b r a r y f u n c t i o n s t h a t e m i t

r e l e v a n t e v e n t s .� �
2 5 function registerExchange(uint128 exchangeFeeCollectorAccountId)

↪→ external returns (uint128 exchangeId);� �
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C V F - 2 4 5 I N F O

• C a t e g o r y B a d d a t a t y p e • S o u r c e I C o l l a t e r a l P o o l M o d u l e . s o l

R e c o m m e n d a t i o n T h e t y p e f o r t h e “ c o l l a t e r a l ” a r g u m e n t s h o u l d b e m o r e s p e c i f i c .

C l i e n t C o m m e n t S e e C V F - 8 9 .� �
2 7 function getCollateralPoolBalance(uint128 collateralPoolId, address

↪→ collateral) external view returns (uint256);� �
C V F - 2 4 6 I N F O

• C a t e g o r y P r o c e d u r a l • S o u r c e I C o l l a t e r a l P o o l M o d u l e . s o l

R e c o m m e n d a t i o n T h e s e f u n c t i o n s s h o u l d e m i t s o m e e v e n t s a n d t h e s e e v e n t s s h o u l d b e

d e c l a r e d i n t h i s i n t e r f a c e .

C l i e n t C o m m e n t T h e s e m o d u l e f u n c t i o n s a r e w r a p p e r s f o r l i b r a r y f u n c t i o n s t h a t e m i t

r e l e v a n t e v e n t s .� �
4 2 function transferCollateralPoolOwnership(uint128 collateralPoolId,

↪→ address newOwner) external;� �� �
6 1 function mergeCollateralPools(uint128 parentCollateralPoolId,

↪→ uint128 childCollateralPoolId) external;� �� �
7 3 function setCollateralPoolLimits(uint128 collateralPoolId,

↪→ LimitConfig memory limits) external;� �
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C V F - 2 4 7 I N F O

• C a t e g o r y S u b o p t i m a l • S o u r c e

I P r o t o c o l C o n f i g u r a t i o n M o d u l e . s o l

R e c o m m e n d a t i o n T h i s f u n c t i o n s h o u l d e m i t s o m e e v e n t s a n d t h i s e v e n t s h o u l d b e d e c l a r e d

i n t h i s i n t e r f a c e .

C l i e n t C o m m e n t T h e s e m o d u l e f u n c t i o n s a r e w r a p p e r s f o r l i b r a r y f u n c t i o n s t h a t e m i t

r e l e v a n t e v e n t s .� �
2 8 function configureProtocol(ProtocolConfiguration.Data memory config)

↪→ external;� �
C V F - 2 4 8 I N F O

• C a t e g o r y P r o c e d u r a l • S o u r c e

I R i s k C o n f i g u r a t i o n M o d u l e . s o l

D e s c r i p t i o n W e d i d n ’ t r e v i e w t h i s f i l e .� �
1 4 import { SD59x18 } from "@prb/math/SD59x18.sol";� �

1 0 1



C V F - 2 4 9 I N F O

• C a t e g o r y S u b o p t i m a l • S o u r c e

I R i s k C o n f i g u r a t i o n M o d u l e . s o l

R e c o m m e n d a t i o n T h e s e f u n c t i o n s s h o u l d e m i t s o m e e v e n t s a n d t h e s e e v e n t s s h o u l d b e

d e c l a r e d i n t h i s i n t e r f a c e .

C l i e n t C o m m e n t T h e s e m o d u l e f u n c t i o n s a r e w r a p p e r s f o r l i b r a r y f u n c t i o n s t h a t e m i t

r e l e v a n t e v e n t s .� �
3 1 function configureRiskMultipliers(uint128 collateralPoolId,

↪→ RiskMultipliers memory config) external;� �� �
4 3 function configureLiquidation(uint128 collateralPoolId,

↪→ LiquidationConfig memory config) external;� �� �
5 8 function createRiskMatrix(uint128 collateralPoolId, SD59x18[][]

↪→ memory values) external returns (uint128 blockId);� �� �
6 8 function setBackstopLPConfig(uint128 collateralPoolId,

↪→ BackstopLPConfig memory config) external;� �
C V F - 2 5 0 I N F O

• C a t e g o r y P r o c e d u r a l • S o u r c e C o r e P r o x y . s o l

D e s c r i p t i o n W e d i d n ’ t r e v i e w t h i s f i l e .� �
1 0 import { UUPSProxyWithOwner } from "@voltz-protocol/util-contracts/

↪→ src/proxy/UUPSProxyWithOwner.sol";� �
C V F - 2 5 1 I N F O

• C a t e g o r y P r o c e d u r a l • S o u r c e C o r e P r o x y . s o l

R e c o m m e n d a t i o n I t i s a g o o d p r a c t i c e t o p u t a c o m m e n t i n t o a n e m p t y b l o c k t o e x p l a i n

w h y t h e b l o c k i s e m p t y .� �
2 2 { }� �
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