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This document will cover the configuration required to operate SecurePay with integration to POS systems
through the Retail Terminal Interface for Semi-Integrated Payment Applications (RTI-SIPA) plugin.

The SecurePay Android application is a bi-directional interface which links the PayFacto payment
application to a POS system such as Maitre'D or Veloce. SecurePay automates some operations which
previously had to be carried out by the clerk, such as the entry of the sales amount and card brand
selection. SecurePay is especially well-suited to quick service environments and drive-through windows,
with or without tip management.

The RTI-SIPA plugin is part of the STPISecure installer package and can be installed as a standalone
component. RTI-SIPA's main purpose is to link the POS system and its POS workstations to the SecurePay
application which resides on each payment terminal. This plugin will be installed on the PQOS system's main
back-office PC as well as each POS workstation where a payment terminal will be used.

The integration of SecurePay with various POS systems allows the payment terminal to retrieve guest
check data from the POS System. Once a payment has been processed by the payment terminal,
SecurePay sends the payment data back to the POS System for reporting purposes. Payment amounts, tip
amounts and card brand used are all automatically transmitted to the POS system to allow for accurate
reporting.

SecureTable and SecurePay can both be used on the same POS system. This allows merchants to use any
combination of stationary Pay-at-the-Counter terminals and wireless Pay-at-the-Table terminals.
SecureTable and SecurePay share a similar user interface which provides a consistent user experience for
customers and employees.
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* Maitre’D version 7.08.000.280 or later.

= Maitre’D Electronic Funds Transfer Interface.

= Any supported Windows operating system with all latest updates.

* Java SE Runtime Environment.

* Microsoft .NET Framework 3.5.

* Retail Terminal Interface for Semi-Integrated Payment Applications (RTI-SIPA) plugin. (Included
with the STPISecure Installer)

= SecurePay-Compatible Payment terminal(s)

* 1 Gbps (Gigabit) Ethernet (wired) network or better.
= WiFi network (802.11 ac or better)

* High-Speed Internet connection.
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Here is a quick overview of the entire installation and setup process:

1.

2
3
4.
5

Install/enable Microsoft .NET Framework 3.5 SP1.

. Install the latest version of Oracle’s Java for Windows.

. Use the STPISecure to installer to install the RTI-SIPA plugin.

Configure your POS System.

. Connect, power up and configure payment terminals.

By default, the payment terminals using SecurePay will communicate with the POS system over TCP port
9999.

* Open TCP port 9999 on the corporate firewall.
= Open TCP port 9999 on the Windows Defender Firewall on the POS system's Back-Office as well as on

all POS workstations.

System.

= Each payment terminal needs access to the Internet.

= The wireless network (for wireless payment terminals) needs to be able to communicate with the POS

Copyright © 2021 PayFacto Inc.
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Install Microsoft .NET Framework 3.5 SP1

The .NET Framework (pronounced as "dot net") is a software framework developed by Microsoft that runs
primarily on Microsoft Windows. Microsoft .NET Framework version 3.5 Service Pack 1is required before the
STPISecure installer can be used to install the STPISecure client or other components, such as the RTI-SIPA

plugin.
Enabling Microsoft .NET Framework 3.5 SP1 for Windows 10

On Windows 10, starting with version 1809, Microsoft .NET Framework 3.5 SP1is included as a standard
Windows feature and enabled by default. However, older versions of Windows 10, Enterprise or IoT editions,
could be missing this essential component. Here is the procedure to check whether .NET Framework 3.5 SP1
is installed and how to enable it on Windows 10:

1. Click on the Windows 10 Start button and type Control Panel,

2. The Control Panel app should appear as a search result. Click on Open.

Best match
Control Panel
App

Apps
Control Panel

] Settings App

Settings

B2 System

& Taskbar notification area

(@ Seeif you have a 32-bit or 64-bit Recent

version of Windows - .
B Turn Windows features on or off

Search th: b 2
reh the we [ Uninstall a program
2 control panel - See web results

2 control panel windows 10

L control panel open

2 control panel this computer

£ control panel home

£ control Panel
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3. Within the Control Panel app, click on Programs.
Control Panel — O
14 » Control Panel » v O |
Adjust your computer's settings View by:  Category ~
System and Security User Accounts
Review your com.puter's statgs - a E;‘Changeaccountt)rpe
Save backup copies of your files with File History
Backup and Restore (Windows 7) L
) Appearance and Personalization
= 3 Network and Internet —_
View network status and tasks y “H  Clock and Region
C / Hardware and Sound ke Change date, time, or number formats
i dc.e and printers Ease of Access
Let Windows suggest settings
~ Programs Optimize visual display
Uninst; program
4. Under Programs and Features, select Turn Windows features on or off.
Ei Control Panel\Programs = O
<« v r:'i » Control Panel » Programs » v | D Search Control Panel
Control Panel Home
~  Programs and I
System and Security [‘I Uninstall a progra ) Turn Windows fe iew installed updates
Run programs made for preTmm—, How to install a program
Metwork and Internet
Hardware and Sound % Default Programs ) _
Change default settings for media or devices
¢ Programs
User Accounts
Appearance and
Personalization
Clock and Region
Ease of Access
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5. The Windows Features list will appear.

Windows Features —

Turn Windows features on or off

Active Directory Lightweight Directory Services
Containers

Data Center Bridging

Device Lockdown

Guarded Host

Hyper-V

Internet Explorer 11

Internet Information Services

3]

=]

Internet Information Services Hostable Web Core

® ]
1O00ROO000O00010

| enarv Comnnnents

al

To turn a feature on, select its check box. To turn a feature off, clear its
check PO TTIEa e LIaL Oy o ature is turned on.

6. Look for the feature called .NET Framework 3.5 (includes .NET 2.0 and 3.0).

a. If this feature is not listed, install .NET Framework manually. (See below)

Cancel

b. If you see a black square in this checkbox, .NET Framework 3.5 is already enabled and no further

action is required.

= [m] MET Framework 3.5 (includes .MET 2.0 and 3.0)
[] | Windows Communication Foundation HTTP Activation

[1  Windows Communication Foundation Mon-HTTP Activation

c. If the checkbox is blank, enable it.

=N MET Framework 3.5 (includes .MET 2.0 and 3.0)
[1  Windows Communication Foundation HTTP Activation

[1  Windows Communication Foundation Mon-HTTP Activation

-1, NOTE: The black square in the check box means that the feature itself is enabled,
4" but that some optional components are disabled. The optional components are
not required for STPISecure or RTI-SIPA, so leave them disabled.

7. Click OK on the Windows Features list. This will close the list and apply any changes.

8. Files may be copied and you may be required to restart the PC.

Copyright © 2021 PayFacto Inc.
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SecurePay

Installing Microsoft .NET Framework 3.5 SP1 manually

For versions of Windows prior to Windows 10 1809, or for some older Enterprise or loT
editions, Microsoft .NET Framework 3.5 SP1 may need to be downloaded and installed manually.

The full installer can be obtained from the official Microsoft download site here:

Microsoft .NET Framework 3.5 SP1

Download the file and double-click it to start the installation process. Follow the on-screen instructions and
restart your PC as required.

IMPORTANT! If the link provided here does not work, please use your preferred search

engine and look for "Microsoft .NET Framework 3.5". Be sure to download the files from the
official Microsoft download site. For security reasons, please avoid non-Microsoft sources.
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The STPISecure Installer, the STPISecure client software for SecureTable and the RTI-SIPA plugin for
SecurePay requires the installation of Java for Windows software. This can be downloaded and installed for
free from Oracle’s Java website, Here.

Please download and install the latest version of Java for Windows for your specific Windows edition (32-bit
or 64-bit).

NOTE: Please consult Oracle's Java website for detailed licensing conditions and support.
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The following instructions describes the installation and configuration process for the Maitre’D POS System.

Note for Maitre'D POS users

On a Maitre'D POS system, the latest version of the STPISecure Installer is bundled with each service pack
update. To obtain the latest compatible version of the STPI Secure Installer and ensure
optimal compatibility, please install the latest service pack update for your Maitre'D POS system.

Once the Maitre'D service pack update is installed, the STPISecure installer will be located here:

C:\\POSERA\MaitreD\PRG\Setup

1. Locate the STPISecureX.X.X.X.exe file, then right-click the file and select Run as administrator.

STPI5ecure?.

D2 exe .
= ¥ Run as administrator b

Troubleshoot compatibility

2. You may see a UAC prompt. Click Yes.

User Account Control >

Do you want to allow this app to make
changes to your device?

? STPISecure1.1.7.10

Verified publisher: Posera Software Inc.
File origin: Hard drive on this computer

Show more details

Yes No

Copyright © 2021 PayFacto Inc. Page 110f 88
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3. Please read the End-User Licence Agreement. If you agree with the terms, select / accept the
agreement and click Next>.

= Setup - 5TPISecure version 1.3.1

License Agreement
Please read the following important information before continuing.

Please read the following License Agreement. You must accept the terms of this
agreement before continuing with the installation.

PayFacto Payments Inc.
End User License Agreement

Read this carefully-it creates a legally binding contract.

PayFacto Payments Inc. ("PF""us,”"we") is excited to provide you access to our
secure Universal Middleware solution that we will here call *STPI” or "STPI

Software”, As we open our STPI to "you", "the End User”, there are certain rules
of the road that we need to establish.

Rule Ma. 1-This Document Is Really Important. hd

(®) I accept the agreement

()1 do not accept the agreement

Select the installation destination for STPISecure files. Accept the default path by clicking Next>.

Lo Setup - 5TPISecure version 1.3.1

Select Destination Location
Where should 5TPISecure be installed?

[ F Setup will install STPISecure into the following folder,

To continue, dick Next. If you would like to select a different folder, dick Browse.

Browse...

At least 3.0 MB of free disk space is required.

Copyright © 2021 PayFacto Inc. Page 12 of 88
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5. Select the components you wish to install and click Mext>. A brief description of each available
component is provided below. Install only what you need.

L Setup - 5TPISecure version 1.3.1 - x
Select Components =
Which compenents should be installed? =
i )

Select the components you want to install; dear the components you do not want to
install. Click Next when you are ready to continue.

Typical installation ~
STFI Client v2.4.0 13.8 MB
[J7PI Client v1.0.4 0.6 MB
Client InstallAsService Guide 3.1MB
Mt vz2.30 0.5MB
[ TPixel Client v1.0,14 2.4 MB
[]TPosi Client v1.1.0 0.6 MB
VirtuaTerminal v1.0.1 7.7MB
RTI-SIPA v1.31.05 (Installs to 'C:\EFT-RTI' folder) 17.4 MB

Current selection requires at least 44.9 MB of disk space.

STPI Client v2.x.x.x

This component is required to use the SecureTable application with wireless payment terminals in a
table service environment, with a POS system like Maitre'D, Veloce and others. It can be installed alone
or alongside RTI-SIPA v1.xx.x.x if a combination of Wireless PATT terminals and fixed terminals are

used.
NOTE: If you don't use wireless payments terminals with SecureTable, you don't need to
install this component.

TPI Client v1.x.x

This component is only required with older versions of Maitre'D, such as 7.05.x.x. Do NOT install this
component with newer versions of Maitre'D.

Client InstallAsService Guide

This component is optional and copies documents to the install folder with instructions on how to
setup various clients as services.

MTI v2.30

This component is required for the Micros POS system only.
TPixel Client v1.0.12

This component is required for the Pixel Point POS system only.
TPosi Client v1.1.0

This component is required for the Positouch POS system only.

VirtualTerminal v1.0.1
This is an optional component that allows for the software to be tested and demonstrated.

Copyright © 2021 PayFacto Inc. Page 13 of 88
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RTI-SIPA v1.xx.x.X

This component installs the Retail Terminal Interface for Semi-Integrated Payment Application (RTI-
SIPA) plugin files for use with the SecurePay application. This component needs to be installed on the
POS system's main Back-Office PC as well as on all POS workstations that will manage a payment
terminal. It can be installed alone or alongside STPI Client v2.x.x.x if a combination of Wireless PATT

terminals and fixed terminals are used.

6. Select the All Others (POS 4) option and click Next>.

Lo Setup - 5TPISecure version 1.3.1 -

Select 5TPI options
These settings will be reflected in the gateway properties file of STPL

)

() Aloha (POS 1)

() Micros (POS 2)

() Squirrel (POS 3)
® All Others (POS 4)

Copyright © 2021 PayFacto Inc. Page 14 of 88
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7. Fillin the settings for the RTI-SIPA plugin:

L Setup - 5TPISecure version 1.3.1 -

Please fill in RTI settings
These settings will be set in the EFT-RTI properties.ini file.

Terminal IP address:

(e 0 |

License merchant token:
[-w |

Licensze postalcode zipcode:

License store id:

Terminal IP address

Type in the IP address of the payment terminal that will be managed by the POS Workstation where

this instance of the RTI-SIPA plugin is being installed.

License merchant token

Type in the License Token that was supplied with the STPISecure license.

License postal code / zip code

Type the Canadian Postal Code or U.S. Zip Code of the merchant.

License store ID

Type the store ID or store name as it appears on the documentation that came with the STPI license.

Copyright © 2021 PayFacto Inc.
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8. The setup wizard is now ready to begin the automated installation process. Review your settings and
click the Installbutton.

= Setup - 5TPISecure version 1.3.1 — *

Ready to Install
Setup is now ready to begin installing STPISecure on your computer,

Click Install to continue with the installation, or dick Back if you want to review or
change any settings.

Destination location:
C:\Program Files (x86)\Payfacto\STPISecure

Setup type:
Typical installation

Selected components:
STPI Client v2.4.0
Client InstallAsService Guide
VirtualTerminal v1.0.1
RTI-SIPA w1.31.05 {Installs to 'C:\EFT-RTT folder)

Copyright © 2021 PayFacto Inc. Page 16 of 88
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9. You will see various progress bars during the installation process. This could take a few minutes.

L Setup - 5TPISecure version 1.3.1 - X

Installing
Please wait while Setup installs STPISecure on your computer.,

Extracting files. ..
C:\EFT-RTIVEFT-RTL. I

a. During the installation, you could see the installation of required components like Microsoft C++
2008 Redistributables. This will only appear if the component is missing from your system.
Otherwise, you will not see this.

ﬁ Microsoft Visual C++ 2008 Redistributable Setup — x

Welcome to Microsoft Visual C-++ 2008
Redistributable Setup

This wizard wil guide you through the installation process.

ﬁ Microsoft Visual C++ 2008 Redistributable Setup — x

License Terms.

B sure to carefully read and understand al the rights and restrictions described in the
license terms. You must accept the license terms before you can install the software.

MICROSOFT SOFTWARE LICENSE TERMS "
MICROSOFT VISUAL C-++ 2008 RUNTIME LIBRARIES (X86, 1464 AND X64)

These license terms are an agreement between Microsoft Corporation (or based on
where you live, one of its affilates) and you. Please read them. They apply to the
softare named above, which indudes the media on which you received it, if any. The

terms also apply to any Migrosaft v

Press the Page Down key to see more text,

¥ Thave read and accept the license terms.

<Back || Instal > H Cancel
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c. A progress bar will be displayed during the installation process.

d. When the process completes, a confirmation will appear. Click Finish.

Setup

2% Setup iz configuring the install, This may
take a minute or twao.

-

ﬂ Microsoft Visual C++ 2008 Redistributable Setup - X

Setup Complete

Microsoft Visual C++ 2008 Redistributable has been successfully installed.

Itis highly recommended that you dowrload and instal the lstest service packs and
security updates for this product.

For mare information, visit the following Web site:

10. Once the installation completes, you will see the screen pictured below. Click the Finish button.

L Setup - 5TPISecure version 1.3.1 —

Completing the STPISecure Setup
Wizard

Setup has finished installing STPISecure on your computer.
The application may be launched by selecting the installed
shortouts.

Click Finish to exit Setup.

This completes the installation process for the RTI-SIPA plugin.

Copyright © 2021 PayFacto Inc.
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Maitre'D Electronic Funds Transfer Module Setup

Verify the Maitre’D license

Make sure that the Maitre’D Electronic Funds Transfer Interface option is included on the Maitre’D license.
To confirm this, simply logon to the Maitre’D Back-Office using appropriate credentials, click on the File
menu and select the Licenses option.

File View Tools Help

Licenses... %
Printer setup...
Log...

Eit
WTOOUTES

This will bring up the license’s properties. Only one option is required for SecurePay to operate properly:
* Interface Electronic Fund Transfer.

Installed Licenses ? X
Serial Number: & Ba | Modif |
Commerce Mame: Haie  mwm oLl
whorkstation = 20 Print

Stock managerment
Multi-Location inventary
Delivery

Time & Attendance
Account Receivable

[ Inteiface Electonic Fund Transfer ’
7

Enhance EFT

Dizcount Manager

Interface General Ledger
Interface Account Receivable

Interface Account Payable
Interface Payrall

Interface Soale

Interface Bar

Interface Time & Attendance
Interface Gift Certificate

Site Code Ml sl TN
Date: Created: RomfugesT0 Sl 55200
[ ate Modified: B se el BSELINE
License: s

Mairtenance expires on: B0 (0D

If this option is missing, it will need to be purchased before you can use SecurePay. Please contact your
local sales representative.

Copyright © 2021 PayFacto Inc. Page 19 of 88



SecurePay

PayFacto

Expertise - Agility - Execution

Maitre'D Edition

Electronic Funds Transfer (EFT) Interface setup

User Login

05-10-2021

User Mame | John Doe |

Passwnrd | II.III.II' |

s |
L]

Electronic funds transfer

3. Click the View menu, and select Options..

E‘E. Electronic funds transfer - [Home Page]

File ' View Transaction FReport Tools

Hom Status Bar
Options...
( Server status 3aCI{-

1. Logon to the Maitre'D Back-Office with appropriate credentials. (Distributor or System Owner)

Copyright © 2021 PayFacto Inc.
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4. The Configuration screen opens on the Interface branch.

Cenfiguration ?
g—

"I_rﬂi. Interface

TETTTE S o

- Operation

- Receipt #Imaﬁce EFT-RTIv1.0 ~ IP [ Moneris
Payment Device Tip St

- Pay at the Table Protocol [EXTERNAL

- Remote Payment Devi =
Lane [dentification | L99 MetaToken
Home Page

Timeout 120

Pazsword |1
IP Address

Process Control UTG Server

Shared Falder [C:\POSERA\MAITRED\DATA
TSYS Identfication URL

Staging URL

Credit UIRL

Gift URL

Fieporting URL

Interface
Select EFT-RTI vi.0from the drop-down list.
Ignore the remainder of the settings on this page.

Copyright © 2021 PayFacto Inc.
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5. Click on the Identification branch.

Configuration

. Payment Device Tip 5t
- Pay atthe Table

Remate Payment Devi Merchart Name \ |
- Heme Page

Store Number ‘ ‘

Merchant Number | |

Generate Access Token ‘ |

#Emv

[ Use Pre-Authorization

Ermor message language French

Pre-Authorization 00| %

Maximum Overflow 00 %

Automatic EFT Pre-autho.

Default Automatic EFT

Single Auto EFT Pre-autho

Store Number
Leave this field blank.

Merchant Name

Leave this field blank.
Merchant Number
Leave this field blank.
Generate Access Token
Ignore this option.

EMV

Enable this option.

Use Pre-Authorization

Enable this option to enable pre-authorization options for bar tabs. This feature only works with select
payment processors in the United States.

Error Message Language

This field is grayed out and cannot be used with SecurePay.
Pre-Authorization %

This field is grayed out and cannot be used with SecurePay.
Maximum Overflow

This field is grayed out and cannot be used with SecurePay.

Automatic EFT Pre-Autho.

This option will become available once the Use Pre-Authorization option is enabled. Enable this option
to use bar tabs. This feature only works with select payment processors in the United States.
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Default Automatic EFT

Enter the default amount to be used for authorization when opening a bar tab with a credit card. This
amount is also used as an increment value if the total of items already ordered is higher than the
default amount. For example, if the default value is $25.00, Maitre'D will increment the suggested
amount by $25.00 slices, going from $25.00 to $50.00 and then to $75.00 and so on, as needed to
cover the current amount of the running tab.

Single Auto EFT Pre-Autho.

Enable this option to modify and re-use the existing pre-athorization when the authorized amount is
exceeded. Disabling this option will cause a new pre-authorization to be processed every time the
authorized amount is exceeded, which requires the card to be re-swiped. Some payment processors
don't allow existing pre-authorizations to be modified while others may explicitly require it, so please
check with your processor whether you should enable or disable this option.
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6. Click on the Operationbranch.

Configuration ? X
Interface Operation
4%; * POS Refresh
- Payi evice Tip SU '
Number of Te s |1
- Pay atthe Table umberet feminais
Remate Payment Devi
- Heme Page
[JEnd of Day [ Attemate Card Masking
[[] Operation Trace Partial Authorization
[[] Name on EFT Receipt ] Wait for EFT Finalization
Fast Food Wait for corfirmation Gratuity on EFT Receipt
ler watt for corfimmation xtended Vaid Retum
[ Ord for corfi Extended Void R

Batch

Close batch with pending transactions
Close debit batch
Close EMV PIN Pad batch at EOD

Batch Report | Summary

Extemal Close Batch

Close intemal batch only

POS Refresh
Set this value to 5.

Number of terminals
Set this value to the number of SecurePay terminals that will be in use.
End of Day
Disable this option.
Operation Trace
Disable this option.
Name on EFT Receipt
Disable this option.
Order Wait for Confirmation
Disable this option.
Alternate Card Masking
Disable this option.
Wait for EFT Finalization
Disable this option.
Other options
All the remaining options are grayed-out and cannot be changed. Ignore them.
7. The settings from the Receipt, Payment Device Tip Suggestion, Pay at the Table, Remote Payment
Device and Home Page branches don't have any effect on the operation of SecurePay. Please make

sure not to change or remove any settings found in these pages, as these could affect the operation
of other payment terminals operating with SecureTable.
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8. Click OKto save changes and close the options window.
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Assign a Payment Terminal to POS Workstation

Each payment terminal using SecurePay needs to be assigned to a POS Workstation. Note that each POS
workstation can only drive one payment terminal, therefore the number of payment terminals using
SecurePay shouldn't exceed the number of POS workstations.

The following procedure is required to assign a specific payment terminal to a specific POS workstation in
Maitre'D.

Procedure

1. Logon to the Maitre’D Back-Office with appropriate credentials. (Distributor or System Owner)

Uzer Login >

05-10-2021 14

User Mame | John Doe |

Password | sesssnsns |

Cancel

Point Of Sale Control
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3. Click the Workstationmenu, and select Options...

Point Of 5ale Control - [Home Page]

Worlkstation
Home Page xl Table Colaor...

Revenue Center Screens

File View Employees Payrments

Market segments...

Maitre’'De Back-Offic  Redirection table...

Printer type...
Shared printer...

Logical

=3 Point Of Sale Control

printer...

4. The list of available POS workstations will appear. Select the POS Workstation to which you want to

assign a payment terminal and click Modify.

Cash Register

4 | Description [ iD
DO a DA Je
Lm
— |ros2 000002
— |ros3 000003
— |ros4 000004
— |ross 000005
— |ross 000006
— |ros7 000007
— |ross 000008
— |ross 000009
— |rosto 000010
— |rosti 000011
— |rostz 000012
— |ros13 000013
— |Posis 000014
— |rosis 000015
— |Posis 000016
— |ros17 000017
— |rosie 000018
— |rosts 000019
— Jros2o 000020

Copyright © 2021 PayFacto Inc.

Page 27 of 88



HPayFacto

SecurePay Expertise - Agility - Execution Maitre'D Edition

5. The POS workstation's options will appear. Click the Devices branch on the left of the window, then
click the Addbutton to start adding a new device.

Waorkstation
- Revenue Center

- Mede Device Type Port Driver Add 3
Invoice

Messages
- Ports

@ Properties

Devices

Remove

Delete oK Cancel Apply

6. Inthe Add Device dialog, select PIN Pad and click the Setup button.

Add Device ?
ﬂh Bar Dispenszer #1 - | Setup [ |
ﬁn Bar Dispenser #2 AR
fl Biometric Feader Cancel
f_ﬂ Card Reader

Cash Card Feader

Q Cash Drawer #1

Q Cash Drawer #2

%2 Coin Dispenzer

CwM

@ Digital ¥ideo Recorder

5 Fizcal Printer

% Line Dizplay
= s efark -
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7. Setup the device as follows:

Device Setup ?
PIN Pad
Cancel
* Type | Metwork. w
Port il

* Driver | External v
IP Address |2 100 -

Port Mumber 3334

Id

ldle Meszsage

ety [ ]

Prompt for tip [
Frint Tip Line

Type

Select Network from the drop-down list.

Port

This setting is disabled and cannot be configured. Ignore it.
Driver

Select Externalfrom the drop-down list.

IP Address

Enter the IP address of the payment terminal.

Port Number

Enter the TCP port number used by the payment terminal. The default value for SecurePay is 9999.
ID

This setting is disabled and cannot be configured. Ignore it.
Idle Message

This setting is disabled and cannot be configured. Ignore it.
Identity

Enter the payment terminal's identity, which is supplied by the payment processor. This is also
referred to as Terminal ID or TID.

Prompt for tip

This option has no effect with SecurePay payment termimals, as it will be overridden by the
configuration of the SecurePay application installed on the payment terminal.

Print Tip Line
This setting is disabled and cannot be configured. Ignore it.
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8. Click OK on the Device Setup dialog to save your changes. The new device will appear in the list:

- Workstation
Revenue Center

Mode Device Type Port Driver Add

- Invoice * PIN Pad 192.168; 9999 Extemal
- Messages

Ports
Printers

Devices

Remove

Properties
- Devices

- Advanced

Delete oK Cancel Apply

9. Click OKto save changes to the workstation setup and close this window.

10. Close the POS workstation list, or select another POS workstation and repeat steps 4 to 9 to configure

more payment terminals.

Make sure that each payment terminal using SecurePay is assigned to a POS workstation.
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SecurePay

Main Media Type for SecurePay

With semi-integrated protocols such as SecurePay, a main media type is required to start
processing any card payment. The purpose of this media type is to activate the payment terminal and
initiate the transaction process.

IMPORTANT! The media type described here is essential to process card payments. While it is
technically possible to process card payments without any additional media types

configured, media types known as "mappings" are required to generate accurate reporting
data for each card brand accepted by the merchant. See
for more details.

Configuration Procedure

1. Logon to the Maitre’D Back-Office with appropriate credentials. (Distributor or System Owner)

Uzer Login >

05-10-2021 14

User Mame | John Doe |

Password | ---------l |

Back-Office

2. Start the Point of Sale Control Module.

=

Point Of Sale Control
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3. Click the Payments menu, and select the Media Types... option.

Point Of 5ale Control - [Home Page]

File View Employees Revenue Center Screens  Workstation  Payments  Frequent Diner  Report

Home Page X l Taxes...

. Maitre'De Back-Office

Tips & Service...

Void reazons

E@ Point Of Sale Control

4. The list of all current media types will be displayed. Click the Add button.

Media

4 | Description [1p
£ Al LA jo;
 |cash 000001
| Media Type #24 000024
| Media Type #25 000025
_ |Paidout? 000026
_ |Paidout2 000027
_ |Paidout3 000028
_ |Paidout4 000023
_ |Paidout5 000030
| Paidin1 000031
_ |Paidin2 000032
_ |Paidin3 000033
_ |Paidind 000034
_ |Paidin5 000035
| Gift cand purchase 000036
| Complimentary 000037
| Mediatype #38 000038
| Mediatype #35 000039
| Discourt transfers 000040
| Tips charged 000041
| Cash rounding 000042

Sales transfert 000043
] Fmnlovee advance
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5. A blank Media Type window will open directly on the Medlia Type branch. Configure according to the
information below:

Media types #2 - T ? X
[E} ) Media Type|
e
.G Card Property
Deescription | CREDIT/DEBIT
Fayment Type | Edemal Pinpad i
Payment Suplus | Tip entry -
Identfication
Room Charge Fiscal I:I
Cumency
Mo.cfDecimas | 0| GrmenoyCode [ |
Media Limit
Minimum $0.00 Maxdmum
Delete Cancel Apply

The Media Type ID number is automatically determined by Maitre’'D when the Media Type is created.
Maitre’D will always use the lowest available number between #2 and #23 inclusively.

Description
Enter a meaningful description for this media type. This should be as generic as possible, as the sole

purpose of this media type is to initiate a card payment with any card brand. A common name used for

this media type is simply CREDIT/DEBIT.

Payment Type
Select the External Pinpad option from the drop-down list.

Payment Surplus

* Select Tip Entry if the merchant accepts tips for servers.
= Select MULL if the merchant does not accept tips.

Configure remaining options per the customer’s needs and preferences.

Copyright © 2021 PayFacto Inc. Page 33 of 88



HPayFacto

SecurePay Expertise - Agility - Execution Maitre'D Edition

6. Click on the Option branch.

Media types 2 - Emv credit/debit ?

& Option
Options
Print Recsipt
[“1Check on Receipt
" [Falio

[ Keyboard Input

ﬁ Included in Report
[CJcustomer Receipt

Tip Ertry on Receipt

[ 0pen Drawer
[ Mandatory confimation
] Auto Adjust Tips on Extemal Order

Do not print tax on receipt

Paid In # Paid Out

Paid In
Cash Only

None ~
lcon
Icon path

Browse Clear

Delete Cancel Apply

Print Receipt (Optional)
Enable this option to allow for a receipt to be printed after the transaction has been processed.

Check on Receipt (Optional)
Enable this option to have the detailed check print on the receipt.

Folio
Disabled. This option needs to be disabled for cards to be read properly.

Keyboard Input
Disabled. This option cannot be used since the Folio option above also needs to be disabled.

Included in Report

Enable this option so that this media type is shown in Back-Office reports (Recommended). Disabling
this option will cause this media type to be hidden in the reports (NOT recommended).

Open Drawer (Optional)

Enable this option to make the cash drawer open when this media type is used.

Configure remaining options per the customer’s needs and preferences.
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7. Click on the Card Property branch.

Media types #2 - Emy credit/debit ?

EE Media Type & Card Property
D
B¥: 1 Card Property, fCand Type )
e | EFT Category | Others ~|  Type Cther ~
g
Discount Rate 0.00
Tips Credit Fees
[ Blectronic Fund Transfer [] Validation
[]Hide Card Number [ Expiration
Show on Merchart Copy [] Debit Card
Credit Only
Card Validation
[ Custom Card
Number of Digits Ijl Or Ijl
Delete Cancel Apply
EFT Category
Set this drop-down list to Others.
Type

Set this drop-down list to Other.

Discount Rate

This option is not supported with EMV protocols and semi-integrated protocols like SecureTable or
SecurePay. Leave this value at 0.00.

Tips Credit Fees

Enter the percentage of tips paid to the waiters that will be withheld to cover for fees charged by
payment processors. If you do not wish to use this feature, leave it at 0.00.

1. NOTE: Some jurisdictions don't allow transaction or credit card processing fees to be
+~  passed down to employees. Please verify your local regulations before using this
feature.

Electronic Funds Transfer

Disable this option. This option needs to be disabled on the main EMV Credit media type. Leaving it
enabled will cause unwanted effects.

Hide Card Number

Disable this option. This option needs to be disabled on the main EMV Credit media type. Leaving it
enabled will cause unwanted effects.

Show on Merchant Copy

Disable this option. It should be grayed-out anyways.
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Credit Only

This option is not usable (grayed-out) with most EFT protocols. It is only used with the Datacap -
DSIEMVUS semi-integrated protocols to allow Pre-Authorization and PreAuth Capture with select
processors that support this feature.

Validation

Disable this option. Validation is only used with fully integrated EFT protocols and has no effect with
semi-integrated protocols such as SecureTable or SecurePay.

Expiration

Disable this option. This option automatically becomes enabled when Electronic Funds Transfer is
enabled. Make sure to DISABLE it. Otherwise, the POS will request the credit card’s expiration date,
which will slow down your operations. This information is already checked by the payment
terminal and does not need to be re-validated by the POS.

Debit Card

Disable this option. This option needs to be disabled on the main EMV Credit media type. Leaving it
enabled will cause unwanted effects.

Card Validation

All the options in this section must be cleared. Make sure to clear the Custom Card checkbox as well as
all the fields in the Card Validation section.

8. Click OKto save changes. The new media type will appear in the list.

Description | D | ~ I Modify
£ Al 2 A jo)
= Add
==
S L oo / -
Frint
| Cther emv/eft 000004
| Interac debit 000005
| Misa 000006
| Mastercard 000007
| American express 000008
__|deb 000009
| Discover 000010
| Diners club 000011
| Maestro 000012
| Manual gift redeem 000013
| Mediatype #14 000014
| Mediatype #15 000015
| Mediatype #16 000016
| Fdredeemed 000017
| Company meal $5.25 000018
| Mealticket $4to 86 000019
| Mediatype #20 000020
Gift cert. redeem 000021
| Fumn cumeney nnnz2 v Cloze

9. Click the Close button to close this list and return to the POS Control module.

This completes the configuration of the main media type used to activate the payment terminal and
initiate the transaction process.

Important

While it is technically possible to start processing card payments right away without creating additional
media types, doing so is not recommended. Without additional mappings, all card payments will report
under the generic media type. This means that data and statistics for each card brand will not be available,
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therefore you will not be able to differentiate Visa, Mastercard, Amex, Debit or any other type of card
payment.

See Media Type mappings for SecureTable or SecurePay
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Media Type mappings for SecureTable or SecurePay

Before you begin

In order to get accurate reporting data with SecureTable or SecurePay, media types known as mappings
need to be created for each card brand that will be accepted by the merchant. Before beginning, gather
information on all the card brands and payment types that are accepted at the restaurant. Obtain this
information from the restaurant owner and managers, and from the restaurant’s credit card processor.

E"

NOTE: SecureTable and SecurePay can be used at the same time on the same POS system.
Therefore, the merchant can have any combination of stationary terminals using SecurePay
and mobile terminals using SecureTable. Both types of terminals will share the same media

type mappings.

Creating mappings for each card brand

1. Logon to the Maitre’D Back-Office with appropriate credentials. (Distributor or System Owner)

Uzer Login >

05-10-2021 14

User Mame | John Doe |

Password | sesssnsns |

Cancel

Point Of Sale Control
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3. Click the Payments menu, and select the Media Types... option.

Point Of 5ale Control - [Home Page]
File View Employees Revenue Center Screens Workstation Payments  Frequent Diner
Home Page X | Taxes...

. Togt 1._- f
Maitre'De Back-Office
g & . ) Yoid reasons
=4 Point Of Sale Control
4. The list of all current media types will be displayed. Click the Add button.
Media
—
DA oA 0
 |cash 000001
| Media Type #24 000024
| Media Type #25 000025
_ |Paidout? 000026
_ |Paidout2 000027
| Paidout3 000028
_ |Paidout4 000029
_ |Paidout5 000030
| Paidin 1 000031
_ |Padin2 000032
_ |Paidin3 000033
_ |Paidin4 000034
_ |Paidin5 000035
| Gift card purchase 000036
| Complimentary 000037
| Mediatype #38 000038
| Media type #39% 000033
| Discourt transfers 000040
| Tips charged 000041
| Cash rounding 000042
| Sales transfert 000043
Fmnlnves advance nnnna4
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5. A blank Media Type window will open directly on the Medlia Type branch. Configure according to the
information below:

Media types #6 - Visa 7
qlﬂ Media Type ] Media Type
- Ly, Set
L. Caly_ pperty up
— »r pion [VISA
_”' Fayment Type |Charge >
ﬁ Payment Sumplus | Tip entry ~
Identfication
Room Charge Fiscal I:I
Cumency
Nb. of Decimals El
Media Limit
Mirimum £0.00 Maximum 20.00
Delete Cancel Apply

Media Type ID #

The Media Type ID number is automatically determined by Maitre’D when the Media Type is created.
Maitre’D will always use the lowest available number between #2 and #23 inclusively.

Description

Enter a meaningful description for this media type. This should generally be a card brand name such
as Visa, MasterCard, AMEX, etc. This description will be shown on customer receipts and media reports.
Payment Type

Select the Charge option from the drop-down list.

Payment Surplus

* Select Tip Entry if the merchant accepts tips for servers.
= Select MULL if the merchant does not accept tips.

Configure remaining options per the merchant’s needs and preferences.
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6. Click on the Option branch.

Media types 26 - Visa ?

% Option
Options

Print Recsipt
[~ Check on Receipt

Pb [ Folia

[ Keyboard Input
ﬁ Included in Report

[ Customer Receint
Tip Entry on Receipt

Open Drawer

] Mandatory confimation

[ Auto Adjust Tips on Extemal Order
Do nat print tax on receipt

Paid In / Paid Out

Paid In

Cash Only
None ~
lcon
lcon path
Browse Clear
Delete Cancel Apply

Print Receipt (Optional)
Enable this option to allow for a receipt to be printed after the transaction has been processed.

Check on Receipt (Optional)
Enable this option to have the detailed check print on the receipt.

Folio
Disabled. This option needs to be disabled for cards to be read properly.

Keyboard Input
Disabled. This option cannot be used since the Folio option above also needs to be disabled.

Included in Report

Enable this option so that this media type is shown in Back-Office reports (Recommended). Disabling
this option will cause this media type to be hidden in the reports (NOT recommended).

Open Drawer (Optional)

Enable this option to make the cash drawer open when this media type is used.

wireless payment terminals using SecureTable. However, payment terminals with
SecurePay will be affected.

% . NOTE: Print Receipt, Check on Receipt and Open Drawer options have no effect on
/g

Configure remaining options per the merchant’s needs and preferences.
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7. Click on the Card Property branch.

Media types #6 - Visa 7
E‘E ed\a Type 5% Card Property
: E'I.',‘ —— (CardType )
EFT Category |Visa | Type Credit ~
Discount Rate 000 '
Tips Credit Fees
Electronic Fund Transfer [ validation
Hide Card Number [] Expiration
[[] show on Merchart Copy [] Debit Card
Credit Only
Card Validation
[] Custom Card
Number of Digits Ijl Or I:I
o] o]
Delete Cancel Apply
EFT Category
Set this drop-down list to whichever card brand that needs to be mapped to this media type.
Type

This drop-down list is used to determine the type of payment for the purpose of Sales Recording
Modules and fiscal printers. The available settings are described below.

Cash

Select the Cash option for the default cash payment and any other payment involving cash, such as
foreign currencies.

Credit

Select this option for all credit card payments.

Debit

Select this option for U.S. Debit and Canadian debit (Interac) payments.
Other

Select this option for all payments which do not fall in any of the above categories. Gift card purchases
and Gift Card redeem are common examples of media types where Other needs to be selected.

Discount Rate

This option is not supported with EMV protocols and semi-integrated protocols like SecureTable or
SecurePay. Leave this value at 0.00.

Tips Credit Fees

Enter the percentage of tips paid to the waiters that will be withheld to cover for fees charged by
payment processors. If you do not wish to use this feature, leave it at 0.00.
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NOTE: Some jurisdictions don't allow transaction or credit card processing fees to be
passed down to employees. Please verify your local regulations before using this
feature.

Electronic Funds Transfer

Enable this option. This option needs to be enabled to block operations that are not compatible with
EMV payments, such as Cancel/Reopen Check.

Hide Card Number

This option automatically becomes enabled when Electronic Funds Transfer is enabled. Leave it
enabled.

Show on Merchant Copy

Disable this option. This option was used by older, non-integrated protocols and caused the credit
card number to be printed on the merchant copy of EFT transaction records. This option has no effect
with any Electronic Funds Transfer protocol, semi-integrated protocols, SecureTable or SecurePay.

Credit Only

This option is not usable (grayed-out) with most EFT protocols. It is only used with the Datacap -
DSIEMVUS semi-integrated protocols to allow Pre-Authorization and PreAuth Capture with select
processors that support this feature.

Validation

Disable this option. Validation is only used with fully integrated EFT protocols and has no effect with
semi-integrated protocols such as SecureTable or SecurePay.

Expiration

Disable this option. This option automatically becomes enabled when Electronic Funds Transfer is
enabled. Make sure to DISABLE it. Otherwise, the POS will request the credit card’s expiration date,
which will slow down your operations. This information is already checked by the payment
terminal and does not need to be re-validated by the POS.

Debit Card

= Enable this option if you are creating a mapping for U.S. Debit or Canadian Debit (Interac).
* Disable this option for credit card brand mappings (Visa, Mastercard, American Express,
Discover, etc.).

Card Validation

All the options in this section must be cleared. Make sure to clear the Custom Card checkbox as well as
all the fields in the Card Validation section.
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8. Click OKto save changes. The new media type will appear in the list.

Other emv./eft 000004

4| Description [1p [~ [ Modiy
£ Al LA jo)
_ |Cash 000001 Add
Emv credit/debit 0oooo2
: Emv manual credit 000003 Frint

| American express 000008
| Jeb 000009
| Discover 0ooo10
| Diners club 000011
| Maestro 000012
Manual gift redeem 000013
| Mediatype #14 000014
Media type #15 000015
| Mediatype #16 000016
| Fdredeemed 000017
| Company meal $5.25 000018
Meal ticket $4to 6 000019
| Media type #20 000020
Gift cert. redeem 000021
| Fum cureney 22 W Cloge

9. Repeat the previous steps until all required mappings are created. At the end of the process, you
should have one mapping for each card brand that is accepted by the merchant.
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Generic Media Type mapping for SecureTable or SecurePay

Before you begin

This configuration is optional for most merchants. Before proceeding, make sure that the main media type
and individual media type mappings are created for each accepted card brand.

A generic media type mapping may be required to cover the rare cases where a customer may pay with a
card that is accepted by the merchant, but not already configured as a mapping in Maitre'D media types. If
a dedicated media type mapping does not already exist, the payment would be recorded against the main
media type, generally called "CREDIT/DEBIT". The goal of the generic mapping is to have such payments
recorded against a media type with a more meaningful name, something like "Other Card Payment" for
instance.

g . NOTE: SecureTable and SecurePay can be used at the same time on the same POS system.

" Therefore, the merchant can have any combination of stationary terminals using SecurePay
and mobile terminals using SecureTable. Both types of terminals will share the same generic
media type mapping.

Creating the Generic mapping

1. Logon to the Maitre’'D Back-Office with appropriate credentials. (Distributor or System Owner)

User Login *

05-10-2021 14

User MName | John Doe |

Passwurd | ---------| |

Maitre'D Cancel

Back-Office

2. Start the Point of Sale Control Module.

=i

Point Of Sale Control
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3. Click the Payments menu, and select the Media Types... option.

Point Of 5ale Control - [Home Page]
File View Employees Revenue Center Screens Workstation Payments  Frequent Diner
Home Page X | Taxes...

itre'De ffi
Maitre’'D® Back-Office
g & . ) Yoid reasons
=k Point Of Sale Control
4. The list of all current media types will be displayed. Click the Add button.
Media
—
Oa oA o]
 |cash 000001
| Media Type #24 000024
| Media Type #25 000025
_ |Paidout? 000026
_ |Paidout2 000027
| Paidout3 000028
_ |Paidout4 000029
_ |Paidout5 000030
| Paidin 1 000031
_ |Padin2 000032
_ |Paidin3 000033
_ |Paidin4 000034
_ |Paidin5 000035
| Gift card purchase 000036
| Complimentary 000037
| Mediatype #38 000038
| Media type #39% 000033
| Discourt transfers 000040
| Tips charged 000041
| Cash rounding 000042
| Sales transfert 000043
Fmnlnves advance nnnna4
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5. A blank Media Type window will open directly on the Medlia Type branch. Configure according to the
information below:

Media types #4 - - ?
Q) Media Type f&| Media Type
T Card rty Setup
Description |Cther Cand Payment
Payment Type |Charge i
Payment Surplus | Tip entry ~
Identification
Room Charge Fizcal l:l
Cumency
Nb. of Decimals I:I Cumency Code I:I
Media Limit
Minimum $0.00 Maximum
Delete Cancel Apply

Media Type ID #

The Media Type ID number is automatically determined by Maitre’D when the Media Type is created.
Maitre’D will always use the lowest available number between #2 and #23 inclusively.

Description

Enter a meaningful description for this media type. For the Generic mapping, this could be Other Card
Payments or something similar. This description will be shown on customer receipts and media
reports.

Payment Type

Select the Charge option from the drop-down list.

Payment Surplus

= Select Tip Entry if the merchant accepts tips for servers.
* Select MULL if the merchant does not accept tips.

Configure remaining options per the merchant’s needs and preferences.
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6. Click on the Option branch.

Media types #4 - Other card payment ?

Prirt Receipt
[#]Check on Receipt
[ Folio
[ Keyboard Input
ﬁ Included in Report
[C]Customer Receipt
Tip Entry on Receipt
Open Drawer
D Mandatory confimation
[ Auto Adjust Tips on Extemal Order

Do not print tax on receipt

Paid In / Paid Out

Paid In
Cash Only

None ~

Delete Cancel Apply

Print Receipt (Optional)

Enable this option to allow for a receipt to be printed after the transaction has been processed.
Check on Receipt (Optional)

Enable this option to have the detailed check print on the receipt.

Folio

Disabled. This option needs to be disabled.

Keyboard Input
Disabled. This option cannot be used since the Folio option above also needs to be disabled.

Included in Report

Enable this option so that this media type is shown in Back-Office reports (Recommended). Disabling
this option will cause this media type to be hidden in the reports (NOT recommended).

Open Drawer (Optional)

Enable this option to make the cash drawer open when this media type is used.

.. NOTE: Print Receipt, Check on Receipt and Open Drawer options have no effect on
+~  wireless payment terminals using SecureTable. However, payment terminals with
SecurePay will be affected.

Configure remaining options per the merchant's needs and preferences.
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7. Click on the Card Property branch.

Media types #4 - Other card payment ?
E‘E Media Type % Card Property
%4 Card Property Card Type
— EFT Category | Cther EFT | Type Credit ~
Discount Rate 0.00 |
Tips Credit Fees
Blectronic Fund Transfer [ Validation
Hide Card Number [ Expiration
[[] Show on Merchart Copy [] Debit Card
Credit Only
Card Validation
[[] Custom Card
Delete Cancel Apply
EFT Category
Set this drop-down list to Other EFT.
Type

Set this drop-down list to Credit.

Discount Rate

This option is not supported with EMV protocols and semi-integrated protocols like SecureTable or
SecurePay. Leave this value at 0.00.

Tips Credit Fees

Enter the percentage of tips paid to the waiters that will be withheld to cover for fees charged by
payment processors. If you do not wish to use this feature, leave it at 0.00.

. NOTE: Some jurisdictions don't allow transaction or credit card processing fees to be
~~  passed down to employees. Please verify your local regulations before using this
feature.

Electronic Funds Transfer

Enable this option. This option needs to be enabled to block operations that are not compatible with
EMV payments, such as Cancel/Reopen Check.

Hide Card Number

Enable this option. It automatically becomes enabled when Electronic Funds Transfer is enabled, so
leave it enabled.
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Show on Merchant Copy

Disable this option. This option was used by older, non-integrated protocols and caused the credit
card number to be printed on the merchant copy of EFT transaction records. This option has no effect
with any Electronic Funds Transfer protocol, semi-integrated protocols, SecureTable or SecurePay.

Credit Only

This option is not usable (grayed-out) with most EFT protocols. It is only used with the Datacap -
DSIEMVUS semi-integrated protocols to allow Pre-Authorization and PreAuth Capture with select
processors that support this feature.

Validation

Disable this option. Validation is only used with fully integrated EFT protocols and has no effect with
semi-integrated protocols such as SecureTable or SecurePay.

Expiration

Disable this option. This option automatically becomes enabled when Electronic Funds Transfer is
enabled. Make sure to DISABLE it. Otherwise, the POS will request the credit card’s expiration date,
which will slow down your operations. This information is already checked by the payment
terminal and does not need to be re-validated by the POS.

Debit Card
Disable this option for the generic media type mapping.

Card Validation

All the options in this section must be cleared. Make sure to clear the Custom Card checkbox as well as
all the fields in the Card Validation section.

8. Click OKto save changes. The new media type will appear in the list.

Description D | ~ I Modify
LA FolrT] Jo)
_ |Cash 000001 Add
| Emv credit/debit 000002
e Frint
| Misa 000006
| Mastercard 000007
| American express 000008
_ |Jeb 000009
| Discover 000010
| Diner's club 000011
| Maestro 000012
| Gift redeem 000013
| Manual gift redeem 000014
| Unionpay 000015
| Fdredeemed 000017
| Company meal §5.25 000018
| Mealticket 410 S6 000019
| Media type #20 000020
| Gift cert. redeem 000021
Euro cumency 000022
I T — nonnza w Cloge

The configuration of the generic media type mapping is now completed.
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Employee Configurations

To process card payments, employees only need to have access to the Main Credit/Debit media type. This
section explains how to achieve the correct configuration for the Maitre'D POS system.

1. Logon to the Maitre’D Back-Office with appropriate credentials. (Distributor or System Owner)

Uzer Login X

06-10-2021 14

User Mame | John Doe |

Password | sssssnsns |

Cancel

Point Of Sale Control

3. Click the Employees menu, and select Configuration...

Point Of 5ale Control - [Home Page]
File View Employees Revenue Center Screen
Home Page Employees...
Configuration... b

Screen Access...

Messages Center...
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4. The list of all current employee configurations will be displayed. Select the configuration that needs to

be modified and click the Modify button.

Employees General Configuration

Moz [ io | [ Modiv] |
O a JeliT] jo) -
C ) T S N |
_ |Clharserver 000002
_ |Cfastfood 000003 Frint
_ |Coorder 000004
| Cudelivery 000005
| Cudelivery driver 000006
| Chartender 000007

Chead server 000008
| C.cashier 000009
| Cmanager 000010
_ |Chostess 000011
_ |Cudrivethr 000012
| Cowith cashier 000013
_ |Cocamyout 000015
| C.driver manager 000016
| C.close order 000017
| Charsrvintrpt 000018
_ |[Curegserverw.trac 000019
| Cfast food/restrict 000021

C.maitre d 000050

Cloze

5. Click on the Mediabranch.

Configuration #1 - C.reg.server

Delete

m General [ Media
-] Invoice
-k Cancellstion Payment
[ Tax/Service
H ash
.. Payment | ¥G|Emv credit/‘debit
= E Order eV mantar ored
R oM [ Other card payment
& Command  |Debt
[|Visa
@ Combe Meal [ |Mastercard
[ Special Menu (| American express
[Jdeb
-y Transf =i
e Transfer (| Discover
= E P.0O.5. report [ Diner's club
[ Selection [ |Maestro
L. Reset []Gift redeem
E P [_|Manual gift redeem
= unctions [ Unionpay
i cMD []Fd receemed
B Setup ZComp‘.anymea\ $5.25
[ Table 0 [ Meal ticket $410 $6
i ] Medi #20
...k Fiscal Printer MGt ‘:dhfpr:deem
s Delivery [ Fura cumency
i (s curency
B Mhager

Media / Payment
Enable the Credit / Debit media type, as well as any other media type required by this employee

configuration, such as Cash, Gift Cards, foreign currencies, Room Charge, etc.

IMPORTANT! Be sure to DISABLE access to ALL media types that were created as

mappings. These include card brands like Visa, Mastercard, American Express, etc. Also
disable access to debit and generic card payment mappings.

Cancel Apply
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6. Click OKto save changes and close this window.

7. Back to the list of employee configurations, select another employee configurations and repeat steps
4 through 6. Do this for all employee configurations.

Once all of your employee configurations are properly configured, you can close the list and close the Point
of Sale Control module.
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After the Retail Terminal Interface for Semi-Integrated Payment Application (RTI-SIPA) plugin has been
installed, configured and running properly on the POS system's Back-Office and POS workstations, make
sure that all payment terminals are properly configured so they can communicate with the POS system and
the Internet. Android payment terminals are generally shipped with all the necessary applications pre-
installed by PayFacto, including the latest version of SecurePay and the latest version of the Payment
application. If the SecurePay application appears to be missing, install it using the instructions below.

The instructions below were created using the PAX A920 and PAX A80 Android-based Payment terminals
and the PAX store. However, the instructions are the same for all Android-based payment terminals, such
as other models offered by PAX, AMP terminals or Clover Flex. For brands other than PAX, the mechanism
they use to install apps may look different, but the general principle should remain the same.

PAX AS20 PAX A80

Before installing SecurePay on your payment terminal, please make sure that the appropriate
payment application is installed and configured properly. You may also want to check out our
documentation on the PAX A920, AS20Pro or A80 terminals or any other Android-based terminal you may
be using with SecurePay.

PayFacto Payment Application (For the Canadian market):

Android PayFacto Application - Manual setup of application

PayFacto - Clerk Management

PayFacto Quick Reference Guide

BroadPOS Payment application (For the US market):

Link

PAX A920 Payment Terminal:

PAX AS20 - Introduction

PAX AS20 - Quick Setup Guide

Getting to know the PAX AS920 Terminal
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1. NOTE: The SecurePay application can be installed on certified payment terminals only. It
#~  cannot be used on regular phones or tablets.

1. Power-up your terminal, and make sure it is connected to the Internet.
2. If any application start automatically, shut them down to reach the Android home screen.

3. From the Android home screen, start the PAXSTORE by touching the appropriate icon.

W B 1417

(CCY

Camera PAXSTORE  VideoPlayer Paxlnject

N
(N :

Gallery Calculator ~ File Manager  Settings

< @) O

4. Inthe PAXSTORE (Application Marketplace), search for SecurePay.

=N ] ¥ ¥ 14:08

e -

Featured

SecurePay CANCEL

Pilot SecurePay CA
Pilot SecurePay US
Test SecurePay CA
Test SecurePay US

SecurePay CA

securely = secure pay  secureplay &

1 2 3 4 5 7 8 9 0

qwertyﬁuiop

a s df gh j k I

: POSLink Demo
[RE=EN  6.7MB / Ordering Food

Free

4 z x c vbnm@a

Hot
PaxInject
4.8MB/ Data
Free
'

Vital POS
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5. Locate the version which is appropriate for your region, and touch the GET button to start
the download and installation process.

= ] © ¥ 1407

SecurePay | CANCEL

6 related apps

fl'\- AT
e Y OPEN

SecurePay CA
EIE 27.8MB / BAR

© Free

SecurePay US
27.5MB / BAR
Free

OI0K
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6. The details of the application will be displayed. Then, to install the application:

1. Touch GET

¥ ¥ 14:30

SecurePay CA

Tethered solution

EBPayFacto  preq /113 Downloads

Version 4.67.2-20210128

Size 27.8MB

Screenshots

¥ B 1431

SecurePay CA

Tethered solution

EHPayFacto  preq /113 Downloads

Version 4.67.2-20210128

Size 27.8MB

Screenshots

2. Download starts

W ¥ 14:30

SecurePay CA

Tethered solution

EBPayFacto e /113 Downloads

Version 4.67.2-20210128

Size 27.8MB

Screenshots

CANCEL

¥ ¥ 1431

SecurePay CA

Tethered solution
EBPayFacto  Lrq /113 Downloads

Version 4.67.2-20210128

Size 27.8MB

Screenshots

A S16200

3. Touch INSTALL

W ¥ 14:30

SecurePay CA

Tethered solution

EHPayFacto  freq /113 Downloads

Version 4.67.2-20210128
Size 27.8MB
v

Screenshots

1
. o o
suiE
Amount $ 10200

INSTALL
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7. You can also use the Android Back button to return to the Android home screen and use the installed

shortcut to start the application.

© ¥ 14:32

OF a

Camera PAXSTORE  VideoPlayer Paxinject

Payracto

4 SecurePay CA

Gallery Calculator  File Manager  Settings

d @) [}

The installation of the SecurePay Android application is now complete.
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SecurePay Application - Basic Navigation
Starting the SecurePay Application

If the SecurePay application does not start automatically, simply touch the appropriate icon on the
Android home screen. A splash screen will briefly be displayed, followed by the SecurePay home screen.

W § 1432

Je
Camera PAXSTORE  VideoPlayer Paxlnject

secure;

secure

Payracto

4 SecurePay CA

Gallery Calculator ~ File Manager  Settings

< @) 0O

Basic Navigation

Settings

£

The Settings button is used to access SecurePay's configuration options. This icon appears in the top-right
corner of the SecurePay home screen.

Home

When available, the Home button will appear in the top-right corner of the screen. Use it to jump directly to
the SecurePay home screen without saving changes.

Back

When available, the Back button will appear in the top-left corner of the screen. Use it to go back to the
previous screen without saving changes.
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SecurePay

Default Password

The SecurePay application settings are protected by a password. The default password on a new
installation is 7234.

.. NOTE: It is highly recommended to change the default password as soon as possible. See
#"  SecurePay Application Configuration for the detailed procedure.

Exit the SecurePay Application

1. To exit the SecurePay application, swipe the terminal's screen either from the top edge going down, or
the bottom edge going up, then touch the Android Home (circle) button.

2. You will be prompted to enter a passcode to exit the application. Enter the passcode and touch the OK
button.

¥ #1838
o

secure

Please enter passcode to exit the
application

secure

.. NOTE: The default passcode after a new installation is 7234. It is the same as the settings
~  password.

1. SecurePay Application Configuration

2. SecureTable Installation on Android Terminals
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SecurePay Application Configuration

Access SecurePay App Settings

1. From the SecurePay home screen, touch the cog wheel icon (@) at the top-right of the screen.

2. The FUNCTIONS menu will be displayed. Touch the CONFIGURATION button.

e

Print reports

FUNCTIONS MENU a

PRINT DETAILED REPORT

PRINT SUMMARY REPORT

Receipt

REPRINT RECEIPT

CONFIGURATION

3. You will be prompted to enter a password before you can access settings. Enter the password and

press the OK key.
4. The SETTINGS screen will be displayed.

Enter Password

to Change Settings
IP Address

SETTINGS

192.168 48,
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E . NOTE: The default password after a new installation is 7234.
g

Basic Settings

SETTINGS

IP Address 192.168.48.

IP Address
This is the IP address currently assigned to the payment terminal.

Advanced Settings
Touch this link to access the Advanced Settings screen.

Functions Menu
Touch this link to access the Functions Menu screen.

0K
Touch this button to return to the home screen.
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Configure Advanced Settings

AL FASSWOIU RS-

& ADVANCED SETTINGS 4

Currency v

Enable No-Password Menu o

Setting Password
1 Upload Logs
) Allow App Reboot
Tip Preset (select percentages)

Tip Preset Text size Normal

Reboot times:

4:00 AM
2:00 PM
Tip Threshold 30% 7:00 PM

Enable Confirmation Add new

Auto Start Allow Terminal Reboot

Request Preauth Before Void

Exit Password Required

Setting Password

Configure the password used to access settings. This is also the password that will be requested if the
customer enters a tip amount that exceeds the Tip Threshold.

Tip

Enable this option to have the SecurePay application prompt for tip entry. Disable this option to prevent tip
entry. Disabling this option will also hide all the tip-related options below.

Tip Preset (Select percentages)

Configure preset tip percentages that the customer will see when prompted for tip. Up to 3 presets can be
configured. If you do not wish to use all of them, presets that are set to 0% will not be displayed to the
customer.

Tip Preset Text Size

Select the text size used to display preset tip percentages. Available choices are Normal, Medium and
Large.

Tip Threshold

Enter the maximum allowed tip percentage. Any tip amount that exceeds this percentage will require the
settings password to be entered. Setting the percentage to 0% disables the tip threshold validation.
Enable Confirmation

Enable this option to present a dedicated tip confirmation screen for the customer. If this option is
disabled, the tip confirmation screen will be skipped when selecting a tip preset or the NO TIP option. If
using custom $ or custom % with this option disabled, the tip amount, percentages and resulting totals will
be updated in real-time as the customer types the numbers in, but no additional confirmation screen will
be presented before the actual payment.

Auto Start

Enable this option to have the SecurePay application start automatically when powering on the payment
terminal.
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Request Preauth Before Void
This option is used to determine the behaviour of incremental preauthorizations for bar tabs, when the
sale amount exceeds the original preauth amount.

When this option is enabled, a new preauth request will be processed before voiding the old one. The
advantage is that the merchant will know for sure that the new preauth is approved before voiding the old
one. However, there is a risk that the new preauth could be declined, due to the card's credit limit

being exceeded, as both preauths will coexist until the original preauth is voided.

When this option is disabled, the original preauth will be voided before the request for the new preauth is
made. With this method, the risk of getting a decline is somewhat lower, but still exists nonetheless. As the
new preauth amount is generally higher than the original preauth amount, it could potentially exceed the
card's credit limit.

Exit Password Required

With this option enabled, the SecurePay application will request the settings password before closing.

Currency
Select the default currency for your region. Supported currencies are:

* Canadian Dollar (CAD (%))

* United States Dollar (USD (%))

* United Kingdom Pound (GBP (£))
* European Union Euro (EUR (€))

= Australian Dollar (AUD (%))

Enable No-Password Menu

Enable this option to allow users to access a simplified version of the Functions menu without entering a
password. This menu is accessed by touching the cog wheel icon ({o)) at the top-right of the home screen.

Enabling this option will also unlock access to the Allow Reports Printing and Allow Receipt Reprinting
options below.

Allow Reports Printing

Enable this option to allow users to access and print the Detailed Report and Summary Report from the No-
password menu. If this option is disabled, the reports can still be printed from the FUNCTIONS menu, which
requires the settings password.

Allow Receipt Reprinting

Enable this option to activate the Reprint Receiptoption in the No-password menu. If this option is
disabled, the receipts can still be reprinted from the FUNCTIONS menu, which requires the settings
password.

Upload Logs

Enable this option to upload the SecureTable application logs to the PayFacto Cloud services. It is
recommended to leave this option enabled.

Allow App Reboot

Enable this option to allow the SecurePay application to restart itself. Note that this only re-initializes the
application, and does not involve a full terminal reboot.

Reboot times

This is only visible if Allow App Reboot is enabled. By default, SecurePay is preconfigured with 3 reboot
time entries.

* You can edit existing entries by touching the time. A clock will appear which allows you to change the
reboot time.
* You can delete existing entries by touching the trash can icon to the right of each entry.
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* You can add more entries by touching the Add new button at the bottom of the list.

Allow Terminal Reboot

Enable this option to allow the terminal to reboot after an automatic batch settlement. It is recommended
to leave this option enabled.

WiFi Settings
Use this shortcut to configure the payment terminal's WiFi settings.

SAVE
Touch this button to save your changes and return to the home screen.

1. NOTE: The payment terminal MUST be connected to your WiFi or Ethernet network and have
¥~ internet access. Otherwise, payments cannot be processed and payment information
cannot be transmitted to the POS system.

IMPORTANT! Be sure to touch the SAVE button to save your changes. Using any other button

to exit from the settings screen will discard all changes.
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SecurePay Functions

No Password Menu

The No Password Menu is a simplified version of the Functions menu. It contains basic functions that are
useful to employees, while manager functions remain hidden.

1. NOTE: Before the No Password menu can be used, the corresponding option needs to be
" enabled in the SecurePay application settings. Please consult the Enable No Password
Menu option in the SecurePay application settings for more details.

1. From the SecurePay home screen, touch the cog wheel icon (@) at the top-right of the screen.

2. The FUNCTIONS menu will be displayed. The options available from this menu will vary based on your
SecurePay application settings.

& & FUNCTIONS MENU a

Print reports

PRINT DETAILED REPORT

PRINT SUMMARY REPORT

Receipt

REPRINT RECEIPT

CONFIGURATION

Print Reports

The Print Reports section will be displayed if the Allow Reports Printing option is enabled in the SecurePay
Application Settings.

PRINT DETAILED REPORT

This option prints a report with the details of every card payment processed at the terminal since the last
batch closing.

PRINT SUMMARY REPORT

This option prints a report that shows a summary of sales, refunds, tips and grand total for each card
brand.

Receipt

The Receiptsection will be displayed if the AllowReceiptReprinting option is enabled in the SecurePay
Application Settings.
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REPRINT RECEIPT

This option allows receipts to to be reprinted based on invoice number, sequence number or the last
transaction processed at the terminal.

CONFIGURATION
This option brings up the SecurePay application settings.
Full functions menu

The full functions menu contains all the options from the No Password Menu, plus a few more
administrative options. To access the full functions menu:

1. From the SecurePay home screen, touch the cog wheel icon (@) at the top-right of the screen.

2. The FUNCTIONS menu (no password menu) will be displayed. Touch the CONFIGURATION option.

3. You will be prompted to enter a password before you can access settings. Enter the password and
press the OK key.

4. The SETTINGS screen will be displayed. Touch the blue Functions Menu link.

SETTINGS

secure;

Enter Password

to Change Settings

IP Address 192.168.48.

E . NOTE: The default password after a new installation is 7234.
&/

The Functions menu will be displayed. Contrary to the No Password Menu discussed above, all the options
shown below are always available, regardless of the status of the advanced settings.
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& FUNCTIONS MENU a

Settlement

SETTLE BATCH

Print reports

PRINT DETAILED REPORT

PRINT SUMMARY REPORT

Settings

BACKUP SETTINGS

RESTORE SETTINGS

Receipt

REPRINT RECEIPT

SETTLE BATCH
This option will manually close the current batch.

IMPORTANT! Transactions that are part of a batch that is closed can no longer be voided,

reprinted or otherwise modified.

PRINT DETAILED REPORT

This option prints a report with the details of every card payment processed at the terminal since the last
batch closing.

PRINT SUMMARY REPORT

This option prints a report that shows a summary of sales, refunds, tips and grand total for each card
brand.

BACKUP SETTINGS

This option will save all of the current settings to an S3 Bucket cloud location. Backing up the settings
allows for quick recovery of the configuration in case the settings get reset to default after a major
application update or Android update.

RESTORE SETTINGS

Use this option to restore saved settings. Using this option will override all settings with the ones found in
the backup, except for the terminal ID.

REPRINT RECEIPT

This option allows receipts to to be reprinted based on invoice number, sequence number or the last
transaction processed at the terminal.

Copyright © 2021 PayFacto Inc. Page 68 of 88



HPayFacto

SecurePay Expertise - Agility - Execution Maitre'D Edition

This section will cover the general workflow that users and customers will see when using SecurePay. The
workflow will vary slightly based on the SecurePay application's configuration.

With SecurePay, the payment process is always initiated by the POS system. SecurePay cannot be used to
initiate a payment directly at the payment terminal.

If you need assistance with the functions of your POS system, please consult the documentation specific to
the POS system you are using. Generally speaking, the following operations need to be carried out at the
POS before a payment can be applied:

* Ring / order sales items.
* Print a check.
= Select a payment type.

In most POS systems, selecting the payment type that is assigned to card payments will initiate the
transaction process on the payment terminal.
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Tip Calculation

If the Tip option is enabled in the SecurePay application settings, the tip calculation screen will be
displayed.

When the Tip calculation screen appears, the payment terminal needs to be turned towards the customer.
The customer has the following options:

* Select one of the pre-set percentages;
= Enter a custom dollar amount;

* Enter a custom percentage;

* Leave no tip at all.

TIP

Bill Amount

$45.71

Add a Tip

15% 18% 20%
$6.86 $8.23 $9.14

%

Bill Amount
This section shows the total amount to be paid.

Add a Tip

In this section, the tip presets configured in the Tip Preset Percentages in SecurePay's advanced settings
are displayed. Each percentage box also indicates the corresponding dollar amount.

Touching a preset automatically adds the stated tip amount to the transaction.

S

Touch the $button to enter a custom dollar amount as tip instead of using a preset.

%
Touch the % button to enter a custom percentage of tip instead of using a preset.

NO TIP
Touch this button to skip the tip entry process altogether and leave no tip.
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Custom tip amount

The screen below only appears if the customer touches the §button to enter a custom tip amount.

The customer uses the provided keypad to enter a tip amount, which will make the green CONFIRM button
available.

TIP TIP

Bill Amount Bill Amount

$45.71 $45.71

Enter Tip Amount Enter Tip Amount

$ $5.00

&

The customer can use the backspace key to correct typing mistakes.
When ready, the customer presses the green CONFIRM button.

. NOTE: On devices equipped with a physical keypad, the on-screen keypad will not be
/" displayed. The physical keypad buttons will be used instead.
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Custom tip percentage

The screen below only appears if the customer touches the % button to enter a custom tip percentage.

The customer uses the provided keypad to enter a tip percentage, which will make the green CONFIRM
button available.

Also note the Tip Amount value is updated in real-time as the customer types the percentage. This is
provided so that the customer will immediately know exactly how much will be added to the check as tips,
based on the percentage entered.

TIP TIP

Bill Amount Bill Amount

$45.71 $45.71

Enter Tip Percentage Enter Tip Percentage

% 16 %

Tip Amount: $0.00 Tip Amount: $7.31

&

The customer can use the backspace key to correct typing mistakes.
When ready, the customer presses the green CONFIRM button.

-1, NOTE: On devices equipped with a physical keypad, the on-screen keypad will not be
" displayed. The physical keypad buttons will be used instead.
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Tip Confirmation

If the Enable Confirmation option is enabled in the SecurePay application settings, the tip confirmation
screen will appear. This is the last confirmation before the actual payment.

$53.94

Bill Amount $45.71

Tips (18%) $8.23

CONFIRM % PAY’

Total amount
This is the total amount to be paid, which is calculated from the check amount plus tip amount.

Bill Amount

This is the amount that was passed from the PQOS system. It is also known as the Check amount or Invoice
amount, depending on the terminology used by the POS system.

Tips (__%)

This field displays the tip amount added. The percentage between parenthesis is calculated from the
Bill amount vs. tip amount, and is always rounded to the nearest percentage point.

CONFIRM & PAY
Touch this button to proceed with the actual payment.

CANCEL

Touch this button to cancel the transaction and return to the home screen to start over. A confirmation
screen will be displayed before actually cancelling the operation.
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Payment

At this point, SecurePay will call the payment application installed on the payment terminal. The prompts
that the customer will see will depend on the payment application used and the card type used. For more
information on this specific part of the workflow, please consult your payment

application's documentation.

PayFacto Payment Process

PayFacto User Guide
PayFacto Quick Reference Guide

BroadPOS Payment Process
BroadPOS Quick Reference Guide

Payment posting to POS

After the payment has been authorized by the payment application, the payment data will be sent to the
POS system. Note that only non-sensitive data is exchanged between SecurePay and the POS system.

Once this is done, the application will return to its home screen.

0]

secure

The payment workflow with SecurePay is now complete, and the application is ready to process the next
payment.
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Working with Tips

Being specifically designed with the Hospitality industry in mind, tip management is an integral part of
SecurePay. This section focuses on the various options available in SecurePay to facilitate tip management.

Tip options are found in SecurePay's advanced settings. Here is a summary of available tip options:

Tip

Tip Preset (select percentages)

Tip Preset Text size
Tip Threshold

Enable Confirmation

e ®

Tip

Enable this option to have the SecurePay application prompt for tip entry. Disable this option to prevent tip
entry. Disabling this option will also hide all the tip-related options below.

Tip Preset (Select percentages)

Configure preset tip percentages that the customer will see when prompted for tip. Up to 3 presets can be
configured. If you do not wish to use all of them, presets that are set to 0% will not be displayed to the
customer.

Tip Preset Text Size

Select the text size used to display preset tip percentages. Available choices are Normal, Medium and
Large.

Tip Threshold

Enter the maximum allowed tip percentage. Any tip amount that exceeds this percentage will require the
settings password to be entered. Setting the percentage to 0% disables the tip threshold validation.
Enable Confirmation

Enable this option to present a dedicated tip confirmation screen for the customer. If this option is
disabled, the tip confirmation screen will be skipped when selecting a tip preset or the NO TIP option. If
using custom $ or custom % with this option disabled, the tip amount, percentages and resulting totals will
be updated in real-time as the customer types the numbers in, but no additional confirmation screen will
be presented before the actual payment.
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SecurePay

Tip Presets

Tip presets are used to simplify and speed up the tipping process by allowing customers to select between
pre-calculated tip percentages that are commonly used. Any percentage can be configured, but they need
to be realistic for the market in which the terminal is used.

* Up to 3 tip presets can be configured.
* Presets configured at 0% are not displayed.
* The space used by each preset button is automatically adjusted to fit the width of the screen, as

demonstrated in screenshots below.

One tip preset Two tip presets Three tip presets No tip presets

Tip Preset (select percentages) Tip Preset (select percentages) Tip Preset (select percentages) Tip Preset (select percentages)

TIP TIP TIP TIP

Bill Amount Bill Amount Bill Amount Bill Amount

$35.47 $35.47 $35.47 $35.47

Add a Tip Add a Tip Add a Tip Add a Tip

15% 15% 18% 20%
$5.32 ! g $5.32 $6.38 $7.09
$ % $ %
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Tip Preset Text Size

The Tip Preset Text Size drop-down allows you to change the font size used to display percentages and
amounts in each tip preset. The screenshots below illustrate each available size.

Normal

TIP

Bill Amount

$35.47

Add a Tip

15% 18% 20%
$5.32 $6.38 $7.09

%

Medium Large

TIP TIP

Bill Amount Bill Amount

$35.47 $35.47

Add a Tip Add a Tip

18% 20%
$6.38 $7.09
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Tip Threshold
The Tip Threshold is a control measure to prevent accidental over-tipping. If the tip amount exceeds
the set threshold, SecurePay will request the administrator password before applying the tip.

IMPORTANT! Be sure to carefully evaluate how tips work in the establishment before setting
this value. With low value items, the threshold percentage can be exceeded very quickly.

For example, buying a water bottle for $2.00 and leaving $1.00 as a tip is already 50% in tip

value.

Manager code is
requested after
Tip amount is higher touching the CONFIRM

than 30% threshold button

Sub-Total : $35.47
Tip: $ 12.00 (34%)
Total Amount : $47.47

$47.47

Bill Amount $35.47

Manager Code Required :

TipS (34%) $1 2.00 BACK

1 2 3
ERERER
EAERER
@] o] o

CONFIRM & PAY
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Tip Confirmation

The tip confirmation screen is an extra step which allows the customer to review the details of the payment
in a clear, minimalist display, without any other distractions on the terminal screen.

Tip confirmation enabled

With the tip confirmation option enabled, the customer is presented with the detailed calculation of the tip.
This screen also allows the customer to quickly back track and make corrections using the Back ()

button.
Add tip Confirmation screen Payment
O

Bill Amount Total Amount SALE
Amount $ 41.85

$35.47 $41.85

Add a Tip

TIP

Bill Amount $35.47

‘ % .
15% 18% 20% e (428 e
$5.32 S $7.00

S [ PLEASE TAP,
v CARD

MANUAL ENTRY

CANCEL THE TRANSACTION
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Tip confirmation disabled

If tip confirmation is disabled, the confirmation screen is skipped and the terminal proceeds directly to the
payment. If the customer notices a mistake once the payment process is started, the transaction needs to
be canceled at the payment application which will bring the customer back to the tip calculation screen.

Add tip Payment

O

SALE
Amount $ 41.85

TIP

Bill Amount

$35.47

Add a Tip

15% 18% 20%
$5.32 $6 $7.00

BN

MANUAL ENTRY

CANCEL THE TRANSACTION
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SecurePay

For more details and to quickly see the difference between various configurations, consult the workflows
below:
Using custom tip amount with tip confirmation enabled

This workflow shows the screens that the customer will go through while applying a tip using a custom
amount and with tip confirmation enabled.

Select custom $ Enter amount Confirm

TIP TIP TIP

Bill Amount Bill Amount

Bill Amount
$35.47 $35.47 $35.47

Enter Tip Amount Enter Tip Amount

$5.00

Add a Tip s

15% 18% 20%
$5.32 $6.38 $7.09

Confirmation screen Payment

O

SALE
Amount $ 40.47

$40.47

Bill Amount $35.47

Tips (14%) $5.00

MANUAL ENTRY.

CONFIRM % PAY’

CANCEL THE TRANSACTION
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Using custom tip percentage with tip confirmation enabled

This workflow shows the screens that the customer will go through while applying a tip using a custom
percentage and with tip confirmation enabled.

Select custom % Enter percentage Confirm

TIP TIP TIP

Bill Amount Bill Amount

Bill Amount
$35.47 $35.47 $35.47

Enter Tip Percentage Enter Tip Percentage

% 16 %

Tip Amount: $0.00 Tip Amount: $5.68

Add a Tip

18% %
$6.38 $7.09

Confirmation screen Payment

O

SALE
Amount $41.15

$41.15

Bill Amount $35.47

==

Tips (16%) $5.68

MANUAL ENTRY.

CONFIRM, % PAY’

CANCEL THE TRANSACTION
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Using custom tip amount with tip confirmation disabled

This workflow shows the screens that the customer will go through while applying a tip using a custom tip
amount and with tip confirmation disabled.

Select custom $

TIP

Bill Amount

$35.47

Add a Tip

15% 18% 20%
$5.32 $6.38 $7.09

Payment

O

SALE
Amount $ 40.47

PLEASE

MANUAL ENTRY

CANCEL THE TRANSACTION

Enter amount

TIP

Bill Amount

$35.47

Enter Tip Amount

$

Total Amount: $35.47

Confirm

TIP

Bill Amount

$35.47

Enter Tip Amount

$5.00

Total Amount: $40.47

CONFIRM & PAY TOTAL: $40.47
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Using custom tip percentage with tip confirmation disabled

This workflow shows the screens that the customer will go through while applying a tip using a custom tip
percentage and with tip confirmation disabled.

Select custom % Enter percentage Confirm

TIP TIP TIP

Bill Amount Bill Amount

Bill Amount
$35.47 $35.47 $35.47

Enter Tip Percentage Enter Tip Percentage
% 16 %

Total Amount: $35.47 Total Amount: $41.15

Add a Tip

18% %
$6.38 $7.09

CONFIRM & PAY TOTAL: $41.15

Payment

O

SALE
Amount $41.15

PLEASE

MANUAL ENTRY

CANCEL THE TRANSACTION
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Comparison: Custom Tip Amount with confirmation enabled/disabled

The screenshots below illustrate the differences in the custom tip amount screen when tip confirmation is
enabled or disabled. Notice how the screen with confirmation disabled shows more information. This is to
compensate for the absence of the dedicated confirmation screen.

Confirmation Enabled Confirmation Disabled

TIP TIP

Bill Amount Bill Amount

$35.47 $35.47

Enter Tip Amount Enter Tip Amount

$5.00 $5.00

Total Amount: $40.47

1 2 3 2 3
4 SLO& ’ 4 s (/)%
7 8 9 8 9

0 &

Comparison: Custom Tip Percentage with confirmation enabled/disabled

The screenshots below illustrate the differences in the custom tip percentage screen when tip confirmation
is enabled or disabled. Notice how the screen with confirmation disabled shows more information. This is to
compensate for the absence of the dedicated confirmation screen.

Confirmation Enabled Confirmation Disabled

TIP TIP

Bill Amount Bill Amount

$35.47 $35.47

Enter Tip Percentage Enter Tip Percentage

16 % 16 %

Tip Amount: $5.68 Total Amount: $41.15

2 3
4 s ()67
8 9
&]

1 2 3

4 5 7 6

7 8 9
&

0 0
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Microsoft .NET Framework 3.5 is missing

Issue Description:
While attempting to install STPISecure, an error message is displayed:

Setup >

o STPISecure requires Microsoft .MET Framewaork 3.5.

Please use Windows Update / Windows Features to install
this version,
and then re-run the installer.

STPISecure requires Microsoft .NET Framework 3.5.
Please use Windows Update / Windows Features to install this version, and then re-run the installer.
Solution:

Install Microsoft .NET Framework 3.5 through Windows Update or use the "Turn Windows features on or off"
option from Add/Remove programs to enable .NET Framework 3.5.

[ Programs and Features = O X

« - 4 m » Control Panel » Programs » Programs and Features v | D Search Programs and Features @

Control Panel Home 5
Uninstall or change a program

To uninstall 2 program, select it from the list and then click Uninstall, Change, or Repair.

. - )
G Turn Windows features on or

oH rganize = f= - o
MName - Publisher Installed On  Size Version
¢ Google Chrome Google LLC 2021-03-23 89.0.4329.90
|£:/Java 8 Update 281 (64-bit) Oracle Corporation 2021-03-25 125MB  8.0.28109
e Microsoft Edge Microsoft Corporation 2021-03-23 89.0.774.57
[ Microsoft Update Health Tools Microsoft Corporation 2021-03-08 1.09MB  2.75.0.0
‘H Microsoft Visual C++ 2013-2019 Redistributable (x64)... Microsoft Corporation 2021-01-28 23.1MB  14.20.27508.1
‘ﬁMicrosm‘t Visual C++ 2013-2019 Redistributable (x86).. Microsoft Corporation 2021-01-28 20.1MB  14.20.27508.1
[#=]Veloce 2021-01-29
VMwarE Tools VMware, Inc. 2021-01-28 91.3MB  11.0.6.15940789%

Currently installed programs Total size: 261 MB

S~
[.] 8 programs installed
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Windows Features = O X
Turn Windows features on or off [ 7]

To turn a feature on, select its check box. To turn a feature off, clear its
check box. A filled box means that only part of the feature is turned on.

=RC1IY .MET Framework 3.5 (includes .NET 2.0 and 3.0) ~
[ Windows Communication Foundation HTTP Activation
[1  Windows Cemmunication Foundation Non-HTTP Activa

= [m] | .NETFramework 4.8 Advanced Services

[ | asP.MNET4.8

[m] | WCF Services

Active Directory Lightweight Directory Services

Containers

Data Center Bridging
Device Lockdown

Guarded Host ~
>

®
J10000=

A

Cancel

Once Microsoft .NET Framework 3.5 is installed, retry installing STPISecure.
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Java is missing

Issue Description:

While attempting to install STPISecure, an error message is displayed:

Setup >

o STPISecure requires Java version 1.8 or newer,

Please install this separately and then re-run the installer.

STPISecure requires Java version 1.8 or newer.
Please install this separately and then re-run the installer.

Solution:

Download and install Java from the Oracle website:

https://www.java.com/en/

Once Javais installed on your system, retry installing STPISecure.
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