Installing Data Governance
· Install Integration Server and Centerprise Data Integrator by clicking on the installers one by one.
· This will install both client and server and also host Data Governance here: http://localhost:9462/ OR http://<machinename>:9462/ 
[image: ]
· When you try to connect to the server, you will get this error although the service is running because the SSL certificate is not currently installed.
· There are 2 ways to bypass the SSL certificate error:
1. The first way is to open the URL below on the browser and follow the given steps:

· Open Browser go to https://localhost:9262/api/ in order to install the certificate and proceed.
Note: If you want to use the machine name instead, replace 'localhost' in the URL with your machine's name. Example: https://vmqa402:9262/api/ 









· Click on ‘Advanced’:
[image: ]
















· Click on ‘Proceed to vmqa402 (unsafe)”:
[image: ]

· You will see the following response:
[image: ]
· You should now be able to connect to the server and proceed to the login page. Please make sure that the database repository is configured in order to log in:
[image: ]
Note: For each browser, you will have to hit this URL if you have the browser running on the same OS as the Integration server in order to proceed: https://localhost:9262/api/. If the browser runs on a different OS then you can enter that machine’s name in the URL (https://vmqa402:9462/api/).
Also, if you are using Firefox browser then only this approach will work, not the second one.
2. The other way is to import the SSL certificate in ‘Manage user certificates’ and proceed:

· Open ‘Manage user certificates’ from Start menu:
[image: ]

· Go to ‘Trusted Root Certification Authorities’, go to ‘Certificates’ then go to ‘All Tasks’ > ‘Import’:
[image: ]





· Click on ‘Next’
[image: ]


· Browse the certificate from here \\astera.com\share\general\Sanober\SSLCertificate\certificate.pfx and add it:
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· Click on ‘Next’:
[image: ]
· Enter the private key for the certificate which would have been set by the certificate owner, in this case ‘Astera’. The password is “Astera123” and click on ‘Next’:
[image: ]
· Click on ‘Next’:
[image: ]


· Click on ‘Finish’:
[image: ]
· Close and relaunch the browser, you should now be able to connect to the server and proceed to the login page. Please make sure that the database repository is configured in order to log in:
[image: ]
Note: The second approach (certificate installation) does not require you to do it for every browser. However, this will be required for every OS that you are using for data governance.
image3.png
v B Data Governance X Privacy error x o+

¢ > €  ANotsecure hitps;//vmqad02:9262/api/

Your connection is not private

Attackers might be trying to steal your information from vmqa402 (for example,
passwords, messages, or credit cards). Learn more

NET:ERR_CERT_COMMON_NAME_INVALID

Q To get Chrome's highest level of security, turn on enhanced protection

(" Hide advanced ) Back to safety

This server could not prove that it is vmqa402; its security certificate is from localhost.
This may be caused by a misconfiguration or an attacker intercepting your connection.

Proceed to vmqad02 (unsafe)





image4.png
IIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIr.:E;..:::;.:::;...;::;;;:;;...................TIIIIIIIIIIIIIIIIIIIIIIII

« > C A\ Notsecure  hiips://vmqad02:9262/api/

["valuel”,"value2"]




image5.png
v B Data Governance X @ vmqad02:9262/api/ x |+

¢ > G  ANotseare ymqad02:9462 e v O 2

N

Q Server Connection —o Login

User Login
User Name
‘ A
Astera® y
Data Governance o Password
7 ”
Manage all your Data in a Unified Space with%u
writing any Code 2 Remember me
LOGIN

» '\ % Copyright (C) 2023 Astera Software. All rights reserved. y
l/ bz P B Nz R L G ALY





image6.png
x4

< C  ANotsecure yvmqad02:9462 .
| / )

€ server Connection @ 1ogin

Al Apps  Documen

Best match

Manage user certificates
[ Open control panel | “e User Login

Search the web
earch the wet Manage user certificates a

manage user - Open v Control panel

manage user accounts

ST = Open

manage users on pc

Remember me

manage user certificates

manage user accounts windows 10

manage users windows 11

manage user accounts windows 11

manage users windows 10

manage user certificates control
panel

manage and user experience

manage user|




image7.png
[& certmgr - [Certificates - Current User]

File Action View Help

a9 @ Gz Hm

¥ Certificates - Current User
> [Z] Personal

cation Authorities

> [ Enterprise T

> [ Intermediate

h
> [ Active Directc Refres
> [ Trusted Publi Help

> [Z Untrusted Certiticates

> [ Third-Party Root Certification Authorities
> [ Trusted People

> [ Client Authentication Issuers

> [£] MslEHistoryJournal

> [] Smart Card Trusted Roots

Logical Store Name:
[ Personal
[T Trusted Root Certification Authorities

e

intermediate Certification Authorities

[ Active Directory User Object

[ Trusted Publishers

[ Untrusted Certificates

[ Third-Party Root Certification Authorities
[ Trusted People

[Z Client Authentication Issuers

[ MSIEHistoryJournal

[ Smart Card Trusted Roots

Add a certificate to a store





image8.png
& certmgr - [Certificates - Current User]

File Action View Help

LR INCEIES

e}

¥ Certificates - Current User

(] personal

[ Trusted Root Certification Authorities
[ Certificates

[ Enterprise Trust

[ Intermediate Certification Authorities

[ Active Directory User Object

[ Trusted Publishers

[ Untrusted Certificates

(] Third-Party Root Certification Authorities

[ Trusted People

(] client Authentication Issuers

[ MslEHistoryJournal

[ smart Card Trusted Roots

£ Certificate Import Wizard

Welcome to the Certificate Import Wizard

‘This wizard helps you copy certificates, certificate trust lists, and certificate revocation lists.
from your diskto a certificate store.

Acertificate, which s issued by a certiication authoriy, is a confirmation of your identity and
contains information used to protect data o to establish secure network connections. A
certificate store is the system area where certificates are kept.

Store Location

Current User

Local Machine

To continue, click Next.

T ] oo





image9.png
£+ Certificate Import Wizard
‘|
File Acion View Help
- File to Import
= & o)
- 2@ oz B Specify the fle you want to import.
15V Certificates - Current User Issueq
(=1 personal M|
~ [ Trusted Root Certification Authorities Sui
(] Certificates M Browse...
Enterprise Trust M
|

Intermediate Certification Authorities M| Note: More than one certiicate can be stored in a single file in the following formats:
Active Directory User Object

Trusted Publishers Simi Personal Information Exchange- PKCS #12 ((PFX, P12)

SImi
Untrusted Certificates S Cryptographic Message Syntax Standard- PKCS #7 Certiicates (.P78)

Third-Party Root Certification Authorities
Trusted People Simi Microsoft Serialized Certificate Store (.SST)

Client Authentication Issuers 5INg
(7] MsleHistoryJournal Calse

& Open

||« share > general > Sanober > SSlCertificate

Organize ¥ New folder
B videos ] Date modified
Local Disk (C)

¥ Network

[ asteracom
[ PP

File name: | AsteraCertificate All Files (**)

Open





image10.png
]
File Acion View Help

s 2F 0 c= HE

15V Certificates - Current User
[ ersonal
[ Trusted Root Certification Authorities
(] Certificates
Enterprise Trust
1 Intermediate Certification Authorities

Active Directory User Object

1 Trusted Publishers
Untrusted Certificates
| Third-Party Root Certification Authorities
Trusted People
| Client Authentication Issuers
MslEHistoryJournal
[ Smart Card Trusted Roots

Trusted Root Certification Authorities store contains 55 certificates.

£+ Certificate Import Wizard

File to Import
Specify the file you want to import.

File name:

\\astera.com\share\general\Sanober\SSLCertificate\AsteraCertificate.

Browse...

Note: More than one certficate can be stored in a single file in the following formats:

Personal Information Exchange- PKCS #12 (.PFX,.P12)
Cryptographic Message Syntax Standard- PKCS #7 Certiicates (.P76)

Microsoft Serialized Certificate Store (.SST)





image11.png
[& certmgr - [Certificates - Current User]

File Acion View Help

«  k* Certificate Import Wi

@sm &z Hm

¥ Certificates - Current User
> [ Personal Private key protection
[ Trusted Root Certification Authorities To maintain security, the private key was protected with a password.
(] Certificates

> [7 Enterprise Trust

> [ Intermediate Certification Authorities Type the password for the private key.
> [7 Active Directory User Object

> [ Trusted Publishers

> [Z] Untrusted Certificates

> [ Third-Party Root Certification Authorities
> [ Trusted People

> [ Client Authentication Issuers

> [£] MslEHistoryJournal Importoptions:
> [] Smart Card Trusted Roots

] Enable strong private ke protection. You will be prompted every time the private
key is used by an application if you enable this option.

[T Mark this key as exportable. This wil allow you to back up or transport your keys at
alater time.

Protect private key using virtualized-based security(Non-exportable)

2 Include all extended properties.





image12.png
[& certmgr - [Certificates - Current User]

File Acion View Help

=@ 6= Bm

« & Certificate Import Wizard

¥ Certificates - Current User
> [ Personal Certificate Store
~ [ Trusted Root Certification Authorities Certificate stores are system areas where certifcates are kept.
(] Certificates

> [7 Enterprise Trust

> [ Intermediate Certification Authorities Jindows can automatically select  certficate store, o you can specfy a locaton for

> [7 Active Directory User Object the certificate.

> [ Trusted Publishers

» B Untrusted Certificates O Automatically select the certiicate store based on the type of certicate:
> [ Third-Party Root Certification Authorities ® Place all certficates in the following store

[ Trusted People )
(] Client Authentication Issuers Certheate sore:

> [ MslEHistoryJournal Trusted Root Certfcation Authorites ‘ \&
[ Smart Card Trusted Roots





image13.png
[& certmgr - [Certificates - Current User]

File

Adtion  View Help

'y

L

¥ Certificates - Current User

(1 Personal

[ Trusted Root Certification Authorities
(] Certificates

[ Enterprise Trust

[ Intermediate Certification Authorities

[ Active Directory User Object

(] Trusted Publishers

[ Untrusted Certificates

[ Third-Party Root Certification Authorities

[ Trusted People

(] Client Authentication Issuers

[ MslEHistoryJournal

[ Smart Card Trusted Roots

£# Certificate Import Wizard

Completing the Certificate Import Wizard

‘The certficate will be imported after you click Finish.

You have specified the following settings:
Trusted Root Certification Authorities
Content PFX
File Name: \\astera.com\share\general\Sanober\SSLCertficate\c|
< >





image14.png
v @ Data Governance X @ vmqad02:9262/api/ x |+

€ 5 C  ANotseawre ymqad02:9462 e % 0O 2

|\

© serverConnection —— 2 Login

User Login

User Name

Astera®
Data Governance w

Password
(]
Manage all your Data in a Unified Space with{)

writing any Code Remember me

LoGIN

N

A
Copyright (C) 2023 Astera Software. Al rights reserved. v

2 O N S RN R N AN




image1.png
v [ Data Governance x  +

€ 5 C  ANotsecure vmqad02:9462 * 0O

© oo x 97"\

Could not connect to server
HTTPS://vmqa402 on port 9262. Server
<https:/ /[vmqa402:9262> is currently ° Server Connection
unavailable, or the SSL certificate is not
properly installed. Please ensure that the
server is running, the certificate is
installed correctly, and try again.

Login

Server Connection
Server
HTTPS:/[vmqad02
®
Astera
Port Timeout

Data Governance

Manage all your Data in a Unified Space with4>u £
writing any Code

will get this error because the
certificate is not installed

Copyright (C) 2023 Astera Software. Allrighs reserved.

o e D N e e e a )




image2.png
v B Data Governance X Privacy error x o+

¢ > €  ANotsecure hitps;//vmqad02:9262/api/

Your connection is not private

Attackers might be trying to steal your information from vmqa402 (for example,
passwords, messages, or credit cards). Learn more

NET:ERR_CERT_COMMON_NAME_INVALID

Q To get Chrome's highest level of security, turn on enhanced protection

( Advanced | Back to safety





