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Verifone Commander User Reference

Using This User Reference

This User Reference provides detailed information about Verifone's point
of-sale (POS) devices on a function keyby-function key basis.

Each of the topics are divided into the following sections:

T

Overview - This section contains a brief description about each
topic.

Using - This section explains how the topic or function is used to
process and manage sales transactions.

Configuring - This section contains information on how to
configure the relevant parameters using Configuration Client.

Reporting - This section contains sample reports with a detailed
report description.

Troubleshooting - This section may contain some trouble
scenarios that may occur along with the steps needed to
correct them. In some cases, the user may need to perform
procedures that are restricted to higher security levels (i.e.
manager level as opposed to cashier).

E]ﬁ Note

Refer to the Feature Reference Documents for additional
information on features. The Feature Reference documents are
available on Premier Portal

E]@ Note

Change the default configuration settings in Configuration Client
only if you are sure, you must edit the settings.

["%E] Note

Refer to the Verifone C-Site Management User Reference and
Cloud Configuration Manager documentation for more
information on how to remotely configure data and manage
Verifone Commander configuration settings for a site or group of
sites. These documents are available on Premier Portal
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New In Release 55.02
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New Features/Updates in Base 55.02.00

Commander Menu Enhancement Phase
2a- Single PLU Handling

Accommodate color logos for
FEPs/Customers not covered by the
color logo support introduced in version
B55.00

Single MOP Key for All Payment Types

Capability to allow mobile payments
using CREDIT MOP

C18 SeltCheckout Support for a Light
Pole

USB Scanner Configuration

Self-Checkout Monitoring Detail View
Feature

Restrictions placed on Category names
for Category Configuration
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Menus Chapter d Verifone
Commander User Reference

Dispenser Card Reader Chapter
- Verifone Commander User
Reference

Methods of Payment Chapter -
Verifone Commander User
Reference

Mobile Payments Feature
Reference

POS Help Files andVerifone
Commander User Reference

Managed Modules Chapter -
Verifone Commander User
Reference

POS Help Files andVerifone
Commander User Reference

Self Checkout Feature
Reference and Category section
- Verifone Commander User
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Caloric Value enhancement in PLU
configuration

Commander Backup and Restore
Feature

Streamline lab commanders to point to
US CST (Staging Environment)

Optimization for Auto Upgrade Process

Make Verifone Zonethe default route
When Sunoco Isthe Brand

Multiselect Menu Limit Configuration

SCO Banner Configuration

SCO Portrait mode

NACS/Conexxus/Truage Age

Verification - Mobile QR Code

Multiple loyalty IDs can now be
processed by a single loyalty host
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C18 Installation Guide,
Commander Installation Guide
and Verifone Commander User
Reference
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Reference
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Self Checkout Feature
Reference

Self Checkout Feature
Reference

Age Restriction Feature
Reference
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POS Workstations Overview

Verifone Point of Sale (POS) devices typically usethe Verifone Commander as the
server.

Verifone Topaz

The Verifone® TopazZ XL workstation is a high-performance, reliable, point-of-sale
terminal that supports peripherals such as scanners, cash drawers, PINpads, and
customer displays. The Verifone Topaz utilizes the Verifone Commander to connect to
payment networks, fuel dispensers, car wash controllers, and loyalty providers. The
Topaz has the ability to accept all payment options, including cash, checks, credit and
debit cards, coupons, and various prepaid cards.

The Verifone Topaz has a 15inch color touchscreen display and 120-key programmable
keyboard. A virtual receipt is displayed on the screen to display transactions information
as items are being rung up. The configuration of the Topaz is handled through
Configuration Client. The Verifone Topaz also has a builtin help menu to aid with sales
transactions.

POS Workstations Overview

2
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Verifone Ruby?2

Verifone Ruby?2 is equipped with a 15inch LED-backlit touch -screen interface and a
multicore processor to allow fast and efficient store and customer management.
Verifone Ruby2 does not have a keyboard interface which gives the site more counter
space. The touch screen is made of hardened tempered glass making the screen
incredibly durable. It also provides full workstation access to store operations such as
price changes, store updates and software program management. The Verifone Ruby2
only works with the Verifone Commander or Verifone RubyCi Site Controllers.

Verifone RubyCi

The Verifonek d ¢ g+ U UC o EAUOG i B/Eine Cénégmandléer sofuiio Ith ~ o " 7 A
combines a Verifone Ruby2 POS with the functionality of the Verifone Commander in

one piece of hardware to provide fast, efficient, and complete store management. It

enables users to have the ability to consolidate as well as upgrade their POS equipment

with one piece of hardware.

The Verifone RubyCi can interface with additional POS terminals such as the Verifone
Ruby?2 or the Verifone Topaz XL to expand sales operating capabilities.

° x POS Workstations Overview 2
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Verifone C18

Verifone+ij i UC s EAUO61 EQC 18CC yo6eEAOdéz Ui CEOA” C
unsurpassed functionality and versatility. Verifone+ij | qqC d CEA Ui CEAO" AE UC
cashiers serving customers who want a frictionless experience. The brilliant, high

definition screen is easy on the eyes. At an impressive 18.5 inches, there is abundant

real estate for all sales needs.

App Selector

The Verifone C18 POS screen can be positioned to Home (Cashier facing) or Flip
(Customer facing) and can be orientated to render applications in landscape or portrait
orientations at Home and Flip positions.

This hardware capability facilitates running multiple cashier and customer facing
applications in portrait and landscape orientations.

Refer to the App Selector User Reference documentation for
E]ﬁ Note | more information on this feature. The User Reference is available
on the Premier Portal

POS Workstations Overview 3
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Verifone Commander

Verifone Commander

The Verifone CommanderZ is a high-powered server that increases the capacity and

Odi ACUGT ~éUCg 60

s EAUOBT EQC ECQEAT EC A"y~

extending the processing and communications bandwidth for managing peripherals.

Future needs are designed into the hardware to provide support for additional serial
ports and CPU boards along with additional fan and/or power connection that may be
needed as a result. Use of these expansion capabilities will be determined by Verifone.
System peripherals, such as fuel dispensers, dispenser card readers (DCRs), and car

wash controllers connect directly to the Verifone Commander.

In addition to Configuration Client, Verifone Commander also has other site
management software: Report Navigator, Transaction Manager and Verifone

Commander Console. Report Navigator is used to view reporting data for the store.
Reporting information such as the close day report can be configured to include a
multitude of report options. Transaction Manager allows for site transaction logs and
data to be accessed from the Verifone Commander or archived locally. Verifone
Commander Console enables multiple store reporting data to be consolidated into one
place for easy visibility to monitor and track sales trends.

Tank Monitors

Commander

Cloud Tools
é' > 5 Commarsser

BAage

w Electronic Price Sign

sl & Fleet
le ks l/

- e} -
PREPAID

Pre Paxd

The Verifone Commander contains a built in V950, referred to as the V950SC.

When a router is installed in this configuration, it can be configured so that the Verifone

Commanderd]C o L kalito +

Verifone Commander

verifone
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1 Receive software upgrades remotely usinga EAUO61T EQC kE1T 6 CE
Download feature.

1 Connect with the Verifone Helpdesk for remote troubleshooting and diagnostics.

Configuration Client

The Verifone Commander can receive configuration changes using Configuration Client.
Configuration client is a web-based utility that allows store personnel, Verifone
Authorized Service Contractors, and Verifone Helpdesk to modify site information. To
utilize Configuration Client you must be using a supported web browser. The supported
Web Browsers are:

1 Chrome versions 60 or higher
1 Firefox versions 53 or higher
1 Internet Explorer versions8 or higher

1. Key in the URLhttps://192.168.31.11/ConfigClient.htminto the Web Browser and
press [Enter].

| . Petroleum C-Store Control Center il

€ e 1921683111 bitps//192,168.31. 11/ CorfigClient.hitm c||&l- 2l &

Petroleum/C-Store Control Center

Flease Log In
User Mame
Fassword

Language |English US)  |w

Login

?gg}/eriFone_

Moioio W Qi A Y

2. Enter Username and Password.

3. Click Login.

° x Verifone Commander
)
o

verifone
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One-Time Password (OTP) Prompt

From release 47 and higher, there is an additional prompt for a one-time password

(OTP) implemented into Configuration Client. As part of PCI/DSS v3.2 Requirement 8.3.1,
this incorporate s a multi-factor authentication for all non-console access into the
Cardholder Data Environment (CDE) for personnel with administrative access.

Menus that have this prompt include:
1 Security > Manage Users (Includes Roles)
T Initial Setup
1 Date & Time
T Local Area Network Config
1 VHQ Configuration
1 Payment Controller > POS Configuration
1 EPS Configuration > EPS Global Configuration
T Full Service Attendant Configuration
T InComm Configuration
1 LINQS3 Lottery Configuration
1 Payware Fleet and Loyalty Configuration
1 PCATS Loyalty Configuration
1 Proprietary Fleet Configuration
1 Punch Card Loyalty Configuration

1 Network Configuration (network references the name of the network
installed, such as Buypass)

1 Loyalty Card Configuration

While the preceding is the list of functions In Base 47that include the OTP prompt within
Configuration Client, it may be expanded to other areas and new features in future
releases.

° : Verifone Commander
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One-Time Password

A One-Time Password (OTP) is required to access this function
One-Time Password [:] Generate OTP

Ok Cancel

Guidelines to generate an OTP |

Clicking on Guidelines to generate an OTP (see image above) will display the 3
different ways to obtain the OTP.

One-Time Password Generation Guidelines

An OTP can be generated using one of the following methods, where applicable:

» Select ‘Generate Config OTP' from the Verifone Register's Maintenance Menu.

» Select ‘Generate Config OTP' from the EPS Network Functions, under the Verifone Register's Netwark Menu.

» Select ‘Generate OTP' from the One-Time Password prompt. Enter the OTP presented on the Commander Site Controller's status display.

The OTP is 4 digits in lengthWhen generated using any of the 3 methods above, it will
appear on the 7- Segment status display of the Verifone Commander (displaying 2
numbers at a time; the period indicates the first set of numbers). If generated from the
POS/register, it will also display on the POSscreen.

UuPE ~uh UC AUAEACég CUEA C6 C@QE dCEAQC +6i OUO
generated and correctly entered, the OTP will be active until the user logs out or the

Configuration Client session times out for inactivity (15 minutes). The OTP does not

require re-entry after it has been saved for the session, meaning the user can go

between menus that require entry, without being prompted.

The OTP requirement applies to backing up and restoring files to
E]ﬁ Note | the Verifone Commander using SMS Import/Export. Files that
require an OTP may not be restored to the Verifone Commander,
“"iTA i EAAGA T ECC OE FO"iE ulU
when attempting to do so. Clicking OK on the error prompt
allows the rest of the import or export to proceed. Clicking Abort
aborts the remainder of the import or export. In newer versions oi
SMS Import/Export, items that require OTP are removed from
the backup and restore list.

Verifone Commander 7

verifone



Verifone Commander User Reference Verifone Commander

Backup and Restore for PSI

Currently during a software update using Verifone Petro Suite Installer (PSI), the only
way to back up site configuration on the Verifone Commander is using Verifone SMS
Import Export Tool. The tool does not export all the stores reporting data and some
configurations are not backed up. Additionally, if the Commander crashes, there is no
way to retrieve any previous data or configurations.

The Auto Upgrade feature backs up all configuration and store reporting data before
loading the new software and restores the data after the software upgrade is
completed.

The new Backup and Restore feature as part of Verifone Commander Release 55.02
automatically backup all configurationAny USB port on the POS can be used to connect a
USB Scanner

. The backup is accessible for technicians to apply when performing a software upgrade
using Verifone PSI.

This feature automatically backs up the store's data so that it can be restored if there is

i EEA O6A AEéd" A "iA ~C -~ AECdéC Ui yABEEC
on site, and reduces the reliance on technicians to create manual backups with the SMS
Import Export tool before a software upgrade. A backup occurs every time a site
configuration is changed.

System Configuration Restore Prompt Criteria
1. The release version should be greater than or equal to Verifone Commander

release version 55.01.For example, the Verifone Commander version before
software update is 55.01 and after software update is 55.01, 55.02 etc,.

If the Verifone Commander version before software update is 55.00, 54.02,54.01
etc. then the System Configuration Restore Prompt does not appear.

2. The Customer Profile selected during installation must match with the customer
profile already installed and the customer software selected for installation.

For point 2, following incompatibility message will be shown before continuing the
installation process without the restore option.

° : Verifone Commander 8
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EFS Configuration )
=)

Device Address

|£ | Configuration Information )

The software version loaded is incompatible with the previously backed-up configuration.

To restore the previous configuration, the same software distribution and the same software release or newer must be used.

(o)

Estimated Time Remaining:
= 09 minutes 57 seconds
File Transfer Progress:

E]@ Note

Refer to the C18 Software Installation Guide and Verifone
Commander Installation Guide for more information on Software
Installation. The guides are avallable on Premier Portal.

E]ﬁ Note

Perform the manual pairing of POSevery time software gets
reloaded as the pairing certificates from POS is not retained across
PS/ installation. If software is reloaded only on Verifone Commander
manual pairing is not required as the POS can still use the already
Issued pairing certificate that got preserved on Commander during
PSI.

1 A series of progress screens are displayed on your laptop or PC. For example:

:

verifone
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|d| VeriFome Petro Suite Installer — ] by
Device Address
Step 4 of B
Installing File System
Altempling communications with device at 192.168.31.101
Estimated Time Remaining:
13 minules 28 seconds
Fibe Transfer Progress:
0%
1 After step 8 of 8, the system configuration restore prompt appears .
| @ Verifone Petro Suite Installer — O X

Device Address

| verifone Commander |']

192.168.31.11 Install

Step 8of 8

Finalizing Install gbs Configuration Information bt

Do you want to restore the previous configuration?

(o)

Estimated Time Remaining:

[EE—| 07 minutes 50 seconds |
File Transfer Progress:

e e e e e e e e e e e PR RS B B e e e e e e e e e e e e e

1 The following screen appears when No is clicked at the Restore prompt:

° : Verifone Commander 10
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Step8of 8

Confirmation Required X

Finalizing Install
o ! The backup data will be deleted. Are you sure?

(xes ] [ o |

Estimated Time Remaining:
= 09 minutes 56 seconds
File Transfer Progress:

1 If Verifone Commander is not onboarded in previous installation then, the following
message appears after restore process is completed :

Instal

Restore Completed X

Installation comple Data restored successfully. Ensure the site is up and fully operational.

Rememberto onboard Commander to Verifone® C-Site Management.

Retrieving Restore Statu

Initializing - refreshepsconfig

° : Verifone Commander
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E]ﬁ Note This message does not appear when only POS is updated.

1 The following message appears with the list of failed to restore files appears If some
configuration files failed to be restored:

Device Address

Restore Completed *

Restoration complete with the following failures, please perform a clean installation or manually configure the data.
1.Failed to restore - derunattendedcfg

2.Failed to restore - deridlescreencfg

3.Failed to restore - outdoortavecfg

4 Failed to restore - pscderkeycfg

Rl Rememberto onboard Commander to Verifone® C-Site Management.

Initializing - refreshepsconfig

1 If there are no backup files found, the following message appears, and the system
continues with the rest of the installation process.

|£ | Configuration Information e

There is no backed-up data to restore. The installation will proceed without restoring any backed-up data

"

° : Verifone Commander 12
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Configuration Client Forms

This topic contains all the Verifone Commander Configuration Client forms. The
configuration forms in this topic are described in the menu order displayed on the
Verifone Commander Configuration Client.

e & hitpsy//192.168.31.11/ConfigClienthtm P ~ © cenificate emor & (2 Petroleum C-Store Control ..

Security Initial Setup  Store Operations  Promos and Discounts  Forecourt  Devices  Payment Controller Rsporting  Taols  Help  Log Out

Security  Initial Setup  Store Operations  Promos and Discounts  Forecourt Devices Payment Controller Reporting Tools Help LogOut

Security

Security | Initial Setup

Manage Users
Manage Devices
POS Security
Security Log Server
Site Security

My Profile

Manage Users

Configure Users

Use Security > Manage Users > Configure Users to add, edit, or remove users. The
current users are listed on the left side of the form.

° : Configuration Client Forms

verifone



Verifone Commander User Reference

Configuration Client Forms

User Administration
Save | Cancel
@) Edits require a one-time password (OTF)
Configure Users
Add [ Delete
Select User Name |manager [ Disallow Login
manager
Employes | ~|
Edit
Raoles
— Password Settings
S New Password
Max. Length Confim Password
# of Days to Expire m
Force change on next login - [] P e e
— Secure User Settings
Secure User ID [ Secure User Administration
— Verifone® C-Site Management
User ID |octanb7@mailinator.com User ID Instructions
Field/Button Allowable Value/Function
Add Click to add a new user.
Delete Select an existing user and click Delete to remove the user from the Users list.
Name Enter the name of the user (humber of characters are unlimited).
Disallow Login Select to disallow the selected user to login to Configuration Client.
Employee Assign an employee type to the user by selecting from the Employee drop-down
list.
The employee types with security levels are created using Security > POS
Security > Employees form.
Roles Roles are set up on the Configure Roles tab. The roles assigned to the selected

Configuration Client Forms

:

verifone
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Field/Button Allowable Value/Function

user are displayed in this box.

Edit Click to display the available roles. Select one or more roles for the user and click

Done.

Password Settings

Min Length 47 CEA T Ui Ut di éEi OC@ -@®).A C@OE dCEAQC
Max Length 4i CEA i~ GUtdi éEi 6C@® G®.A COE dCEAQC
# of Days to Expire Enter the number of days until the password expires.

E] @ Note: The password should be changed before it expires.

Force Change on Next Login Select to make the user change their password the next time they log in.

New Password 471 CEA C@E d CE A d[Be neviEpassword €hGuidimaeh the

requirements of the password guideline.
Confirm New Password Enter the password again to confirm.
Password Guidelines Click to display password guidelines.

Secure User Settings

0C0EAdAE dCEAQ UC ° -DSSkdhsitive@ard Holdér DataKGHBOE 4ho oEAJAE KkEY 6/
XEC86Ac W i OEAQ TEidZ h~ro yAG1yCC O8A CEAJAE ETyéBGEE E
item

Configuration Client Forms 15
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Field/Button Allowable Value/Function

To avoid having to type username on POS keyboard, this feature allows associating a POS employee ID to a user. When
POS prompts, secure usermust ET CEA C@QEUA oCEAdAE -Obbioy éAdd B¢ UE O GF  “oi dAC EGAGTE ¥
validation, PA-DSS sensitive Card Holder Data (CHD)s exposed in the EPS reports. If validation fails, masked PAN is
provided in the EPS Reports.

0EAJAE At Ui UC - oCEAJAE dCEAQ e@86 A"i 1 i OE oCE
Note: The ‘Secure User Administration’ section is displayed when you log in as ‘'manager’ (the default secure
E]ﬁ user aamin account) or any user that is configured as a secure admin.

Secure User ID Enter the Secure User ID

Secure User Administration Enable if the user has secure user administration rights.

Verifone C-Site Management

The Verifone C-Site Management application allows remote configuration of data for the POS system through the web.
Without visiting each location changes and updates can be done remotely for any or all locations. These updates can be

done selectively or all at once for all the POS devices from the web application.

OTP is a onetime password generated by the Verifone Commander for accessing certain menus. Verifone C-Site
Management now supports remote generation and retrieval of OTP. Passwords generated this way are sent to the email

address associated with the Verifone C-Site Management user login.
E] ﬁ Note: Refer to the Verifone C-Site Management User Reference documentation for more information on this

feature. The User Reference is available on Premier Portal

User ID Add the same Verifone® GSite Management Email address that was configured
as part of OTP settings in the Verifone® C Site Management application and Click

Save.

Configure Roles
Use Security > Manage Users > Configure Roles to assign permissions, add new roles,

edit and delete current roles, and add and delete functions from each role. These roles
are assigned to users.

Configuration Client Forms 16
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The current roles are listed on the left side of the form.

Addition, removal, or modification of the roles can only be performed by a secure
" AT Ui UCCA" C6AZ u@E O©0EAJAE kOEEO
whether a role's access should be limited only to secure users. If this attribute is set, the

role can only be assigned to a secure user.

Configuration Client Forms

User Administration

v Edits require a one-time password (OTP)

Configure Roles

Select Role

basic Name manager Secure Role

storemanager :
g Functions

Add | [ pelete

manager
areamanager
cashier
helpdesk

Edit

To Edit a Role

1.

2.

3.

Select the role from the Roles list.
Click Edit at the Functions box.

Change the name in the Role Name text box.

To edit the function assignment to the role, enable or disable the functions in the

Functions form.
Click Done in the Functions form.

Click Save.

Configuration Client Forms

verifone
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Configuration Client Forms

To Add Role and Add Functions to Role

6.

Click New.

Enter the name in the Role Name text box.

Click Edit at the Functions box to assign functions to the role.
Select the function(s) for the role from the Functions form.
Click Done in the Functions form.

Click Save.

To Delete a Role

1.

2.

3.

Select the role from the Roles list.

Select Delete.

Click Save.

Role Function Description

The following is the list of role functions and their descriptions:

Function Description Additional Info

allowAllCsrRpts Allow all cashier reports view Allow user to view all cashier reports that are
available

allowOpenCsrRpts Allow open cashier reports view Allow user to view open cashier reports (current

and/or reports with MOP amounts not yet filled)

allowRestricted Allow Restricted Access

bypassEmployeeld Bypass employee id validation Bypass employee id validation in POS security

functions

Configuration Client Forms

verifone
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Function

cbeginupgrade

ccarwashdisable
ccarwashenable
cclosedaynow
ccwpaypointinit
ccwpdclose
cdcrdriverinit
cderinit
cdisablelogin
cenablelogin
cfeatureenablement
cFPDinit

cfueldrvinit

verifone

Description

Request Auto Upgrade Engine to begin

upgrade

Disable Car Wash

Enable Car Wash

Close Day Now

Initialize Carwash Paypoint

Carwash Paypoint Period Close

Initialize DCR Driver

Initialize DCR

Disable Helpdesk Login

Enable Helpdesk Login

Update a feature

Init FP Display Config

Initialize Fuel Driver

Configuration Client Forms

Additional Info

Performs Period Close On Carwash Paypoint

Initialize DCRs

Update Licensed Features

Configuration Client Forms
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Function Description

cfuelinit Initialize Fuel

cfuelprices Download Fuel Prices
changepasswd Change Password

cping Pings a given destination.
crefreshcfg Refresh Configuration
crefreshepsconfig Refresh Eps Config
cswupgradepkg Update software
diagdeleteclass Delete Diagnostic Class
diagloadclass Load Diagnostic Class
diagrunclass Run Diagnostic Class
findfilename View report period filename
getPLUsFromGempro Send plu.dat to NEWPRO
notifyamber Notify amber alert updates

Configuration Client Forms

Additional Info

Delete a previously loaded dynamic diagnostic

classfile

Load a classfile to be run as dynamic diagnostic

Execute a dynamic diagnostic class

Send plu.dat from GEMPRO to NEWPRO

Notify Controller of amber alert updates

Configuration Client Forms

verifone
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Function
releaseCredential

repeatEvent

sendPLUsToGempro
uagevalidationcfg
ubannercfg

ubluelawcfg

ucarwashcfg

ucashaccsite
ucashierenddraweramts
ucashierreportreviewstatus
ucashiertrackingcfg
ucouponfamcfg

ucurrencycfg

verifone

Description

Release the credential

Repeat last event

Send plu.dat to GEMPRO

Update age validation config

Update banner config

Update blue law config

Update carwash config

Update cash acceptor config

Update Cashier End Drawer Amounts

Update Cashier Report Review Status

Update cashier tracking configuration

Update coupon family config

Update currency config

Configuration Client Forms

Additional Info

Notify specified event listener of the last occurrence

of the specified event

Send PLUdata from NEWPRO to GEMPRO

Update currency dataset config uration

Configuration Client Forms
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Function Description Additional Info
ucwpaypointcfg Update carwash paypoint config
udatetime Set Time and Date Set the internal clock on Controller, including

timezone and daylight savings time parameters

udcrheadercfg Update DCR header config

udcridlescreencfg Update DCR Idle Screen config Update DCR Idle Screen dataset configuration

udcrmessagecfg Update DCR message config

udcrtrailercfg Update DCR trailer config

udiscountdenomcfg Update discount denom config

uecheckcfg Update Echeck Config

uemvcfg Update EMV Configuration Update All EMV Configuration Settings

uemvinit Update EMV Initialization Update All EMV Initialization Settings

uepsprepaidcfg Update EPS Prepaid Card Config

uesafecfg Update Esafe Config

ufeecfg Update fee config Update fee dataset config
Configuration Client Forms 22
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Function

ufepcardcfg

ufepcardtypecfg

ufepcfg

ufoodservicecfg

uFPDcfg

ufuelcfg

ufuelprices

ufueltaxex

ufunctionlist

ugrouplist

uifsfcfg

Description

Update Fep's card configuration

parameters

Update Fep's card configuration

parameters based on card Type

Update Fep's configuration parameters

Update Food Service Config

Update FP Display Config

Update Fuel Site Configuration

Update Fuel Prices

Update Fuel Tax Exemption Config

Refresh function list

Update Group List Configuration

Update IFSF Network Config

Configuration Client Forms

Additional Info

Update Fep's card configuration parameters like

various limits, enable/disable card

Update Fep's card configuration parameters based

on card Type like limits, enable/Disbale etc.

Update Fep's configuration parameters like network,

cashback etc

Update the fueling dispensers, products, mops, tanks,

and prices for the site

Update the fueling prices for the site

Update available report groups

° : Configuration Client Forms 23
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Function
uinhouseacctcfg
ukioskorder
ulogocfg
uloyaltycardcfg
uloyaltycardtypecfg
uloyaltyglobalcfg

uMaintenance

umaintfprht
umaintpostal
umaintregistrationkey
umainttelephone
umainttotalizers

umanagedcfg

verifone

Description

Update in-house account config

Commit kiosk order

Update logo config

Update Loyalty Card Configuration

Update Loyalty Card Type Configuration

Update Global Loyalty parameters

Update NAXML maintenance dataset

Update maint fprht

Update maint postal

Update maint registration key

Update maint telephone

Update maint totalizers

Update Managed Configuration

Configuration Client Forms

Additional Info

Update in-house account dataset config

Update logo dataset config

Update configuration datasets as NAXML

maintenance documents

Configuration Client Forms

24



Verifone Commander User Reference Configuration Client Forms

Function Description Additional Info

umanagedmodulecfg Update Configuration Update Module Configuration

umanageradjustment Update Manager Adjustments

umanagercorrection Update Manager Corrections

umenucfg Update menu config Update menu dataset config

umobilecfg Update Mobile Configuration

umopcfg Update MOP config Update MOP dataset config

umwscashmovementreport Update MWS Cash Movement Info

unetposcfg Update Network Configuration Update POS related Network Configuration

unetworkcfg Update Network Settings Update Network Settings(IP, route, etc..)

unetworkpartcfg Update network settings

upaymentcfg Update payment config Update payment dataset config

upinpadmsgcfg Update Pinpad Idle and Swipe messages

uPLUCachelList Update PLU cache list Update the list of PLUs cached on POS

uplupromocfg Update PLU Promo config Update PLU Promo dataset config
Configuration Client Forms 25

verifone



Verifone Commander User Reference Configuration Client Forms

Function Description Additional Info

uPLUs Update PLU dataset

upolicycfg Update policy config

upopcfg Update pop config

uposcfg Update POS config Update POS dataset config

upospaymentconfig Update POS Payment Configuration

upossecurity Update POS security config Update POS security dataset config

uprepaidcfg Update Prepaid Card Config

upscdcrcfg Update DCR config Update DCR dataset config

upscdcrkeycfg Update DCR Key config Update DCR Key dataset config

uregistercfg Update register config Update register specific dataset config

ureportcfg Update Report Configuration

ureportlist Update Report List Configuration Update the order of available reports

ureportstatus Update Manager Review Status

urestrictionscfg Update restriction config Update restriction dataset config
Configuration Client Forms 26
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Function
usalescfg
usapphireprop
uscreencfg
usecuritylogservercfg
uslogancfg
usoftkeycfg
utaxratecfg

utlssite
utriggerpullcfg
uuseradmin
uvendingmachinecfg

uvipercfg

vagevalidationcfg

verifone

Description

Update sales config

Update Controller system properties

Update POS Screen Configuration

Update Security Log Server IP Address

Update slogan config

Update softkey config

Update tax rate config

Update TLS config

Update Trigger Pull Configuration

User Administration

Update Vending Machine config

Update Viper's site level Config

View age validation config

Configuration Client Forms

Additional Info

Update slogan dataset config

Update softkey dataset config

Update tax rate dataset config

Update All Trigger Pull Configuration Settings

User admin update

Update Vending Machine dataset config

Update Viper's site level Config like various limits, and

pop configuration

Configuration Client Forms
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Function Description Additional Info

validate Validate the credential

vappcfg View App Specific Config

vAppInfo View App Info View App Version Info

vappmodules View App Module Names View the list of Application noted module names.

vbannercfg View banner config

vbluelawcfg View blue law config

vcarwashcfg View carwash config

vcashaccsite View cash acceptor config

vcashierpdlist View cashier report period list View list of cashier report periods available

vcashierrept Cashier Reports View the cashier period reports

vcashiertrackingcfg View cashier tracking configuration

vcashiertrackingrept View cashier tracking report

vcouponfamcfg View coupon family config

veurrencycfg View currency config View currency dataset config
Configuration Client Forms 28
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Function
vcwpaypointcfg
vewpaypointpdlist
vcwpaypointpdrept
vdatetime
vdcrheadercfg
vdcridlescreencfg
vdcrmessagecfg
vdcrtrailercfg
vdiscountdenomcfg
vecheckcfg
vemvcfg

vemvinit
vepsprepaidcfg

vepssiteassetdata

verifone

Description

View carwash paypoint config

View cw paypoint period list

View cw paypoint period report

Get Time and Date

View DCR header config

View DCR Idle Screen config

View DCR message config

View DCR trailer config

View discount denom config

View Echeck Config

View EMV Configuration

View EMV Initialization

View EPS Prepaid Card Config

View Site Asset Data of EPS

Configuration Client Forms

Additional Info

View list of cw paypoint periods available

View the Controller internal time

View DCR Idle Screen dataset config

View All EMV Configuration Settings

View All EMV Initialization Settings
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Function Description Additional Info

vesafecashierrept ESafe Cashier Reports View the cashier period reports

vesafecfg View Esafe Config

veventset Register event listener Register {alias, url} pair as event listener for a specific
event type

veventunset Unregister event listener Unregister the specified event listener for a specific
event type

vieaturelist View feature list View list of installed features

vfeecfg View fee config View fee dataset config

vfepcardcfg View Fep's card configuration parameters View Fep's card configuration parameters like various

limits, enable/disable card

viepcardtypecfg View Fep's card configuration parameters  View Fep's card configuration parameters based on
based on card Type card Type like limits, enable/Disbale etc
vfepcfg View Fep's configuration parameters View Fep's configuration parameters like network,

cashback etc

vfepdetails View Basic Fep Details View Basic Fep Details like the available commands,

enabled, is primary etc

vfoodservicecfg View Food Service Config
VFPDcfg View FP Display Config
Configuration Client Forms 30
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Function

vfuelcfg

viuelposstat
vfuelprices

vfuelrtcfg

vfuelrtprices
vfueltaxex

vfueltotals

vfueltotalsz

vgrouplist
vifsfcfg
vinhouseacctcfg

vlogocfg

verifone

Description

Update Fuel Site Configuration

View fueling position status

View In-effect Fuel Prices

In-effect Fuel Site Configuration

View In-effect Fuel Prices

View Fuel Tax Exemption Config

Fuel Totals Report

Compressed Fuel Totals Report

View Group List Configuration

View IFSF Network Config

View in-house account config

View logo config

Configuration Client Forms

Additional Info

Update the fueling dispensers, products, mops, tanks,

and prices for the site

View the in-effect fueling prices for the site

View the in-efectfueling dispensers, products, mops,

tanks, and prices for the site

View the in-effect fueling prices for the site

View the electronic dispenser report for a given

period

View the electronic dispenser report for a given

period (gzip)

Review available report groups

View in-house account dataset config

View logo dataset config

Configuration Client Forms
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Function
vloyaltycardcfg
vloyaltycardtypecfg
vloyaltyglobalcfg

vMaintenance

vmaintfprht

vmaintpostal
vmaintregistration
vmainttelephone
vmainttotalizers
vmanagedcfgstatus
vmanagedmodulecfg
vmenucfg

vmobilecfg

verifone

Description

View Loyalty Card Configuration

View Loyalty Card Type Configuration

View Global Loyalty parameters

View NAXML maintenance datasets

View maint fueling point running hose

totals

View maint postal code

View maint registration

View maint telephone number

View maint totalizers

View Managed Update Status

View Configuration

View menu config

View Mobile Configuration

Configuration Client Forms

Additional Info

View configuration datasets as NAXML maintenance

documents

View Current Module Configurations

View menu dataset config

Configuration Client Forms
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Function Description Additional Info

vmobilehostlist View Hosts List View Mobile Hosts List

vmobilereport View Mobile Report

vmobilereportlist View Reports List View Mobile Reports List

vmoddescmap View Module/Descriptions map View mapping of module names to their descriptions.
vmodulecfg View a Module Configuration View Configuration of a given named module.
vmodulecfgref View Module Referentials

vmopcfg View MOP config View MOP dataset config

vMovement View NAXML movement reports View reports as NAXML movement documents
vmwscashierdraweramts View Cashier Drawer Amounts

vmwscashmovementreport View MWS Cash Movement Report

vmwslog Manager workstation event logs Report to indicate Manager workstation event logs
vmwsposjournal View manager work station event in View manager workstation related posjournal reports

POSJournal reports

vnetposcfg View Network Configuration View POS related Network Configuration

° : Configuration Client Forms 33
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Function Description Additional Info
vnetworkcfg View Network Settings View Network Settings(IP, route, etc..)
vnetworkmenu View Network Menu xml
vpaymentcfg View payment config View payment dataset config
vpayrollpdlist View payroll period list View list of payroll periods available
vpayrollpdlist2 View payroll period list View list of payroll periods available
vpayrollrept Payroll Reports View the payroll period reports
vpayrollrept2 Payroll Reports (new format) View the payroll period reports (new format)
vpendmdicfg View Pending Configurations
vperiodlist View period list View list of periods for which reports are available
vpinpadmsgcfg View Pinpad Idle and Swipe messages
vPLUCachelList View PLU cache list View the list of PLUs cached on POS
vplupromocfg View PLU Promo config View PLU Promo dataset config
vPLUs View PLU dataset
vPLUUpdateStatus View PLU Update status View PLU Update status info

Configuration Client Forms 34
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Function Description Additional Info

vpolicycfg View policy config

vpopcfg View pop config

vposcfg View POS config View POS dataset config

vposjournal View NAXML POSJournal reports

vpospaymentconfig View POS Payment Configuration

vpossecurity View POS security config View POS security dataset config

vprepaidcfg View Prepaid Card Config

vproprietarynetworkmenu View Proprietary Network Menu xml

vpscdcrcfg View DCR config View DCR dataset config

vpscdcrkeycfg View DCR Key config View DCR Key dataset config

vpsinfo View process table - Text View process table and thread specific process table
- Text

vrefinteg View support doc View referential integrity support document

vregistercfg View register config View register specific dataset config

° : Configuration Client Forms
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Function
vreportcfg
vreportlist
vreportpdlist
vreportstatus
vrestrictionscfg

vrubyrept

vsalescfg
vsalesnetworkmenu
vsapphireprop
vscreencfg

vsecuritylogservercfg

vsiteassetdata

vslogancfg

verifone

Description

View Report Configuration

View Report List Configuration

View report period list

View Manager Review Status

View restriction config

Ruby Reports

View sales config

View Sales Network Menu xml

View Controller system properties

View POS Screen Configuration

View Current Security Log Server IP

Address

View Site Asset Data

View slogan config

Configuration Client Forms

Additional Info

Review the available reports

View list of report periods available

View restriction dataset config

View the processed reports for the site organized by

period

View slogan dataset config

Configuration Client Forms
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Function
vsoftkeycfg
vsyslog
vsysresourcesmap
vtaxratecfg
vthemecfg
vtilleventreport
vtlogpdlist

vilssite

vtransset

vtranssetz

vtriggerpullcfg
vupgradesummary

vuseradmin

verifone

Description

View softkey config

View system log - Text

View System Resource Mappings

View tax rate config

View Screen Themes

View Till Event Reports

View T-Log period list

View TLS config

Period Reports with fully masked card

holder data

Compressed Period Reports with fully

masked card holder data

View Trigger Pull Configuration

View Upgrade Summary Report

View User configuration

Configuration Client Forms

Additional Info

View softkey dataset config

View system log (syslogd)- Text

View tax rate dataset config

View list of periods for which reports are available

Review reports for the site - fully masked card holder

data

Review reports for the site (gzip) - fully masked card

holder data

View All Trigger Pull Configuration Settings

User admin view

Configuration Client Forms
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Function

vvendingmachinecfg

wvipercfg

vviperpdlist

wviperrept

Configuration Client Forms

Description Additional Info
View Vending Machine config View Vending Machine dataset config
View Viper's site level Config View Viper's site level Config like various limits, and

pop configuration

Allow Viper period list view View available periods on Viper

Viper reports View network reports from Viper

Manage Devices

The Manage Devices form is used to add and enable external POS devicesdlike the
Attendant Payment Terminal and Carbon Verifone Commander Workstation.

(%] Note

Refer to the Attendant Payment Terminal and Carbon Verifone
Commander Workstation Feature References for more
information on this feature. The Feature References are available
on Premier Portal.

Manage Devices

© Edits require a one-time password (OTP)

ﬁ Guidelines to generate a token
L] Name Application Type Description IP Address | Port Status Aoken | Enable | Serial Number
: Registration failed - .
151 cewt Carbon Commander Workstation| <] cew 1921689111 1234 oistiaton falled Generate |
152 APT Attendant Payment Terminal /] APT 1921689112 1234 Not registered Generate | W
153 APT Attendant Payment Terminal /] APT 1921689113 1234 Not registered [Generate | &

< 130f3 »
Add  Delete

Aclicking on delete will delete all the configurations related to selected Terminal ID

1. InVerifone Commander Config Client, go to Security > Manage Devices.

2. Click on Guidelines to generate a token, to read the guidelines.

verifone
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Configuration Client Forms

+ On Thcking "AST’ BUION. WIAr BBES 3 W
* Laar pes 10 1 i Terminal 1D, "Applicaticn Type, % Addreas” and 'Po’
+ Ciick on Sarve button
+ Onon save & mcossstul
“Conarase Button in Token ACtice’ commn of tha fom
. Uses wil not be alowed to modify the “Terminal 1D of the saved entry
+ On cicking ‘Canrali’ Bmion, BN b sl 19 the devics which &

+ Devico 15 GXpOCted 50 SCCapt tha 10KEn aNa 5and e JaVIce Sutals ke Senal AUMESr, MO3A, versin, etc., 10 Commander
+Wman , *Sarl number’ 3nd ‘Statis’ column wil be updyied on the ConfigClient form
+ ONCE LOKEN GANGTALON t SUCCRSANI, USGr Wil 70t De WKwad 10 MOARY NG Appication Typa' of the Gevics antry.

o]

‘Manage Devices
) Edits require a one-time password (OTP)

6Gl.l‘ﬂl‘:ilwﬁ o generale a loken

Token

| Ien;iml Application Type Description IP Address Port Stafus. IREHER Enable Serial Number
w
o ¥

L E

Add | Delefe

&C&kﬂ@ on delete will deleie all conliguraiion for the application

8.

9.

Enter the external POS ID in the Terminal ID field. The ID should be between 151
and 199. Each application type should have a unique ID. This terminal ID should
be entered as the POS ID for the terminalwhile configuring the terminal from
Devices > Attendant Payment Terminal > Terminal.

Select the application type from Application Type drop -down.
Add a description for the terminal to help identify the terminal.
Get the IP address and port for the terminal from the IT team.
Select Enable to enable the device.

Click Save. A onetime password (OTP) is required to save the configuration.

10.Click Generate OTP and enter the OTP generated on theverifone Commander

display.

Configuration Client Forms

verifone

39



Verifone Commander User Reference Configuration Client Forms

Manage Devices
@) Edits requive 3 one-time password (OTP)

Termanal Toien
cation xiption 088 Status " Sertal
D Type Desa WP Ackire Port St Ad Enabie Seral Number

1 [Atterdant Paymant Terminal |+ APT1 192168317 1234 Not registerad Generale

4 o1 b X

Add Delete

‘i‘i};C!cm‘a on cakte will delete 3 the configurations rakated o saactad Teminal :d

11. After save is successful,
aazCEA A1 CEE °~ o©0?Ei EA"  CEQ ¢dCC6i Ui oubdc
b.zCEA éUéé 18C ¢(E ~éédeEA Co6 106AUO0Og COE ¢
12277 AéUAcUi O o?Ei EA’ CE (Qcogaeboding devicEthat E1 UC CE
configured from Devices > Attendant Payment Terminal > Terminal.

13.APT cevice is expected to accept the token and send the details like serial
number, model, version, etc. toVerifone Commander.

14.When the Verifone CommanderreceivesaAECYy 61 CE OAd81 COQOE AEEUA
idi ¢ EAQ ~ i A owafeupdated Gh the EanfifyiClient form

15.0Once token generation is successful, user will not be allowed to modify the

o yyeéUA CUGi7 wugyEQ 60 COE AEEUAE Ei CAg
POS Security

Employees

Use to edit, add, and delete employees. In addition to logging in and out of the register,
this employee information is used for the Payroll Report, Summary by Register Report,
and Summary by Cashier Report.The current employees are listed on the left side of the
form.

° Configuration Client Forms 40
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Field/Button

Name

Employee Number

Security Level

Can Cashier

New Password

:

verifone

Configuration Client Forms

POS Security Manager

Employees
[ Delete
01- CORPORATE Name |CORPORATE
oo psermen Employee Numb
03 - ASST MGR MG T
04 - CASHIER Security Level

Can Cashier

New Password

Allowable Value/Function

Assign a name for employee. Alphanumeric, 1- 30 characters.

Assign a unique employee number, such as a company assigned ID, to identify the

employee for internal and payroll purposes. Alphanumeric, 1- 15 characters.

The Employee Number is used for the Employee Number Login functionality and
for security validation when a cashier does not have a high enough security level

to complete a function such as applying a discount.

OEEEAC CWQOE EiTyé6gEEQC CEAdJAUCY €éEEEéZ

that have a security level less than or equal to the security level assigned.

Select to allow the employee to perform cashier functions when in Sales mode.

Enter the password that the employee must use to clock in or out. Alphanumeric, 1

- 8 characters.

Configuration Client Forms
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Field/Button Allowable Value/Function

Confirm New Password Enter the password again to confirm.

Delete Select to delete the selected employee information.
Security Ctrls

Use to assign a security level to submenu items in the list. The Items in the list are
reports or non-sales functions. These security levels correspond to the Security levels
assigned to each employee. Only the entries in theSecurity Level column can be
changed. Only employees with the assigned security level can view these reports or
perform these non-sales functions.

POS Security Manager

Mﬁ:';u M:nbu Description Sfcurit','
D evel
MNT ASR ADJUST SCREEN SAVER
MNT ATV ADJUST TOPAZ VOLUME
MNT AUP APPLY UPGRADE
MNT DCL DEVICE CONTROL
MNT DCG DEVICE CONFIGURATION
MNT MSG VIEW SYSTEM MESSAGES
MNT PCG PINPAD CONFIGURATION
MNT PNT MNT_PNT
MNT RGI REGISTRATION INFORMATION ~ [3 v | v
M 4 51-1000f125 » M

Select a security level from the drop-down list.

Backdoor Login Restriction

Configuration Client Forms
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Backdoor login access to the POS has been restricted. With the existing
implementation, the security level assigned for the backdoor menu is "10.The "Device
Control” and "Adjust Screen Saver are the options provided through backdoor entry.

POS Security Manager
T sccuy cus

Menu I L Security
Menu Description
1D Level
_ D
DEVIGE GONTROL, ADJUST
ok BeK SGREEN SAVER 10
FSH ACR AUTOCOLLECT REPORT 3w
FSH BPR BLEND PRODUCT REPORT
FSH CAR CASH ACCEPTOR REPORT
FSH cTR CATEGORY REPORT
FSH CVR CONVERSION REPORT
FSH CWR  CARWASH REFORT
FSH DLR DEAL REPORT
<
¢« 4 1500f122 b M

After the backdoor login has been restricted the default security level for "Device
Control” and "Adjust Screen Saver’is changed to 7.

POS Security Manager
=TS Security Ctrls

Mﬁ:rl'u Fuﬂs;r:}u Description Sicur'rty
D evel

| MNT ASR ADJUST SCREEN SAVER [7+~] |
MNT ATV ADJUST TOPAZ VOLUME
MNT AUP APPLY UPGRADE
MNT DCL DEVICE CONTROL |
MNT DCG DEVICE CONFIGURATION
MNT MSG VIEW SYSTEM MESSAGES
MNT PCG PINPAD CONFIGURATION
MNT PNT MNT_PNT
MNT RGI REGISTRATION INFORMATION [3+] v

M 4 51-1000f125 » M

° : Configuration Client Forms
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Sales Functions Security

Use to assign a security level tothe following sales functions in the list:
Apply Updates (MUP)

Safe Drop Correction (SDC)

Refund (REF)

Void Ticket (VTI)

Void Line (VLI)

Price Override (POR)

Discount (MDC)

Suspend (SUS)

No Sale (NSA)

Payout (POU)

= =4 =4 =4 -4 -4 -4 -4 -4 -5 -

Error Correct
Only employees with the assigned security level can perform these functions.

POS Security Manager
Sales Functions Security

Security Level Apply All

Sales Function

w
Q

ecurity Level
Apply Updates (MUP)
Discount (MDC)

Error Correct (ECR)

No Sale (NSA)

Pay Out (POU)

Price Override (POR)
Refund (REF)

SUSPEND (SUS)

Safe Drop Correction (SDC)

Void Line (VLI)

ol o] [e o ol o] [~ [o =) o o
< < < < < < < < < < <

Void Ticket (VTI)

° x Configuration Client Forms
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When the user clicks a security level andApply All is selected, the value is applied to all
the sales functions.

The user can also configure any of the functions independently. Default value for Pay
Out is 7 and Default value for Apply Updates is 7.Default value for all the other functions
is 0. 0 indicates that the function does not require a security check and any employee
can perform the function.

Site Security

The POS Pairing process establishes a trust relationship between theVerifone
Commander and each Verifone POS Workstation and creates secure communication
links. It is similar to where a cellphone is paired to a speaker or automobile dash display.

The POS workstation pairing process is strongly recommended by Verifone to be
performed on the same day the system is Auto Upgraded. After an auto upgrade, each
Verifone POS displays messages that the system needs to be paired.

Refer to the POS Pairing Feature Reference documentation for more
E]ﬁ Note information on this feature. The User Reference is available on
Premier Portal

Pairing after the initial Auto Upgrade, Pairing Expired/Revoked

EO COGE h”2ro AUCYéH gICA CioE BioEAUABERCUCOEKk Bal NATF
message, follow these steps to pair the Verifone POS Workstation with the Verifone

Commander. The POS Workstation displays one of the two messages below at login to

Sales or between each transaction in Sales.

SEC. ALERT - PAIRING INVALID

To avoid data loss, immediately go to the
Maintenance Menu and select Perform POS
Pairing

° x Configuration Client Forms 45
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SEC. ALERT - PAIRING REQUIRED

Verifone strongly recommends that you go
to the Maintenance Menu and select
Perform POS Pairing today

1. Onthe POS Workstation, navigate to CSR Func > Maintenance Menu.
Press[Perform POS Pairing] .

Register Maintenance Functions Menu

1. Adjust Volume

2. Adjust Brightness

3. System Messages

4, Ping Test

7. Device Configuration

9. Helpdesk Diagnostics

10. Generate Config OTP

11. Delete Config OTP

12. Check for VRSD Updates 21. Clean Screen

14. Enable Helpdesk Login 22, Close Lane

15. Disable Helpdesk Login 23. Perform POS Pairing

16. Check for USB Updates

17. Apply Upgrade

18. Print Upgrade Summary

19. Show Upgrade Status

20. OcbMenuTitle

2. A message asking to perform POS pairing displays, press[Yes].

:

verifone

Perform POS Pairing X

Do you want to perform POS pairing?

Please log in to ConfigClient and start the
Pairing Service

Register will reboot and remain closed
until pairing is completed.

NO
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Rebooting to start pairing process....

4. At Configuration Client and using the Manager credentials, navigate
to Configuration Client > Security > Site Security.
5. An OTP is required to complete the process. Press the[Generate OTP] button.

° x Configuration Client Forms 47
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One-Time Password

A One-Time Password (OTP) is required to access this function

One-Time Password [| } fGenerate OTP

Ok Cancel

Guidelines to generate an OTP

sz s -

6. uGE o~
d

uh
cC” C AUCyé gzO Adi OUAT [OK libaantinteE CC~ OE

O
O

Configuration Manager

ﬁ OTP has been generated. Please read it from the Commander Site Controller's status display.

7. Read the OTP digits from the Verifone Commander. Enter the four OTP digits into
the text box and then press [OK].

One-Time Password

A One-Time Password (OTP) is required to access this function

One-Time Password I| Generata OTP
Cancel

Guidelines to generate an OTP

8. The Site Security form opens. Press[Start Pairing Service] .

Configuration Client Forms

verifone
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Configuration Client Forms

Site Security

—POS Pairing Management

— Pairing Service

| Start Pairing Service | Retrieve Pairing OTP

—Pairing Relationships

Revoke All Trust

Security  Initial Setup  Store Operations  Promos and Discounts  Forecourt

9. Adi OUAT ~ CUsi 1T ECC” OE CC~

Press[OK] to continue.

Configuration Manager

Ok

6 Pairing service is started.

10.Go back to the POS Workstation. Press[Pair POS].

Configuration Client Forms

verifone
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11.A Pairing OTP dialog box displays on the POS.

Pairing

Enter OTP from Commander or ConfigClient

Configuration Client Forms

p

5
8
A
E

12.Navigate to Configuration Client > Security > Site Security. Presg[Retrieve

Pairing OTP].

3
6
9
Cc
F

Configuration Client Forms
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Security  Initial Setup  Store Operations  Promos and Discounts  Forecourt

Site Security

—POS Pairing Management

— Pairing Service

Start Pairing Service

Retrieve Pairing OTP

— Pairing Relationships

Revoke All Trust

13. ©h”  UAUiT O CECCUBd7T ~uhOo AU é860 ¢6G AUCyeé g

Configuration Manager

6 Pairing session OTP
208134

Ok

14.Go back to the POS workstation. Enter the 6-digit Pairing session OTP code from
+0i OUOdA” CUBi +eéUEi C Ui Cd C@E ©eh”  UAUi 60 AU
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Pairing X

Enter OTP from Commander or ConfigClient

208134 a

1
4
7
0

d

15.Press[OK]Z u@E 7T ECC” OE ©hABAECCUiI Oz yéE  CE

T81 Ei Cz ©0dAAECCOdéég h  UAEAO AUCyé gcCz
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16.Press[OK]C6 Adi7 CUi dEZ T ECC” OE oeh” UAUJ

"yyeéuUA  CUbi zzz0O AUCyé gCzZ

lerifone

17.Repeat these steps if:

1 Pairing was not successful
1 The site has more than one POS Workstation

Configuration Client Forms

verifone
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Pairing the POS Workstation after New Installation

After a new installation, the POS Workstation displays the Pair POS screen below after it
boots up. Follow steps 4 to 17 above.

Revoke All Trust

If a workstation needs to be removed for repair or sent to another store, use the
following steps to Revoke All Trust from the Pairing Relationship.

1. On the Site Security form at Configuration Client > Security > Site Security .
2. An OTP is required to complete the process. Press the[Generate OTP] button.
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One-Time Password

A One-Time Password (OTP) is required to access this function

One-Time Password [| } fGenerate OTP

Ok Cancel

Guidelines to generate an OTP

sz s -

3. ugE o~
d

uh
cC” C AUCyé gzO Adi OUAT [OK libaantinteE CC~ OE

O
O

Configuration Manager

ﬁ OTP has been generated. Please read it from the Commander Site Controller's status display.

4. Read the OTP digits from the Verifone Commander, Enter the four OTP digits into
the text box and then press [OK].

One-Time Password

A One-Time Password (OTP) is required to access this function

One-Time Password I| Generata OTP
Cancel

Guidelines to generate an OTP

5. The Site Security form opens. Press[Revoke All Trust] .

Configuration Client Forms
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Security  Initial Setup  Store Operations  Promos and Discounts  Forecourt

Site Security

—POS Pairing Management

— Pairing Service

Start Pairing Service Reftrieve Pairing OTP

—Pairing Relationships

Revoke All Trust

6. Aoi OUAT ~ CUs6i 1TECC  OE CC  CUi O eu@gucC "~ ACUb
relationships. All POS Workstations will need to be paired again. Are you sure you

&7 C Co6 Ad6i CUi dHYeg. AUCyé gCZ hAECC

Configuration Manager

This action will remove all prior pairing relationships.
All POS systems will need to be paired again.
Are you sure you want to continue?

Yes No

7. u@PE ©hAGAECCUiIi O AEadECC
message. Press[OK].

N\
>
D~
m
(@)
m\
.H<
c
@]
N
N
N
Q
-

iz,

Processing request. Please Wait...

Configuration Manager

A Successfully removed trust relationships.
All POS systems will need to be paired again.
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8. Follow the steps in @°airing after the initial Auto Upgrade, Pairing Expired/
RevokedOsection to pair the other POS Workstations.

Security Log Server

Syslog is a way for network devices to send event messages to a logging serverd
usually known as a Syslog server. The Syslog protocol is supported by a wide range of
devices and can be used to log different types of events. For example, a router might
send messages about users logging on to console sessions or a webserver might log
access-denied events.

This form is used to report security and OS related events to the configured server.
47 CEA CQE ¢é60 CEAEEAQC Eh ~AAAECC Ui Cg@UC OdA

A one-time password (OTP) is required to open and edit this form. Click Generate OTP
and enter the OTP generated on theVerifone Commander display to the One-Time
Password form.

Security Log Server

ﬁ Edits require a one-time password (OTP)

Server 1: .. Clear
Server 2 Ij”j“j“jl Clear
Server 3: lj”j“j“jl Clear
Server 4: lj”j“j“jl Clear

The following is how the security logs appear on the server display:

Date Time Priority Hostname Message

D7-08-2019 16:17:54 SpstemWaming  192.168.31.11 1 2019-07-09T 06:45:52.920-04:00 commander_a COR - - -

P7-09-2019 16:17-54 System Warning 192.168.31.11 1 2019-07-09T 06:45:52 920-04:00 commander_a COR - - - WARN securil ity - USER: manager, SEC EMP ID# 1 - View Cunent Security Log Server 1P Address - PASSED - SECURITY LOG SERVER
CONFIGURATION - Register ID# 0

D7-09-2019 16:17:54 Systeml Waming  192.168.31.11 1 2019-07-09T 06:45-52.908-04:00 o

p7-09-2019 16:17:54 System( Warning 1921683111 1 2019-07-097T 06:45:52 908-04:00 c - - - WARN zecuni ity - USER: manager. SEC EMP IDB 1 - vsecuril itylogserverc :fg - PASSED - HTTP REQUEST - Register ID# 0 - REMOTE
1PH192.168.31.208 -

D7-08-2019 16:17:54 SpstemWaming  192.168.31.11 1 2019-07-09T 06:45:52.905-04:00 ¢ -

D7-092019 16:17:54 Systemd Waming  192.168.31.11 1 2019-07-09T 06:45:52.905-04:00 o << -WARN securi ty - USER: manager. SEC EMP ID# 1 - 0TP_Authentication - PASSED - UserAAA - Register IDE 0 - Application 0TP
authenticated - tiue

D7-09-2019 16:17:44 Systeml Waming  192.168.31.11 1 2019-07-09T 06:45-42.961-04:00 o ¥

D7-09-2019 16:17:44 System Waming  192.168.31.11 1 2019-07-09T 06:45:42.961-04:00 com _aCOR - - - WARN security - cldcposrequest - PASSED - HTTP REQUEST - Register IDH 0 - REMOTE IP# 192.168.31.101 -

D7-03-2019 16:16:45 Systemd Waming  192.168.31.11 1 2019-07-09T06:44:43.889-04:00 commander_a COR - - -

D7-03-2019 16:16:45 Systemd Waming  192.168.31.11 1 2019-07-09T05:44:43.889-04:00 commander_a COR - - - WARN  security - vsecuritylogserverclq - FAILED - HTTP REQUEST - Register IDH 0 - REMOTE IP# 152.168.31.208 - One Time
Passwor d required

D7-03-2019 16:16:45 Systemd Waming  192.168.31.11 1 2019-07-09T 06: 44:43 873-D4:00 commander_a COR - - -

D7-09-2019 16:16:45 SystemdWaming  192.168.31.11 1 2019-07-09T 06:44:43.873-04:00 commander_a COR - - - WARN security - USER: manager. SEC EMP IDE 1 - 0TP_Authentication - FAILED - UserAAA - Register ID8 0 - Application OTP
authenticated - false

P7-03-2019 16:14:41 Systemd Waming  192.168.31.11 1 2019-07-09T06:42:39.930-04:00 commander_a COR - - -

D7-03-2019 16:14:41 Systemd Waming  192.168.31.11 1 2015-07-097T05:42:39.930-04:00 commander_a COR - - - WARN  security - USER: manager, SEC EMP IDH 1 - viepdetails - PASSED - HTTP REQUEST - Register ID# 0 - REMOTE IP#
192.168.31.208 -

D7-09-2019 16:14:41 System Waming  192.168.31.11 1 2019-07-09T06:42:39.547-04:00 commander_a COR - - -

D7-09-2019 16:14:41 Systemd Waming  192.168.31.11 1 2019-07-09T 06:42:39.547-04:00 commander_a COR - - - WARN  security - vAppinfo - PASSED - HTTP REQUEST - Register ID3 0 - REMOTE P 192.168.31.208 -
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My Profile

Refer to the Password Reset Feature Reference for more
E]ﬁ Note information on this feature. The Feature References is available on
Premier Portal.

Using this menu, aConfig Client user can reset their own password without calling the
Helpdesk. The primary benefit of this feature is to reduce the number of calls generated
to the Helpdesk.

Security  Initial Setup  Store Operation My Profile
Manage Users
POS Security
Change Password
Site Security
My Profile [} Setup Challenge Questions

Setup Challenge Questions

From software release 55.01and higher, there is nooption to skip entering the challenge
guestions or option to leave any of the questions left blank. By making it compulsory to
enter the challenge questions, users can reset passwords themselves by answering the
challenge questions.

-

| Configuration Manager

Challenge questions must be set up for this account.
If you wish to change the challenge questions later, navigate to Security > My Profile > Setup Challenge Questions.

~  Click OK to set up challenge questions.
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Challenge Question

Select a question from each drop-down and provide a response. Responses are not case-sensitive
and must be at least 5 characters. All drop-downs must have a selection. Click Save to continue.

—Question 1

I

|Emer your answer here

—Question 2

I

IEmer your answer here

—Question 3

I

| Enter your answer here

—Question 4

I

| Enter your answer here

Save Cancel

Challenge Question

Select a question from each drop-down and provide a response. Responses are not case-sensitive
and must be at least 5 characters. All drop-downs must have a selection. Click Save to continue.

— Question 1

I

| Enter your answer here

—Question 2

| Enter your answer here

—Question 3

I

IEntm your answer here.

— Question 4

I

| Enter your answer here

Challenge questions must be entered to proceed.

Save |Cancel

verifone
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Configuration Manager

@ Every question has to be answered.

Change Password

After logging in, a user can change password using the Change Password menu that
can be assessed from Security > My Profile .

My Profile

_ Change Password |

[ Setup Challenge Questions J

Change Password

Change Password

USéE'N.ame Imﬂ'ma
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Forgot Password

©>8A06 C Hinkdbealegih palje of Config Client or Manager Workstation displays
a prompt where user must enter the username and click Submit to start the process of
resetting password .

EO COE dCEA ABECi qC ~éAE" Ay @seh&ameABPEEE AICOEGH G
the server shows an error.

Manager Workstation

Sorry, invalid data. Please contact support for assistance

Ck

If the challenge questions are set, any two of the questions are shown for the user to
answer.

Reset Password Request

In what city or tawn did you meet your first spouse/partner?

What was the name of your elementary school?

On answering the questions right, the user is prompted to enter a new password.
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Change Password

Change Password
UserName [manager |
Confinn ]

Configuration Manager

6 Password has been changed successfully

Initial Setup
Im‘ Store Operations P

Date & Time

Registration

View Feature Info

Maintenance Configuration
System Propearties

Local Area Network Configuration
VHQ Configuration

Commander Console

Cloud Configuration Manager
Cloud Connect

Date Time

The Date & Time Configuration form is used to verify or edit the date, time, and time
zone on the Verifone Commander.
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Date Time

Time Zone

(OMT -05:00) US/Eastern hal

« 2012 May » - -
- - Retrieved Date Setfings

1" 2 3 4 B Time Zone (EMT -05:00) US/Eastern
E 7 B & 10 11 12 Date 2012-05-07

13 14 15 16 17 18 19 UEE 12:67-03

20 N X2 23 M BN Changes
&I »B® Bm 3 N
Tirrmd Zorne

Dale
05 |=lfo7 [=][z012]=] Time

Time NTP Server

'12 - '5;.- [=] ||33 - Usa NTP Server
NTP Server IF

Select the date, month, and year from the drop-down list boxes.

The displayed time is the current time. To change the time, select the time from the
drop-down list boxes.

Time Zone
Use to select the time zone in which your site is located.
NTP Server

Enable to get the time from the Network Time Protocol (NTP) server instead of the

system clock. This section can be used to configure the IP address of the NTP server.

Registration

The Registration form presents information that must be supplied to the Verifone
Technical Support Centre to obtain a Registration Key.

Call the Verifone Technical Support Center at (888) 77%3536. The Support Center will

process the registration while you are on the phone.

E]@ Note Registration is only done once, at the time of installation.
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Maintenance - Registration

Registration Info

Registration Key Frint Registration Info

Registration Key

Configuration Client Forms

Enter the Registration Key supplied by the Verifone Technical Support Center.

View Feature Info

The Feature Information form displays the options installed on the system. To view the
entire list, select the last item and press the down arrow on your keyboard. Click Print to

print the entire list.

Feature Information

Feature Info

Feature : Car Wash
ssssss i
,,,,,,,,

ssssss
VVVVVVV

Maintenance Configuration
Refer to Maintenance Configuration

System Properties
Use to select, update, and save System Properties.

OEC"  UéEA AECAAUyCUsi1 C 60 COQE
feature reference manuals.

Configuration Client Forms
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System Properties

System Property allow.concument. scanner = ‘yes' e
DailyMsg.pell.interval = 0"
Name | Dailyllsg server IP DailyMsg.scroll.interval = '§'

DailyMsg.server. IP = '192.168.31.1"

DailyMsg. server, Port = ‘8020
DailyMsg.sarver URL = Ymotd. bt
data.trans.hst.days = ‘80’

database pluisgempromaster = ‘aute’
dvr.locallPPort = 14000

dvr.multicastEnable = trug'

dvr.multicastHost = 230.0.0.1

dvr.multicastPort = 14001

dvr.ttl = 1"

esafe.coin_denomination = '$0.01,80.05,50.10,8
esafe.note_denominati $1,82,55,610,520,8¢
esafe.retryAttempts = 4

esafe retryinterval milliseconds = 500°
esafe.sccketTimeout. seconds = 120°
extPCS.config.depis =
fuel max, curr limit = 999299
_tankcapacity = ng’
include. cinit_activation.criteria = ‘yes
journalPrinter. enabled = ng
jeurnalPrinter_port = Ydev/portd’
kp.svc.list = *

¢.POS.CommiD =T
Kp.gvc.POS host = 'NONE'

Arfanlt = tan 1S

Value | 192.168.311

Field/Button Allowable Value/Function

System Property Displays the property name.

Name

Value Displays the property value.

Save Click to save the selected Properties.

System Properties Description

The following is the list of system properties and their descriptions:

Field Description

allow.concurrent.scanner Allows two scanners to work
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Field Description
apply.upgrade.forcefully Opt-in for forced auto-upgrade
auto.print.Pd.report Auto print reports

Properties that control the daily message display

DailyMsg.poll.interval The interval in which the system checks for daily messages.

DailyMsg.scroll.interval The interval the message pauses before adding another line when the

window must be scrolled to display all messages.

DailyMsg.server.IP IP address of server hosting daily message text.
DailyMsg.server.Port IP port to use on the server hosting daily message text
DailyMsg.server.URL URL to reach the daily message text files
data.trans.hst.days Number of days to keep t-log
database.plu.isgempromaster Sales configuration
disable.pinpad.cardreader Disable PIN pad card reader between transactions.
Configuration Client Forms 66
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Field Description

DVR UDP Multicast properties

E] ﬁ Note: Refer to the Digital Video Recorder Feature Reference documentation for more information on this feature. The

Feature Reference is available on Premier Portal.

dvr.locallPPort DVR local port

dvr.multicastEnable Enable multicast

dvr.multicastHost DVR multicast host

dvr.multicastPort DVR multicast port

dvr.ttl

eps.needs.immediate.declined.receipt EPS Needs Immediate Declined Receipt (Options = yes,no)

E-Safe Properties

Note: Refer to the Tidel Sentinel ESafe Interface Feature Reference documentation for more information on this
E]ﬁ feature. The Feature Reference is available on Premier Portal.

esafe.coin_denomination E-Safe - Coin Denominations
esafe.note_denomination E-Safe - Note Denominations
esafe.retryAttempts E-Safe connection retry attempts
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Field Description
esafe.retrylnterval.milliseconds E-Safe connection retry interval in milliseconds.
esafe.socketTimeout.seconds E-Safe - Socket timeout in seconds
event.monitor.history.limit How much event monitor history data is shown
extPOS.config.depts External POS properties

fce.ders.test Test Gilbarco DCRs comma delimited
force.InHouse.PayInOut Force In_House for PayIN and pay OUT
fuel.max.curr.limit Set limit for the maximum currency at pump
fuelsys.tankmonitor.tankcapacity Enable Fuel Tank Monitoring
include.cinit.activation.criteria Show Auto Upgrade notification
journalPrinter.enabled Enable journal printer

journalPrinter.port Journal printer port

Kitchen Printer Configuration

Note : Refer to the Kitchen Printer Feature Reference documentation for more information on this feature. The Feature
E]ﬁ Reference is available on Premier Portal.
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Field

kp.svc.list

kp.svc.POS.CommID

kp.svc.POS.host

loyalty.ppg.stack

mobile.feature.enabled

Description

Kitchen printer service list

kp.svc.POS use the exact text
Indicates which COM port of the POS terminal the kitchen printer is on.

Indicates which POS terminal the printer is on.

Enable Loyalty PPG stacking

Enable Mobile Feature

Note : Refer to the Mobile Payment Feature Reference
E]@ documentation for more information on this feature. The

Feature Reference is avallable on Premier Portal.

Money Order Prompt

Note : Refer to the Money Order Feature Reference documentation for more information on this feature. The Feature

[jﬁ Reference is available on Premier Portal.

mopayee.prompt
mopayee.swb
moptr.maxVendorPayment

mws.response.time

verifone

Money order prompt

Maximum amount for Money Order Vendor Payment.

Manager Workstation Response Time
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Field

naxml.config.pluHasCheckDigit

pdclose.forcelogout.time.inMins
promotions.enableNaxmIDeal
receipt.enterprise.footer.alignment
receipt.enterprise.header.alignment
receipt.print.programName

remote.server.hostname

remote.server.hostname
remote.server.logBuffer.size
remote.server.openRetry

remote.server.port

verifone

Description

NAXML input processing

Note : Refer to the VIP NAXML Mix & Match Feature
E]EI Reference documentation for more information on this

feature. The Feature Reference is available on Premier

Portal.

AEOD force logout warning time in minutes

Enable Naxml promotions.

Receipt Footer Alignment (Options - LEFT, RIGHT, CENTER)
Receipt Header Alignment (Options - LEFT,RIGHT,CENTER)

Print the promotion program name on receipt

Remote Log Server properties

Host where the logs are stored

Log server buffer size

Configuration Client Forms
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Field Description

remote.server.prefix

remote.server.socektTimeout.second

rsd.useTestHost Use RSD test host

ruby.fuelsys.driveOffAlert

ruby.fuelsys.driveOffRepeat

safeDrop.calculator Calculator appears on screen during safe drop
sales.foodorder.expire.minutes Expiry minutes for food order
sales.print.zerovalueitem Prints receipts for zero value items
standard.keybd.filename POS Keyboard file name

Amber Alert

sys.amber.alertCountUrl
sys.amber.alertDataUrl

sys.amber.compareUrl
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Field Description

sys.amber.enable Enable amber alert

sys.amber.pollFreqSecs

ticket.reprint.includeDCRTrans Include DCR transactionsin ticket reprint
topaz.enablevirtualkeyboard.expresspanel Enable or disable virtual keyboard button on express panel
topaz.safedrop.numbLines Number of blank lines on safe drop receipt
topaz.sales.allowDismissalOfGroupedltemMenu Grouped item menu configuration
topaz.sales.allowDismissalOfModifierMenu Grouped item menu configuration
topaz.sales.print.printTaxLines Print separate tax lines on receipt
topaz.sales.showPluModifiers Enable or disable display of plu modifier list
upgrade.token.timeout Auto Upgrade - timeout value for token in seconds
viper.custom.feecode Viper custom fee product codes

Local Area Network Configuration

Local Area Network Configuration provides Ul for configuring the LAN. Use to configure
Global Routes, Device Specific IP Configuration, Device specific Routes and DNS.
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Local Area Network Configuration

Global Routes
Route Type Destination Gateway Netmask

Mew | Delete

Select Device | sitecontroller ¥  Select Register

Device Specific IP Configuration

Configure By
DHCP

NIC Description IP Address Default Route

Verifone Zone 192.168.31.11

Device Specific Routes
Route Type Destination Gateway MNetmask

b | Belcie

DNS

Domain Name (Opticnal) |

DNS 1 |
DNS 2 |

Refer to the Network Configuration Guide for each profile for more
E]@ Note information.

From Verifone Software Release 55.02, after an auto upgrade for Sunoco, the default
route will be Verifone Zone. The changes for Sunoco are as specified below:

Current Changes
Isolated Payment Nic Verifone Zone Nic
Default Route = Yes Default Route = Yes
Device Specific Routes Device specific Routes
12 Configured In addition to the current, added two more
DNS DNS
Default configured Sunoco Specific DNS
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VHQ Configuration

The customers can choose from the following VHQ options:
1. Sign a SOW- Verifone performs services to customer PIN pads through VHQ
2. VHQ Administeredd Verifone does the estate management for a fee.

3. VHQ Own Instance d Customers want to own their own instance and move all
their PIN pads to their own instance.

The objective of having all Petro PIN pads on VHQ is the ability to remediate and resolve
issues found in the field faster.

Refer to the VHQ User Reference documentation for more
E]@ Note information on this feature. The User Reference is available on
Premier Portal.

POS sends following VHQ data to EPS:

Enable/Disable (VHQ)
VHQ Address
Customer ID

Store ID

Lane ID

Service ID

Customer Profile
Pinpad ID

= =4 =4 -4 -4 -8 -5 -9

Enable/Disable VHQ, Customer ID and VHQ Address is configured through VHQ
Configuration form.

EPS sends the same information to PIN pad as part of the diagnostic message when the
POS logs in. VHQ extracts the information from PIN pad.

Inorder to view and update VHQ Configuration, new user role functions should be
AAE" CEA C6 EUEe "i A dyA" " CE ©oCj +06i OUOdA  CUGI

1 wvvhqgconfiguration d View VHQ Configuration

1 uvhgconfiguration d Update VHQ configuration
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AYyEACB1T @ EUi O C geie tiegedview @i Upilate) Guadiiddis enabled by
default. All other roles haveview function enabled by default.

Refer to Configure Rolesfor more information to configure roles.

VHQ Configuration

© Edis require a one-time password (OTP)

VHQ Detail

Enable VHQ [
Customer ID
Store ID |AB123
Service ID
Customer Profile |buypass

hitps#! |vhq.verifone.com i erlMessagel asm:

—VFI POS-POP Mapping

—Secondary POP Mapping

Lane # PinPad ID Lane # PinPad ID
001 000 065

002 000 066
003 000 067
004 | 000 068
005 000 069
006 000 070

007 000 071

L T VT

008 000 072

1-80f32 » M

After you enable VHQ, the form allows you to edit Customer ID and VHQ address.

— VHQ Details

Enable VHQ [
Customer 1D |

Store ID |AB123

Service ID

Customer Profile | buypass

https://  |vhg.verifone.com | MessagingServer/MessageHandler. asmx

On save, the form validates customer ID and VHQ address. VHQ address can be a URL
or an IP address. Customer ID can be Alphanumerical characters up to 64 characters. If
validation is not successful, an error message is displayed.

Service and Maintenance (SAM)

Beginning with ViperPAY version 4.06.xx, an additional Service and Maintenance (SAM)
feature will be available for Mx9xx Series PIN pads. The objective of having all Petro PIN
pads connected with the Service and Maintenance feature is the ability to remediate

and resolve issues found in the field faster. The SAM feature is included as partof ASM
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entitlement for Verifone Commander locations and includes improved Verifone
Helpdesk support functions, such as:

1 Review general configuration of the device, including network and system
configuration.

1 Review PIN pad diagnostic logs.

1 Correct some operating system and application issues.

1 Perform diagnostics remotely on the PIN pad, such as screen calibrations.

The SAM feature can be enabled after each PIN pad has the ViperPAY application
loaded/upgraded. Enablement is performed by selecting "Accept” on the Terms &
Conditions prompt that appears after the PIN pad application is loaded/upgraded. The
SAM feature is PIN pad specific, therefore the prompt will appear on all PIN pads once
the application is loaded/upgraded.

Rejecting the Terms & Conditions will disable SAM functionality. Verifone strongly
encourages our customers to enable the Service and Maintenance feature.

Should a customer reject the agreement after updating the ViperPAY version and want

the Service and Maintenance feature later, they can enter into System Mode on the PIN

y Az i  EUO  CE Cb6 ©47i ¢(eéE nCj Anmepildhertneedtoi A A@’
run the application from the PIN pad home screen and accept the Terms & Conditions

prompt. This must be completed for each PIN pad.

The above process is same when user changes from SAM to No
1) Note | samon PIN pad.
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Some PIN pads have Accept and Reject soft keys. Use these keys
E]ﬁ Note for SAM enablement.

SAM is only available for PIN pads that are not a part of a client
CE] Note managed instance of VHQ.

Verifone Commander Console

The Verifone Commander Console is a cloud-based enterprise application on which the
Verifone Commander transactions and reports can be viewed. In order for Verifone
Commander transactions and reports to be viewed on Verifone Commander Console,
the Verifone Commander Console needs to be configured in Configuration Client.

Commander Console Save || Cancel
Commander Console Configuration
Enable Cloud Agent ||
Commander Console URL
Test URL
Site Identification
Site ID
Service ID
Paostal Code
Field/Button Allowable Value/Function
Enable Cloud Agent Select to enable Cloud Agent
Verifone Commander Console URL Enter the Verifone Commander Console URL.
Site ID The Site ID of the store

° : Configuration Client Forms

verifone



Verifone Commander User Reference Configuration Client Forms

Field/Button Allowable Value/Function
Service ID Verifone Commander Service ID. 7 characters
Postal Code Enter the postal code of the site.

Cloud Configuration Manager

The Cloud Configuration Manager is a cloud-based enterprise application used to
manage Verifone Commander configuration settings for a site or group of sites. All
Verifone Commanders that are managed through Cloud Configuration Manager must
have the Cloud Configuration Manager agent configured in Configuration Client.

Refer to the Cloud Configuration Manager documentation for
E]ﬁ Note | /nformation on this feature.

R

General

Cloud Configuration Manager

General

— General Configuration

Host URL | hitps:/i{CommanderCM.verifone.comicdm Restore Default URL

Company |Unassigned

— Site Configuration

Site ID | AB123

Service ID

Field/Button Allowable Value/Function

Host URL The URL of Cloud Configuration Manager.

Company Company name that was set up when requesting for Cloud Configuration

Configuration Client Forms
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Field/Button Allowable Value/Function
Manager.

Custom ID Leave it as blank

Site ID The Site ID of the store

Service ID

CM Diagnostics

Use CM Diagnostics to see if Verifone Commander is connected to the Cloud
Configuration Manager.

Cloud Connect

The Verifone C-Site Management application allows to remotely configure data for the
POS system through the web. Atechnician does not have to visit each location to make
changes and updates. These updates can be done selectively or all at once for all the
POS devicesfrom the web application.

Refer to the Verifone C-Site Management User Reference
E]ﬁ Note documentation for more information on this feature. The User
Reference is available on Premier Portal

Annual Software Maintenance

Annual Software Maintenance ensures the Verifone payment devices, site controllers,
POS workstations and peripherals operate on software and tools that meet or exceed
the requirements of current PA-DSS standards.

Verifone POS customers are required to enroll in the ASM Program available through
major oil brands, Verifone distributors or Verifone. Without current ASM coverage,
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customer locations are NOT entitled to software installation, upgrades, reloads or
remote assistance.
Go to https://www.verifone.com/asm on a web enabled device for more information.

Retailers should reach out to your distributor or Verifone sales
E]@ Note representative to get the ASM license.

Store Operations
Promos and Disc

Payment

Merchandise

Restrictions

PLUs

Sales

Menu Keys

Register

Touch Screen 3
Self-checkout 4
House Account/ Pay IN/ Pay OUT
Group Price Change

Managed Updates

Charity Donations
Close Lane

Payment

Currencies

Use to define the common currency, one alternate currency, and the exchange rate of
the alternate currency in relation to the common currency.

Configuration Client Forms
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Payment Management
Currencies

Select Currency Name

[1-porar  JEEIEEC

2 Symbal

Amount

Field/Button Allowable Value/Function
Name Enter a descriptive name for the currency (alphanumeric, 1- 14 characters). All

transactions use this currency unless the [OTHER CURR]key is pressed.

Each currency is selected separately.

Delete Click to delete the selected currency.
Symbol Select a symbol for each currency. The symbol appears on receipts.
Amount Enter the rate at which the alternate currency is compared to the base currency

(0.000000 -999.999999).

Fees

Use to add an additional charge (for example, bottle deposits) to an item or department.
The Fees tab can contain up to 99 different fees. The current fees are listed on the left
side of the form.
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Payment Management

(or | cursrcns 208

Payment Management

[ Moe | curencies [IECEH Tax Rates |

Delete Delete
Select Fee Name Department Select Fee Name Dep
BTL DEP [2032-BoTTLE DEPOSIT 7] BTL DEP {2032 - BOTTLE DEPOSIT -]
(o)gg ::;t: DEP B e ggg 3 i;’: DER L YIFes is Retundable
004 - M.O. FEE FeeT 004 - M.O. FEE Fee Type
005 - CS DEP © Range/amt Percentage 005 - CS DEP Range/Amt @ Percentage
006 - REBATE TR 006 - REBATE TR
007 - REBATE TN Amount Range 007 - REBATE TN Percentage
008 - 911 FEE 005 999.99 008 - 911 FEE 5.00
009 Amount Range 009
010 0.00 0.00 010
011 011
012 Amount Range 012
013 0.00 0.00 013
014 Amount Range 014
015 0.00 0.00 015
018 Amount 016
017 017
018 0.00 o018
019 019
020 - 020 -
Field/Button Allowable Value/Function
Name Enter a descriptive name for the Fee (alphanumeric, 1- 9 characters). The name
prints on receipts.
Delete Select to delete the selected fee.
Department From the drop-down menu, select the department to which fee transactions are

Fee is Refundable

Fee Type

:

verifone

charged for report totals.

Select to indicate that the fee is refundable with the cost of the item if it is

returned.

Percentage: Percentage Fee will be calculated as the configured percentage of

base selling price.

For example, if Percentage Fee is configured as 4.555 and the same fee is applied

to Item F with base selling price $9.98, the Fee applied will be 4.555 percentage

of 9.98. ie 9.98*4.555/100 = .45.

Range/Amt: Fee calculation for sales will be updated to process by Range

Amount.

Configuration Client Forms
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Field/Button

Amount (1)

Range (1)

Amount (2)

Range (2)

Amount (3)

Range (3)

Amount (4)

Range (4)

Amount (5)

Merchandise

Allowable Value/Function

Enter the amount of the first fee (0.00 d 9999.99).

Enter the ending dollar amount for items to which the first fee applies.

Enter the amount of the second fee (0.00 d 9999.99).

Enter the ending dollar amount for items to which the second fee applies.

Enter the amount of the third fee (0.00 d 9999.99).

Enter the ending dollar amount for items to which the third fee applies.

Enter the amount of the fourth fee (0.00 d 9999.99).

Enter the ending dollar amount for items to which the fourth fee applies.

Enter the amount of the fifth fee (0.00 d 9999.99). This fee is applied to all

amounts higher than the range end for the fourth fee.

The Merchandise Manager form is used to add, delete, and restore categories and
departments. The Product Code tab displays the current product codes. Product codes

cannot be edited.

Categories

verifone
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Use to define the categories for your site. The current categories are listed on the left
side of the form.

The maximum number of categories that can be configured by platform:
T Ruby Ci- 9999

1 Verifone Commander - 9999

Merchandise Configuration

Categories

Add | [Jpelete
Select Category MNumber

9995 - TEST MDSE

9999 - FUEL DEPOSIT Name
TEST MDSE

Field/Button Allowable Value/Function

Add Click to add a new category
Number Enter a unique number for the category.

Name Enter a unique name for the category.

t @uofations) and / (backslashes) cannot be used in Category names.

Product Code

° : Configuration Client Forms
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The Product Code tab contains view-only data and cannot be edited. The fields in this
tab are Number, Name, Status and Fuel (Yes or No).

Departments

Refer to Department Sales

Restrictions

Blue laws

Refer to Blue Laws.

ID Checks

Refer to ID Checks

PLU Promotions

Refer to PLU Promotions

Online Age Verification

TruAge is a digital identification solution that enhances current age-verification systems
at all retail points of sale and protects user privacy. TruAge was developed by NACS

(National Association of Convenience Stores) the global trade association that
represents the convenience store industry, and Conexxus, its standards-setting partner.

Refer to the Age Restrictions feature reference documentation
E]ﬁ Note | for information on this feature. The Feature Reference is
available on Premier Portal.

PLUs
Refer to PLU Sales

Sales

Sales Configuration

° : Configuration Client Forms
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The Sales Configuration form is used to set up the sales functions and the login/logout
messages for the site.

All the Security Level configurations from this form has been
E]ﬁ Note | moved to Security > POS Security > Sales Functions Security
form.

Sales Configuration

— Sales Parameters Prevent Modify Key Cycling =
Print DOB on Journal

Print DOB on Receipt

Print UPC on Receipt

Print receipt

Prompt Dine In

Prompt Food Order Name

Prompt Food Order Phone #
Prompt Loyalty for PLU Not Found
Receipt Print Program Name
Register Time-Out Timer

Release Terminal During Close
Reminder to use Imprinter

Reset display on drawer close
Reset display on timeout

Reset display timeout value

Stack Manual Discount

Store number

Value added tax (VAT)

Description  Receipt Print PPG Discount Table

Value

4

Field/Button Allowable Value/Function

Allow Amount Entry for Allows amount entry for refund so that the cashier can give the amount entered as refund to the

Refund customer as a roundoff figure after taking the difference from the customer .
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Field/Button Allowable Value/Function

Canadian GST Select if the site collects Canadian GST tax. Special prompts for Canadian GST appear in the Tax
Rate File.

Cardload Recharge Select to assign the department number for cardload recharge.

Dept

Cash Drawers Enter the number of cash drawers connected to this register (1 - 2).

Connected

Cash Underrun Auto If disabled, cashier must complete the underrun transaction by selecting a MOP.

Refund

If enabled, when cashier claims the fuel sale, amount is automatically refunded.

Check Drawer Amount Select to compare the amount of the MOP entered to the calculated amount currently in the

on Safe Drop drawer.

Count Underrun When a cashiercompletes a prepay underrun transaction, the underrun customer count is
Customers incrementedintheSd 1 1~ Ag kEy6ACz o@UOC kEy8AC “i A 0  U¢

+dCCo61 EAOQZ

Disable Error Correct ©04AA6A +8AAEACO cEg UC i-écéenited higpagriefer idehabl€ddE h
Key
Discount Denomination Refer to Discount Denominations for configuring discounts.

Select so that when the cashier selects the discount key (hard key, soft key, or touch-to-modify

menu), any configured discounts are displayed as part of the discount overlay.

° : Configuration Client Forms
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Field/Button

Discount Type d Pct or
Amt

Display PLU not found

Department List

Drawer Alarm Timer

Drawer Open During

Sale

Employee Number

Login

verifone

Allowable Value/Function

Select the type of discount to apply when the [DISC] key is used.

Percent 3 The discount is calculated as a percentage of the price and then subtracted from the

price of the item.

Amount 3 The discount is directly subtracted as a dollar amount from the price of the item.

Select to set a department number to assign to PLUs that are not in the PLU department list.

Enter the number of seconds a cash drawer is allowed to remain open before an alarm is triggered
(0 - 99).

Note:GOA 6EA AyEi O0dAUI O o 6EO 7dCC i6C ¢
E]@ work.

Select to allow the cash drawer to remain open during transactions. (If not selected, the cash

drawer must be closed before the next transaction can be started.)

Note: W ¢ E CdAE C@ C ©0A 6EA "yEi 0dAUI O o
E]@ E 6dE Ui ©0A 6EA 6 A7 uUi EAOZ

When this feature is enabled, a cashier can login to the register using their Employee Number
instead of their cashier record. Employee number and password are configured in Security > POS

Security > Employees .
The employee number is unique to each employee.

When this feature is enabled, all cashier related actions require Employee Number with

corresponding password. Only the clock in/out functions can be used with alternative login.

[j@ Note : After installation this parameter is disabled by default.
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Field/Button

Enable Managed
Update

Enable Receipt Tax

Detail

Enable Auto Settle

Overrun

Error Correction

Security Level

Error Message Prompt

Timer

Fixed Discount Rate

Force DOB on ID Check

Force No Sale Print

Force Refund Print

verifone

Configuration Client Forms

Allowable Value/Function

Enable to provide an interim approval step during the PLU file update process and to allow updates
to take effect within the POS system immediately upon approval. No restart required after

approval.

Enable to print the tax details on the receipt. Even if this feature is disabled, if there is a taxable

rebate in the transaction, the tax details are printed on the receipt.

Select to determine whether to apply a charge on a prepaid sale in case of an overrun. When
Ei " ¢céEAz CQOE G6EEAAdI

transaction.

Select to set the security level required to perform an [ERROR CORR] on an item in a transaction.

Enter the length of time (in seconds) that error messages display (2- 30).

EO ©EC >UGEA 0UCAGdi CO UC CEéEACEAZ

automatically applied when the [DISC] key is pressed.

Select to force ID checks by displaying messages, beeping, and restricting sales until a birth date is

entered, scanned, or swiped.

yAUi C ©eXd6 o éEO 8i COQE AEAEUyC " i A
18AEZ FEO i6C CEEEACEAZ ©X86 o éEO yAUi CC 61

0OEEEAC C3d

Select to print a refund receipt when the cashier performs a refund in the Sales mode. (If not

selected, the refund prints on the journal only.)

Configuration Client Forms
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Field/Button

Force Void Line Print

Force Void Transaction

Print

Fuel Discount

Fuel Discount Title

Idle Prompt Displays

Due Sale

Is Cashier # Required

for Each Sale

Is Fixed Discount

Is Sub-total Required

verifone

Allowable Value/Function

OEEEAC C8 yAUi C ©adUA RUI EO 6i C@E AEAEUyC i

Ji ¢ e dUA uUAGECO 6i COE AEAEUyC
CE¢EACEAZ ©o3UA uUAGECO yAUi CC

P~
C

OEEEAC Co6 ¥
1 6AEZ FEO i

(2]
O

Enter the dollar amount per gallon discount that is applied when a fuel discount key is used (0.00 d

99.99).

To rename Fuel Discount with a descriptive name, enter up to 30 characters.

0EEEAC Co6 AUCyeé g ©X86 O0dE o éECO &@Ei C@E CEA
OdEé C  éEC AUCyé g UO 6iE 6A T6AE OdEé C” ¢EC

the terminal is idle. Due fuel sales are viewed by pressing the[VIEW] key.)

Select to require the cashier/employee number and password before starting each sale.

oEEEAC Co6 ~dCoéi CUA éég Ei CEA AUCAGdi CC FCEC
"16di C Ei CEAEA Ui ©>UGEA 0UCA6di C k” CEO &QEi

discounts must be entered as individual amounts.)

Select to require pressing the [TOTAL] key before the MOP is chosen.
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Field/Button

Is Total in Double

Maximum Till

Transaction Amount

Maximum Amount

Maximum Discount

Maximum Quantity

Minimum Amount

Minimum Discount

verifone

Allowable Value/Function

Select to print the transaction total in double -wide characters on the receipt and journal. (If not

selected, the transaction total will print in single -wide characters.)

Enter the maximum transaction amount.

[j @ Note : Maximum amount is 9999.99.

47 CEA CQE 1°GUidi " 16diC C@ & "ig 6iE AEy ACH
> Max Amt. (0.00 & 9999.99).

[j @ Note: The value set in Department >Max Amt overrides any value set here.

47 CEA C@QE 17 GUTdt AUCA8di C FEUC@GEA yJyEAAEi C 6A
to an item when using the [DISC] key (0.00 d 99.99).

Enter the maximum quantity of any one item that may be sold in one transaction (0.00 d 9999.99).

4i CEA C@E iU0UiUidi "16diC C@ " C "ig 8iE AEy ACi
> Min Amt (0.00 @ 9999.99).

Note:EO OEy ACT Ei C LJ WUF i C UC ié6C olzdq

L]

4i CEA C@E 1Ui Ui di AUCA6di C FEUC@GEA yEAAEi C
to an item when using the [DISC] key (0.00 d 99.99).

(el
b~
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Field/Button

Money Order Low

One Cashier per Drawer

Open Drawer Cashier

Close

PLU Not Found

Department

Prepaid Card Activate

Department

Prepaid Card Recharge

Department

verifone

Allowable Value/Function

Enter the number of checks remaining before an alarm message indicates that the money order

machine needs to have more checks loaded (0 - 99).

[j @ Note : Refer to the Money Order Feature Reference for more information on this

feature. The Feature Reference is available on the Premier Portal.

Select to limit login to one cashier per cash drawer until totals are closed. This can be overridden
by personnel with higher security levels than the cashier. If not selected, more than one cashier is

allowed per cash drawer.

E] @ Note : This feature is not supported.

Select to close open drawer before another cashier can use the cash drawer.

Enter a department number to assign to PLUs that are not on the PLU File and are entered as a sale
(0 - 9999).

0000 3 Disables the PLU Not Found department.
[j @ Note: The department number must also be assigned as the PLU Not Found

department from Manager > Merchandise > Department .

Enter the department number for prepaid card activation sales transactions.

Enter the department number for prepaid card recharge sales transactions.
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Field/Button

Prevent Modify Key
Cycling

Print DOB on Journal

Print DOB on Receipt

Print Receipt

Print UPC on Receipt

Prompt Dine In

Prompt Food Order

Name

Prompt Food Order

Phone Number

Prompt Loyalty for PLU

Not Found

Receipt Print PPG

Discount Table

verifone

Configuration Client Forms

Allowable Value/Function

Select to prevent cycling through the modifiers of a PLU. (If not selected, cycling through the

modifiers of a PLU from the lowest priced modifier to the highest priced is allowed.)

Select to print DOB on journal.

Select to print DOB on receipt.

Select to print a receipt for every transaction (if not selected, a receipt will only print for No Sale,
Pay In, Pay Out, Clock In/Clock Out, Void, Car Wash, POP Discounts, Credit Transactions, and wher
using the [Ticket Print] Key).

When this feature is enabled, the actual UPC or PLU will be printed on the receipt, along with the

description.

Select to prompt dine in at food kiosk.

Enable to prompt for entering customer name for food orders.

Enable to prompt for entering customer phone number for food orders.

¥@PEiI Ei  ¢éEAz UO CA"iiEA ¢ AABAE B8A T 1d éé

system asks the user if the number is a Loyalty Card.
Enable to print clearer breakdown of discounts on the fuel receipt. This includes pop, loyalty, and
any other discounts taken off fuel prices.

Chevron has this parameter enabled by default from Release 54.01 and for all other FEPs this
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Field/Button Allowable Value/Function

parameter is disabled by default.
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Field/Button

Receipt Print Program

Name

Register Time-Out Timer

Release Terminal During

Close

Reminder to Use

Imprinter

Reset Display on Drawer

Close

Reset Display on Time

out

Reset Display Time-out

Value

Stack manual Discount

verifone

Configuration Client Forms

Allowable Value/Function

Receipt prints loyalty program name.

Enter the number of minutes (001 d 999) after which an idle terminal automatically switches out of

Sales mode.

Entering 000 indicates that an idle terminal will not automatically switch out of Sales mode.

Select to allow the terminal to return immediately to Sales mode after a close shift or close daily is

started.

Determines whether a message is displayed that reminds the cashier to use the imprinter after

completing a transaction using the Manual Credit MOP.

Idle sales message returns when the drawer closes.

Idle sales message returns when the time-out elapses.

Enter the time (in seconds) before the idle sales message returns to the operator display after a
CA"i C” ACUBi UC Adi1 yeéECEZ-0MWED Ugk EEREACERRE g E
here (2d 3600).

1 =2 seconds

0 = disables the option to reset display on time-out

If enabled, multiple manual discounts can be applied on a line item. Cannot apply multiple

discounts if item has NAXML discount applied to it.
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Field/Button Allowable Value/Function

Store Number Enter the number or name that identifies the store. This information is printed on receipts and

reports (alphanumeric, 1- 5 characters).

Value Added Tax (VAT) Select if value added tax (VAT) is collected at the site. Special prompts for VAT appear in the Tax

Rate File (U.S. and Canadian sites usually do not collect VAT).

Sales Login/Logout Message

Use to enter messages that are displayed when an employee logs in or out of Sales
mode.

Sales Configuration

Sales Login/Logout Message

Log In
[ show Log-In Message

Log Out
[ show Log-Out Message

Field/Button Allowable Value/Function
Log In- Show Log-In Message Select to display the prompt when the user logs on to Sales.
Lines Enter or edit the information displayed when Sales is entered.
Configuration Client Forms 97
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Log Out - Show Log-Out Message Select to display the prompt when the user logs out of Sales.

Lines Enter or edit the information displayed when Sales is exited.

Menu Configuration
Refer to

Register
The Register Configuration form is used to set up banners, logos/slogans, soft keys, and
copy registers for the site.

Banner

Use to define the message that appears on the customer display when sales
transactions are not in process.

Register Configuration

Banner |

Register |1 - controller ¥
Message

Line 1 | THAMK YOU ¥ Rotate
Line 2 Orotate

Field/Button Allowable Value/Function
Register Select the register.
Line 1 and Line 2 Enter the messages for lines 1 and 2(alphanumeric, up to 80 characters).

° : Configuration Client Forms
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Rotate Select a rotation option 3 None, Line 1, Line 2, Both.

Logos/Slogans

Use to enter the information that prints in the header (logo) and footer (slogan) of

receipts.
Register ,m Ticket Logo Enabled  Mode Alignment
WELCOME TO WELCOME TO Double ¥ |Left »
OUR STORE OUR STORE Double ¥ |Left %
i Nommal % [Left &
a Normal v |Left v
D Normal v Left A
Ticket Slogan Enabled Mode Alignment
F] Nomal ¥ |Left ¥
O Normal ¥ |Left %
F] Nommal ¥ |Left ¥
O Nomal ¥ [Left %
F] Normal ¥ |Left ¥
Field/Button Allowable Value/Function
Register Select the register.
Ticket Logo/Ticket Slogan Enter the information that appears on register receipts.
Enabled Select to enable each logo and/or slogan.
Mode Select Single- or Double-wide characters.
Alignment Select Left, Right, or Center.
Soft Keys

Refer to Soft Keys

° x Configuration Client Forms
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Copy Registers

Use to copy files from one register to another.

Field/Button

Select Register - Source Register

Destination Register

Select Files to Copy

Touch Screen

Register Configuration

Select Registers

Source Register |1 - controller v

Destination Register

Select Files to Copy

Allowable Value/Function

Select the register to copy.

Select the register to which you want to copy files.

Select the files you want to copy: Banners, Soft Keys, Logos, Slogans.

The Touch Screen Configuration forms allow you to configure fuel keys, assign buttons,
define the parked menu panel, and orient the touch screen.

Refer to the Base 53 and Higher feature reference
E]ﬁ Note | documentation for information on this feature. The Feature
Reference is available on Premier Portal.

:

verifone
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Self Checkout

Self Checkout (SCO) is a selfcheckout POS application for C-Stores implemented on
B53 and Higher UL.

Refer to the Self-Checkout feature reference documentation for
E]ﬁ Note | /nformation on this feature. The Feature Reference is available ol
Premier Portal.

Self Checkout (SCO) Monitoring

Device monitoring is a feature to monitor configured devices from monitoring devices
such as Cashier operated POS, Attendant handheld device or any remote machine. Self
Checkout devices can be configured to be monitored through the Touch Screen
configuration.

Self Checkout Monitoring Buttons

From release 55.02, the Self Checkout Monitoring Detail View feature is available on
C18 POS.

Click the self checkout monitoring icon on the POS sales screen to open pop-up that
allows cashiers to monitor self-checkout transactions as they are happening live.

For example:

Click on this on your monitoring self-Checkout Monitorin

POS 1

Description Qty Amount
Nacho Cheese 1 34.00

to open this ‘

Reg302 W 1 Due $34.00

° x Configuration Client Forms 101
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E]ﬁ Note This feature is not available on Topaz or Ruby?2 registers

From The following buttons represent Self Checkout device status:

Icon Description

Self Checkout is offline.

302

@ Self Checkout is inNon-Sales mode.

Self Checkout lane closed.

Self Checkout is in Idle mode.

Last transaction was suspended either because customer choose to pay at counter or because

@ cashier suspended the transaction. The SCO is moved to idle state.

Customer checked in to the self checkout.
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Icon Description

Customer added items to cart on the self checkout device.

The monitoring button shows the number of items added and the total amount.

Customer is making a payment.

Customer payment failed.

Cashier logged in and payment failed.

Note: All the images with a white dot on the top left corner indicates a cashier has logged in to the

SCO device.

Customer requested help before adding items.

Customer requested help after adding items.

Customer requested help and is proceeding with sale.

Customer requested help and is proceeding with payment.
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verifone

Description

Cashier logged in and is proceeding with payment.

Note: All the images with a white dot on the top left corner indicate a cashier has logged in to the

SCO device.

Customer requested help; but, proceeded with payment and payment failed.

Cashier logged in while self checkout is in Idle mode.

Note: All the images with a white dot on the top left corner indicate a cashier has logged in to the

SCO device.

Cashier logged in to self checkout from customer checked in mode.

Note: All the images with a white dot on the top left corner indicate a cashier has logged in to the

SCO device.

Cashier logged in to self checkout during sales.

Note: All the images with a white dot on the top left corner indicate a cashier has logged in to the
SCO device.

Customer added age restricted item.

Configuration Client Forms
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Self Checkout Monitoring Using Light Pole

From Verifone Commander Release 55.02, an LED light pole can be integrated to the
C18 Self Checkout device.

The light pole:

1 Visually notifies the store personnel that a customer using the Self Checkout
may need assistance

9 Allows to monitor from far what the customer might be doing at the Self
Checkout even when not viewing the Self Checkout monitoring buttons on the
POS.

The light pole is a plug n play device and does not require any configuration changes
using the Verifone configuration client. Customers just need to install the light tower and
reboot the C18. The light pole can only be added to C18 Self Checkout device. The light
ring on C18 changes color accordingly.

The following are the colors of the light pole based on what is happening at the Self
Checkout:

Non Sales Screen

No light: No light when SCO is in Close Lane mode, CSR functions screen, or when SCO
is offline.

Self Checkout Ready to Use

Green: Green solid light when SCO is checked in without adding any items.
Self Checkout In Use

WGEE: White solid light when SCO is in use.

User Requires Assistance or Age Verification Item Scanned

B8E: Red slow flashing light when the user requires assistance or an age verification
item is scanned.

Cashier Logs in to Assist Customer

EIRE: Blue solid light when cashier logs in to Self Checkout to assist customer.
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Suspend Transaction

Configuration Client Forms

Yellow: Yellow slow flashing light when the customer selects "Pay at Counter" or when
the cashier logs in and suspends a transaction.

Self Checkout Monitoring Configuration

E]ﬁ Note

Refer to the Base 53 and Higher feature reference
documentation for information on how to configure the
touchscreen Ul. The Feature Reference is available on Premier
Portal.

1. From Store Operations > Touch Screen > Panel Configuration select Add Iltem

to an Item Panel.

Touch Screen Configuration : Panel Configuration

Item Panels [l CLENELTRECNEL TR

Select ltem Panel

OrderMenu
Beverages
Snacks
Grocery
Discounts
Fees
Functions
ltemPanel1
ltemPanel2
dfdfd

Preview/edit

Name OrderMenu
—Included ltems

Type

Menu key

Menu key

Menu key

Menu key

[J Delete

Add = Duplicate

Items Preview

Ruby 2

Rubvl Menu 1

Ruby

RUBY.2 Menu 2

Ruby-3(LPT Tea)

Ruby-4

Add Item  Delete ltem

2. In the new row added, select Monitoring from the drop down.

:

verifone
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Touch Screen Configuration : Panel Configuration Save | Gancel
LE WL R Parked Menu Panels | Fuel Panels
O Delete
paleciliiemibane] Nar I 'Add | | Duplicate |
OrderMenu -
Beverages —| PLU
Snacks
Grocery 2ms Preview
Discounts Department I
Fees
Funcfions MOP HECK CHECK
ltemPanel1 [
ItemPanel2
dfdfd Function
ASH CASH
Menu key
REDIT CREDIT
Monitoring |

| Add Item | | Delete Item |

Preview/adit

3. Select Self Checkout as the Device Type and select the device ID of the self
checkout.

Device Selection

Device Type Self-checkout v
Device ID

@ Cancel ‘

4. Go to Store Operations > Touch Screen > Screen Configuration and add the
item panel containing the Self Checkout monitoring item to a screen panel.
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SCO must be logged in at least once before configuring for SCO
()] Note | monitoring; else the device id will not be listed.

Touch Screen Configuration : Screen Configuration save | Cancel
U Delete
Select Screen
Grocery ~|| Name Screen8 'Add | Duplicate
Sgsgfjges —Panel Assignment
Order Menu
Discounts
Fees - ‘
Fuel

Screen 8
Screen 9

Item Panel Functions

Parked Menu Panel v

Move Up = Move Down Add Pqngl Delete Panel

5. Go to Store Operations > Touch Screen > Register Configuration and assign
the screen to a register.

° z Configuration Client Forms 108

verifone



Verifone Commander User Reference Configuration Client Forms

Touch Screen Configuration : Register Configuration Seve  Cancel
—Select Register———— —Panel Selection
Register N
2?;19(;2 ames Fuel Panel [FP1 ] Fuel Options
Defaul Parked Menu Panel
topaz 101 Fixed Prepay Butions Zoned Fuel Control  [J
Allow One-touch Approval
$10 %20 $30 $40 350 Allow One-touch Claim

Available Selected

Screen 8 Beverages

Order Menu

Discounts

Fees

Copy Fuel

Screen 9

House Account

A House Account is a nontnetwork, local store account that is set up with credit granted
at the discretion of the site manager. House accounts require an account number, which
prints on the receipt. Verifone Commander keeps and reports totals for House accounts
but does not keep records of individual transactions or balances. Follow store policy to
manually record transactions.

Refer to the In-House Accounts feature reference documentation
E]@ Note | for information on this feature. The Feature Reference is
available on Premier Portal.

gorce.InHouse.PaylnOutO  @binfigClient > Initial Setup > System Properties should
be set to Yes to enables sites to assign In House Accounts with Pay In and Pay Out.

° : Configuration Client Forms
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Field/Button

Add

Delete

Account Number
Account Name
Enabled

Prompt for Sub Acc#

Trigger Function

:

verifone

House Account/ Pay IN/ Pay OUT Cenfiguration

Agd Delete

Select House Acoount ACCOURL M
213 Account Name
231476 TESTING
TE2CHG4Z369

Options
~| Enabled

#| Prompl for SubAccts

Trigger Function
< In-House MOP
4 Pay IN
o Pay OUT

Allowable Value/Function

Click to add a new account. The account is automatically enabled unless you

clear the Enabled check box.

Select to delete the selected account.

Enter the account number. (alphanumeric, 1- 20 characters).

(Optional) Enter the name of the customer. (alphanumeric 0 - 20 characters).

Select to enable the account.

Enable to prompt for sub account number.

Select what triggers a "In-House Account? [Y/N]" prompt.
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Group Price Change

E]ﬁ Note

Refer to the Group Price Change feature reference
documentation for information on this feature. The Feature
Reference is avallable on The Feature Reference is available on
Premier Portal.

Use to change the prices of multiple PLUs assigned to a selected department at the

same time.

Group Price Change

Select Department Select the PLU(S) to be adjusted

Select an adjustment type
O Increase
O Decrease
© Make all prices the same
Select an adjustment option
O Amount

O Percent

Enter the adjustment amount

Calculations that are less than zers or greater than the Select Al Select None
department’s maximum amaount will be skipped

To change a group of prices:

1. In the department list, select the department that contains the products needing

the price change.

2. Click an adjustment type 3 Increase, Decrease, Make all prices the same.

3. Click an adjustment option 3 Amount, Percent.

4. Enter the adjustment amount as dollars and cents (0.00 - 9999.99) or percent
(000.000 -9999.99).

5. Select the PLUs to be adjusted.

T Click Select All to select every PLU in the department.

verifone
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1 Select several adjacent PLUs by using SHIFT and click.
1 Remove selections by clicking Select None.

6. Click OK.

Managed Updates

The Managed Updates feature provides an interim approval step during the PLU file
update process and allows updates to take effect within the POS system immediately
after approval. The business purpose behind the approval step is to allow store
management to use a 3rd party system (SAP Retail Store) to identify, print and update
shelf labels as needed for price changes prior to those changes being reflected within
the POS system.

Enable Managed PLU Update

From Store Operations > Sales > Sales Configuration z E i EnakéléeaMaaged
Updates O’ Z

Sales Configuration

Sales Configuration

Sales Parameters Allow amount entry for refund

Canadian GST ~
Cardload Recharge Dept

Cash drawers connected

Cash under run auto refund

Value [] Check drawer amount on safe drop
Count Underrun Customers

Discount Denomination

Discount Security Level

Discount type - Pct or Amt

Display PLU not found Depariment Lis
Drawer Alarm Timer

Drawer open during sale

Enable Receipt Tax Detail

Enable auto settle overrun

Error Correction Security Level

Error Message Prompt Timer

Fixed Discount rate v
Force DOB on ID Check

Description |Enable Managed Update

Managed Update Security Level

In Store Operations > Sales > Sales Configuration > Managed Update Security Level ,
enter the security level of the manager who can apply the update.
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Sales Configuration

Sales Configuration |REEICEREE KL NS EEEET

Sales Parameters Force refund print
Force void line print ~

F id t cti int
Description |Managed Update Security Level | Fzgl:e[)‘irsocl:ouﬁql{::e on prin

Fuel discount

Value |5 | Idle prompt displays due sale

Is cashier # required for each sale
Is fixed Discount

Is sub-total required

Is total in double

Maximum Till Transaction Amount
Maximum amount

Maximum discount

Maximum guantity

Minimum amount

Minimum discount

One Cashier per Drawer

"Apply Updates" Touchscreen Button

A

In Store Operations > Touch Screen > Panel Configuration ,select& A A Bndfy

e
as @runction O'Select G\pply UpdatesO C&6 ~ CCUOi C@UC Odi ACUG

Topaz POS key for easy access to the function.

Item Selection

Function

Refer to the Base 53 and Higher feature reference

E]@ Note | documentation for information on configuring the touch screen.
The Feature Reference is available on The Feature Reference is
available on Premier Portal.

Configuration Client Forms
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Pending Updates

View Pending Managed Updates from Store Operations > Managed Updates .

FPoenmnding NManmnaged Updates

.......
.......

Fiscal Receipt

This feature is available for LAC countries.In many LAC countries, controlled receipts
FEzZzOzZ ©>" ACAdA" COG ~AE yAUi CEA OAG67T C@GE h”"oZ wu
sequence number and other POS controlled data.

After all MOPs are processed, the application would determine which of the five types
of receipts to print.

The five types of receipts are:
Fiscal Sale

Fiscal Refund

Fuel Voucher

Non-Fiscal Network

= = =4 4 -

Pump Test

Transaction Processing of MOPs to Generate Receipts

Pump Test

If Pump Test MOP is used, the transaction generates a Pump Test Receipt. This will not requireany data input.

Fuel Voucher

If Fuel Voucher MOP (with fuel voucher MOP code) is used, the transaction generates a Fuel Voucher Receipt. The Fuel Vouchel
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Transaction Processing of MOPs to Generate Receipts

MOP can be used only with Postpay Fuel and Manual Fuel line items.

When this MOP is used, no split tender, no change and no refunds are allowed.

This MOP requires 2 cashier prompts:
a) For Fuel Voucher number (Alphanumeric Gij k A @EnfeC Gerej®type name] Number: ©
b)  For Customer number (Alphanumeric 0-ij k A @EnfeC Gdstoréer Number: ©

Note: More than one post pay fuel line can be allowed.

Non-Fiscal Network

EO - XECeéo6A¢ WAh UC dCEA “ i A C OE FAtS8Ethe Apflicatioh heberaie@&NodEiscaDNedvork |
Receipt.

Fiscal Refund

For a Fiscal Refund receipt, the system prompts for the original Fiscal Sale receipt number.

Fiscal Sale

If the transaction is none of the four previous receipt types, the system generates a Fiscal Sale Receipt.

Site

Use this form to configure site-level fiscal receipt configuration.
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Fiscal Receipt Configuration

— Customer Tax ID

Name | |

Minimum Length |0 |

Maximum Length |0 |
Check Digit |Mone vl

— Tax |D Database
[JEnable DB

Customer Name

Customer Address

—Warning Thresholds

Sequence Number | 0

Authorization Days |15

— Other Settings

Merchant Tax ID Name

Use common sequence # for all APTs
Common APT Register ID

Print Currency Symbol

Print Line ltem Unit Price

Print Verbose Total

ooono af |
[<] L L |

Print Tax Summary Table

Field/Button Allowable Value/Function

Customer Tax ID
Name Enter customer Tax ID Name; alphanumeric string between 3-20 characters.
Minimum Length Enter customer Tax ID Number; minimum length (numeric value between 0-20).

Maximum Length Enter customer Tax ID Number; maximum length (numeric value between 0-

20).
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Field/Button

Check Digit

Enable DB
Customer Name

Customer Address

Sequence Number

Authorization Days

Merchant Tax ID Name

Use common Sequence Number #

for All APTs

Common APT Register ID

verifone

Allowable Value/Function

(o]}
(D¢

Drop-A

i ¢8G &UC@ J E édECzZ ox6i EqQ “iA

Tax ID Database

Click to enable Tax ID Database.

Use to prompt for customer name to be added to Tax ID DB.

Use to prompt for customer address to be added to Tax ID DB.

Warning Thresholds

A countdown alarm that notifies the number of sequence numbers still available
on the range defined for a specific authorization number. Numeric value

between 1-3. Default = '100'.

Number of days before the Ending Authorization Date expires. Numeric value

up to 2 digits (00-99). Default Value is 15 days.

Other Settings

Merchant Tax ID name.

If this parameter is enabled, all the APTs configured in a site have a common

sequence number. Default = Enabled.

Select the APT register ID to configure. Only this APT appears in the register

selection field in the Register form.
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Field/Button Allowable Value/Function

Print Currency Symbol If this parameter is enabled, the currency symbol is printed on every amount

printed on the receipt.

Print Line Item Unit Price If this parameter is enabled, the unit price is printed after the quantity on every

AEAEUYyC yAUi CEA "1 A COE &guyiUnitRiicey A
i A CA i Cé CEA C6 oy iUC@ ~C ©+CAZCh

EO C@UC y A 1 ECEA UC AUC éEAz CQE @
oy iUC@® "C ©+ i CZ0OZ O0OEO déC E  édE Dz

English:

0123456789012345678901234567890123456789

Description Qty/Unit P. Amount
Description Qty Amount
Spanish:

0123456789012345678901234567890123456789

Descripcion Ctd./P.Unit Monto
Descripcion Cant. Monto
Configuration Client Forms 118
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Field/Button Allowable Value/Function

Print Verbose Total If this parameter is enabled, the verbose total is printed on the receipt. Default =

disabled. This only applies to Honduras.

Note : The maximum verbose total amount printed on the receipt
E]@ matches the maximum total amount on the receipt. See the

example of receipts in the next table for more information.

Print Tax summary Table If this parameter is enabled, the Tax Summary Table is printed on the receipt.

Default = disabled. This only applies to Honduras.
This table has 4 columns:

1  Imp%: Tax rate

1  Base: Amount before Tax

I Tax: Tax rate * Base

| Total: Base + Tax

Register

This form is used to configure the different types of fiscal receipts. The different types of
fiscal receipts that can be configured with this form are Fiscal Sale, Fiscal Refund, Fuel
Voucher, Non-Fiscal Network and Pump Test.
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Fiscal Receipt Configuration

m Register NElERgER EVES

Configuration Client Forms

—Select

Register (101 - topaz|v|
Enable Fiscal Receipts V]
Receipt Type

Fiscal Refund

Fuel Voucher

Non-Fiscal Network
Pump Test

[ v]  Add

— Receipt Type Configuration

Name
Prefix/Series
Begin Sequence
End Sequence

Update Next Sequence
Update Next Sequence

Next Sequence

Authorization Name
Authorization Number

Starting Authorization Date Label
Starting Authorization Date
Ending Authorization Date Label
Ending Authorization Date
Merchant Tax ID

Prompt for Final Consumer

Prompt for Customer Data

(00000000

[oooooo00

|
00000000

05/08/19

05/08/19

|Disabled
O

[ Delete

Field/Button

Select Register

Enable Fiscal Receipts

Add

Receipt Type Configuration

[jﬁ Note: These configuration fields are enabled or greyed out depending on the receipt being configured.

verifone

Allowable Value/Function

Select to enable fiscal receipts.

Select fiscal receipt to configure and click Add

Configuration Client Forms
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Field/Button Allowable Value/Function

Header
***Up to 10 lines *** ‘, s A A) Header Expansion

5 B) Receipt Type Data Block

I ™ EPS Extended Header = ] C) Subtotal + Tax Lines

Autorizacion DGI D) Footer Expansion

AFC-DGC-SCC-006-06-2011
RUC: J0310000005336
FACTURA :‘h\ B

No: 8902-00098214
Nombre: Gustavo Salazar
RUC del Cliente: 00110117100765

Descrip. Ctd. Monto
Cafe 2 5.00
Subtotal 4.25 5
15% VA 0.75 =>C
TOTAL 5.00
CASH 20.00

CAMBIO  -15.00
| ** EPS and Loyalty Data Block *** |

Footer 1
{" Up to 10 lines *** k E,1> D
REG# 002 CSH# 001 DR301 TRAN# 20007
27/09/2017 12:36:53 ST#AB123
Configuration Client Forms 121
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Field/Button Allowable Value/Function

{---u,.':':::... -l = A

-

| *** EPS ExSended Header *** ||
CAl

2505803015121
RTN 12345678901234

Fecha incio de Emeson.  01/26/2018 S
Fecha Lemtte de Emusson. 01/26/2020
Rango: 020-002.01-00001000 a la

FACTURA 3
No: 020-002-01-0001020 E

Nomire Gustavo Salazar
RTN del Chente: 08011986012824

Dncvlp Cta P Unit Monto

A Jugo Naranjs 1 L.1.50
@L 150

Dscto. Combo 1 L. -0230

B Ensalada Fruta 8oz. 1 L. 2.50
@L. 250

Dscto. Combo 1 L.-0.50

| Descusntes y Rebsjas  L.-0.80 | [::> i

|Subtotal Gravado L. 2.20 | [> M
A 0% IMP L.0.00
B 15% IMF L.0.42

[Eentoimp. L. 0.00] |:> H

TOTAL L.2.20 E> N

Efectivo L.20.00
Cambio L. 16.80

O
m

A) Header Expansion

B) Recept Type Data Block

C) Subtotal + Tax Lines

D) Footer Expansion

E) Authorization Dates Range

Authorized Recept Type # Range

F) Line Rern Currency Symbol
G) Line rem Unt Price

H) Tax Exempt Total Line
l) Verbose Total

J) Tax Exempt Block

K) Tax Summary Table
L) Discounts Line

M) Subtotal Line Label

N) Line before Total

verifone

Irnzsmwms Y 201100 | E> I
== EXENTO DE IMPUESTO **
No. OC Exenta: —_—
No. Reg. Exonerado:  —— E> J
No. Reg. SAG o S BN
Imp% Base Impuesto Total
0.00% L 1.50 L 0.00 L 1.50 S K
15.00% L 208 L o4 L 250
[ **** EPS and Loyaly Data Block **** ]
Footer )
{"‘ Upto 10 knes *** » C: ? D
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Field/Button

Name

Prefix/Serie

Begin Sequence

End Sequence

Update Next Sequence

Next Sequence

Authorization Name

Authorization Number

Starting Authorization Date Label

Starting Authorization Date

verifone

Configuration Client Forms

Allowable Value/Function

Name of the receipt type F E ZFAZTURA.G
Alphanumeric string between 0-15 characters. Default = Empty.
KEAEUYC ugyE Xdi ¢EAZ ugUC UC A6T paaaDe

T A CEadEi AEO009E2I4DIGA FEZOZ2 ©

8-digit value between 00000001 d 99999999 (leading zeros not required for
Ui ydCGZ OEO déC Dz 6INNWKKIKINCO

8-digit value between 00000001 d 99999999 (leading zeros not required for
Ui ydCGZ O0EO déC Dz ©NNNNNUINUNC

Select to update next sequence manually in case of a system failure.

8-digit value between 00000001 d 99999999 (leading zeros not required for
Ui ydCGZ O0OEO déC Dz 6INNKKIKIKYNCO

Alphanumeric string value between 3-20 characters (including special

Ag" A" ACEACGZ O0EO  déC MiogachrCcOGEH AUG i

Note: Spanish special characters are not allowed.

Alphanumeric string up to 40 characters (including special characters). Default
Dz 41 y CgAFE-BEOGBZE-00006-20110G Z

+@ A CCAUiI O dy C8 jWNZ OEO déC Dz ©>EA

The Authorization Number is valid from this date. Short Date Format string. This

should be selected from a calendar representation.
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Field/Button

Ending Authorization Date Label

Ending Authorization Date

Merchant Tax ID

Prompt for Final Consumer

Prompt for Customer Data
Prompt for Original Receipt

Prompt

Prompt for Fuel Voucher Number

verifone

Allowable Value/Function
+@ A CCAUi O dy C8 jWNZ OEO.déC Dz ©>EA

Last valid day of the Authorization Number. Short Date Format string. This

should be selected from a calendar representation.
Alphanumeric between 0-20 characters. Default = Empty.

Drop-down box with the following values:

Disabled: Prompt for Tax ID # and if the <ENTER> key is pressed, then is a Final

Consumer.

Prompt Y/N : This option is to indicate if after enabling Prompt for Final

+0i1 CdT EAz COE yAs1yC AUCyé gEA Coode
Menu: This option is to indicate that after enabling Prompt for Final Consumer,
COE yAGTyC AUCYE gEA C@odéA (E ° 1Ei
u’" G E0 207Z

Notez o>Ui é +6i Cdi EAQ UC "ig Ad
E]@ kEAEUyCaQ ¢dC eUéé i06C yABGEUAE

Enable/disable prompts for Customer Data (Name, Tax ID Number).
Enable/disable prompting for Original Receipt Number.

Prompt to get the original fiscal sale receipt number: Alphanumeric string value
between0 13 A@ A" ACEAC FUT Aé6dAUi O CyEAU"
Original: 0'Z

Enable/disable prompting for Fuel Voucher Number.
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Fuel Flat Tax

This form allows the configuration of two flat taxes per fuel grade.

The flat tax is a fix amount per unit of measure (for example, 11 cents per gallon of a
specific fuel product). Depending on the country, the format of this amount is defined as
T~ GUTdl J AUOUCC Cs6 C@E AUuO@gC "iA K Cd CQE

E]ﬁ Note Guatemala has only one fuel flat tax per fuel grade.

Fiscal Receipt Configuration

Fuel Flat Taxes

Delete

Fuel Products —Fuel Flat Tax 1

2-UNLD2 Name Amount
3 - UNLD3 | | ‘

4 - UNLD4
5 - UNLD5
6
7
8

- METH —Fuel Flat Tax 2

- DIESL

- KERSN
9-REG Name Amount
10 - UNUSED1 | | ‘
11 - UNUSED2
12 - UNUSED3
13 - UNUSED4
14 - UNUSED5
15 - UNUSED6
16 - UNUSED7
17 - UNUSEDS
18 - UNUSED9
19 - UNUSED10
20 - UNUSED11

Field/Button Allowable Value/Function

Fuel Flat Tax Name Tax name. Allows up to 10 characters.

E] @ Note : Guatemala only needs 3 characters.

Fuel Flat Tax Amount Tax amount.
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The POS prints receipts with the Flat Tax information.

Tax Exemption

Use the form to configure tax exemption if a Tax Exemption MOP code is used.

BIENVENIDOS A
NUESTRA TIENDA
Descrip. Cant, Monto
UNLD EF #01 4.5006 5.00

€1.111/ 6

ferta | 450
P 0.11/9 0.50
Sub Total 5.00
TOTAL 5.00
CASH 10.00
Canbio -5.00

Fiscal Receipt Configuration

FIEREEAEVEES  Tax Exemption

Delete
Tax Exemption
w Name [ ]
gg () Tax-Exempt Purchase Order # Prompt l:l
gg Tax-Exempt Customer # Prompt l:l
06 Exempt Merchandise Sales Tax [ ]
07
08 Exempt Fuel Sales Tax [
33 Exempt Fuel Flat Taxes [
11
12
13
14
15
16
17
18
19 N
20

Field/Button

Tax Exemption Type Name

verifone

Allowable Value/Function

This name is associated to the acronym of the government entity that is tax -
EGETyC FEZOZ:z ©0 kO Dz B0EAEUAUS AE

Management Department).

Alphanumeric, maximum 20 characters.

Configuration Client Forms
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Field/Button Allowable Value/Function

Tax-Exempt Purchase Order # Alphanumeric, maximum 20 characters. (Description needed)

Prompt

Tax-Exempt Customer # Prompt Alphanumeric, maximum 25 characters. (Description needed)

Exempt Merchandise Sales Tax Select to exempt merchandise sales tax. This parameter is enabled by default.

Greyed out in this screen in base 52.
Exempt Fuel Sales Tax Select to exempt fuel sales tax. Greyed out in this screen in base 52.

Exempt Fuel Flat Taxes Select to exempt fuel flat tax. Greyed out in this screen in base 52.

System Properties

The following system properties should be enabled for Honduras:

1 Print Tax-Exempt Total Line: If this is enabled, the system should print the line
©4 GEi C8 E-expripOiotdl amfoudt]. G

1 Print Discounts Line: If this is enabled, the system should print the line
O0ECAJEiIi C6C g kE¢g a"C O I kCdi 60 ~éé -
1 Print Subtotal Line Label: If this is enabled, the system should print the label
©ods CdC é ?A E A0 Ui CO@QE Cd¢sCoC é éUiE

1 Print Line Before Total: If this is enabled, the system should print a line before the
total amount

Currency Selection

Use this feature if the country is using a different currency than USdollar.

In Verifone Commander Configuration Client, the currency of the country should be
selected from Payment Controller > EPS Configuration > EPS Global Configuration .
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EPS Global Configuration

we Edits require a one-time password (OTP)

Rl POP | PINPAD Message | Loyalty | Trigger Pull Configur

—Dealer

Site Name VeriFone Gold Disk
Location ID
Address Line 1
City
State |FL
Postal Code

—Locale

Currency Name | US Dollar v
ISO Currency Code | Aruban Florin
Numeric Currency Code Bahamian Dollar

Belize Dollar
Currency Symbol | gormygian Dollar

Date Format  East Caribbean Dollar

Language |Guatemalan Quetzal |

Guyanese Dollar
Haitian Gourde —
— Signature Capture—JFonduran Lempira |
-| Jamaican Dollar
Signature Capture Eil Mexican Peso
; S Netherlands Antillean Guilder

Cashier Verify Signaf Panamanian Balboa

Print Signature on R¢é| Suriname Dollar
4 Trinidad and Tobago Dollar

| US Dollar

Charity Donations
The charity donation feature enables a customer to donate certain amount to a charity.

The system prompts customer s during tendering process for charity donation.
Customers are asked if they wish to make a charity donation.

When the customer is using Cash as MOP there are wo options that can be enabled
from configuration client to be presented to the customers on the PIN pad:

1 Donate change amount (rest for charity) and is calculated as the difference
between the amount due and the amount paid.

1 Round to next dollar amount which rounds off their transaction to the next whole
dollar. The donation amount is the difference between the total amount of the
purchase and the rounded dollar amount.
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Charity Donations Configuration Save | Cancal

[CJEnable Charity Donations
Department

—Cash — Card

— Prompting Options

Bact far rhars Preset Amount 1
' N 0.00

Preset Amount 2 {Qutside only)
0.00

Preset Amount 3 Round to next dollar
0.00
Field/Button Allowable Value/Function
Enable Charity Donations Enable charity donations.

[jﬁ Note : When Enable Charity Donations is selected, by

default Prompt Indoor is selected and cannot be

edited.
Department Select charity department.
Cash
E]@ Note: Cash is only available for indoor charity.
Rest for charity Select if this option appears for cash payments. This donates the

remaining amount for charity.

Round to next dollar Select if this option appears for cash payments. Rounds off the
transaction to the next whole dollar. The donation amount is the
difference between the total amount of the purchase and the

rounded dollar amount.
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Field/Button Allowable Value/Function

Card

E]@ Note : Cards can be used for both Indoor and Outdoor charity.

Prompt Outdoor Enable to show charity prompts for outdoor

(]

transactions.

Note : DCRs must be initialized for changes to take

effect.
Preset Amount 1 Enter the preset amount option 1.
Preset Amount 2 Enter the preset amount option 2. This option is only available for

outside transactions.

Preset Amount 3 4UCQEA C@UC 6yCUBiI o6A ekododi A Co
third option.

OR

Enter the preset amount option 3.

Round to next dollar 4UCQEA C@UC 6yCUBiI 6A ©hAECEC

option.

Select if this option appears for credit/debit card payments. Rounds
off the transaction to the next whole dollar. The donation amount is
the difference between the total amount of the purchase and the

rounded dollar amount.

¥QPEi C@QE AdCCO67TEA UC dCUi O o+AEAUCQ 6A o0O0OEsUC
three preset contribution amounts configured in configuration client or two preset
contribution amount s and a @ound to next dollarObption.
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The chosen selection is shown on the receipt, where it reflects the contribution. Only
one charity can be active for any site.

The following configurations should be done before configuring the Charity Donations
Configuration form:

1. Create a department for charity with NACS code 971. Refer to the Department
Sales topic in this document for more information on creating departments.

2.>0A +  C@ WrAhz 6©GuEi AEA 1T6di C KEadrReArEACQ y -~ A
to the Method of Payment topic in this document for more information.

After any changes to the configuration, go to Configuration Client
E]@ Note | > Tools > Refresh Configuration for the configuration changes to
be applied.

Charity Donation Receipts

Outdoor Receipt
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Configuration Client Forms

'_Ru.eipl.

WELCOME
WELCOME
VeriFone Gold Disk
FL

DATE 12/10/21 13:59
TRAN#9010010
PUMP# 01

SERVICE LEVEL: SELF
PRODUCT: Tractor
LITERS: 4.630
PRICE/L:  $1.000
FUEL SALE  $4.63

8037

CREDIT \5\500

Am Express

Entry: Swiped
Auth #: 123628
Resp Code: 000
Stan: 003524304
Invoice #: 12402
Store # 99999

THANK YOU
HAVE A NICE DAY
THANK YOU
HAVE A NICE DAY

Charity
ltem

Configuration Client Forms
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Indoor Recejpt

Close Lane

Configuration Client Forms

WELCOME TO
OUR STORE
99999
VeriFone Gold Disk
FL
Description Qty Amount
T PC112 1 4.56
+T Tax on Rebate of $3.00
[Red Cross ) 1 0.55
Charity |, Subtotal s.11
Tax 1.89
ltem TOTAL 7.00
CREDIT $ 7.00

Tax Type Purchase Rebate Taxable Tax

T(25.000%) 4.56

SALE Receipt

Am Express USD$7.@0
Acct/Card #: *kkkkkxkkxx1005

Entry: Swiped
Auth #: 123628
Resp Code: 000
Stan: 003424034
Invoice #: 12340
Shift #: 1

Store # 99999
CUSTOMER COPY

ST#AB123
CSH: 1

3.00 7.56 1.89

DR#1 TRAN#leleele
12/1@/21 12:58:19 PM

This is a Self Checkout feature.

["%E] Note

Refer to the Self Checkout feature reference documentation for
information on this feature. The Feature Reference is available ol
Premier Portal.

Promos and Discounts

:

verifone

Promos and Discounts

Forecourt

MNAXML Deal
POP Discount

Discount Denomination

y Coupen Config & Coupon Family

Configuration Client Forms
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NAXML Deal
Refer to NAXML Deal

POP Discount

Refer to the POP Discount feature reference documentation for
E]ﬁ Note | /nformation on this feature. The Feature Reference is availlable ol
Premier Portal.

Coupon Scanning Configuration

Refer to the Coupon Scanning Feature Reference documentatior,
E]ﬁ Note | for information on this feature. The Feature Reference is
available on Premier Portal.

Discount Denominations

This feature is used to configure various discounts which can be selected by the cashier
during a sale.When the cashier selects the discount key (hard key, soft key, or touchto-
modify menu), any configured discounts are displayed as part of the discount overlay.

This feature should be enabled in Configuration Client > Store
E]ﬁ Note | Operations > Sales Configuration.
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Discount Denominations

Delete
Discounts Name
2 - Discount 2 Type
j_ Percent :
5 Amount
G- 10.00
7-
8-
g-
10-
11 -
12-
13-
14 -
15-
16 -
Field/Button Allowable Value/Function
Discounts Click to add discount name. A total of 16 discounts can be configured.
Delete Select to delete the selected discount and click Save.
Name Enter the discount name.
Type 1 Percent
1 Amount
Amount Enter the percentage or amount discount.
Configuration Client Forms 135
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Forecourt

Forecourt | Devices Paymer

Fuel 4
DCR

DCR Keys

DCR Idle Screen

Qutdoor TAVE 4
Cash Acceptor

Fuel Tax Exempt

Rapid Change Fuel Config
Unattended DCR

Initialization »

DCR

Refer to Configuring Dispenser Card Readers

Fuel
Refer to Fuel Configuration

Fuel Prices

E]@ Note Refer to Cash Credit Pricing for more information on this feature.

The Pricing Manager form is used to set up fuel pricing, including tier pricing. Tier Two

pricing can be set up at any time but does not take effect until the appropriate

Ui 06 A7~ CUs6i7 UC Ei CEAEA Ui C@QE ©6o0C”  AC uUEA J n
parameters in Fuel > Site Parameters > Fuel Site Parameters.

Select the product, then double-click the Price text boxes and enter the price (0.000 -

9.999). The price of all products changes to match the price entered in the top text box
after ENTER is pressed. Prices can be edited if necessary.

When entering a price, take care when placing the decimal point.
E]ﬁ Note | For example, to change a price to 1.159, enter it as written here.
To change a price to 1.500, enter the tralling zeros
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If you only change fuel prices, for the changes to take effect, initialize Fuel Prices by
selecting:

1 Forecourt > Initialization > Fuel Prices

If you change other fuel parameters as well as prices, you will need to initialize Fuel and
DCRs for the changes to take effect. To do this, select both of the following:

1 Forecourt > Initialization > Fuel

1 Forecourt > Initialization > DCRs

Make sure that your fueling positions are not in use when
E]@ Note | Jnitializing any Fuel Prices, Fuel, or DCRS.

Pricing Manager

Fuel Product Prices WorkSheet

Product |1 - UNLDY

Tigr Ong Prices Tigr Two Prices
Service Level MOF Price Sarvice Level MOP Price
SELF CASH 1111 SELF CASH 1.112
SELF CRED 1121 SELF CRED 1122
FULL casH | 1211 [ P CASH 1212
FULL cRED | 1.221 e CRED 1222
MINE CASH 1311 Min| CASH 1312
MM CRED 1.321 MIN| CRED 1322

The fuel prices have a limit of four characters and can take only a maximum of $9.999
with three decimal places. This document shows how to configure a site to set fuel
prices to 2 decimal places to support price that are greater than $9.999 per gallon in the
$xx.xx format.

Configuring Fuel Prices for 2 Decimal Places

1. Go to Forecourt > Fuel > Fuel Config Pending > Site Parameters and disable
©>6AAE ZL +EiCC hEA ? ¢édi OZ
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Security  Initial Setup  Store Operations

Fuel Configuration - Pending

Promos and Discounts

Configuration Client Forms

Forecourt  Devices

Payment Controller

Save | Cancel

NGRS 16T LIS Gl Fuel Service Levels | Fuel MOPs | Fuel Tanks | Fuel Blend Types | Fuel Products | Fueling Positions

Unit of Measure
Halt Mode o

PPU Decimal Position
Total Dacimal Position
Autodisapproval

Multi-Grade Timeout 5
(Minutes)

Ignore MOP Conflict

I Force 9 Cents Per Gallon
Approve All Enabled

Recall Autocollect Inside

Gilbarco Six Digits Money
Display

Require Attendant Card

— Offline Fuel Prompt

- Dmmnilnogwm:
< <<l <] €€

Number of Seconds

—Real Time Sales Data

Notification Frequency
(Milliseconds)

o |

— Tier2 Schedule Settings

Start Tier 2 Pricing
Number of Tier Hours

— Postpay Schedule Settings

Start Postpay Allowed
MNumber of Postpay Hours

—Manual Approval Schedule Settings —
Start Manual Approval
Renuired
MNumber Manual Approval
Hours

— Grade Restriction

Enforce Prompting Inside [
Prompt Restriction Outside |

— Commercial Configuration

Alert Cashier (Minutes)

2. Goto Forecourt > Fuel Prices Pendingand change all existing product prices with
third decimal place to 0 (eg: from $2.152 to $2.150).

Fuel Prices - Pending

Fuel Product Prices

Produst

Tier One Fricas Tier Two Prices
Service Laval] MOP Price [Bervice Level MOP Price
SELF CASH 9110 SELF CASH 9.110]
SELF CREDIT 9.120 SELF CREDIT 9.110]
FuLL CASH 9.230 FULL CASH 9.110]
FULL CREDIT 9.240 FULL CREDIT 9.110]
MINI CASH 9.130 MIN CASH 9.110]
MINI CREDIT 9140 MIN CREDIT 9.110]

3. Go to Forecourt > Fuel > Fuel Config Pending > Site Parameters and change
@PU Decimal Positior0and €oC

verifone

é OEAUT " ¢é

Configuration Client Forms

he CUCUBiT O Cbo

138

eJ o



Verifone Commander User Reference Configuration Client Forms

Security  Initial Setup  Store Operations  Promes and Discounts  Forecourt Devices  Payment Controller

Fuel Configuration - Pending Save | Cancel
NGRS 16T LIS Gl Fuel Service Levels | Fuel MOPs | Fuel Tanks | Fuel Blend Types | Fuel Products | Fueling Positions
— Tier2 Schedule Settings
Unit of Measure
Halt Mode ’Snﬁ—\d‘ Start Tier 2 Pricing
PPU Decimal Position | 2 ~ Number of Tier Hours
Total Decimal Position | 2 A -
— Postpay Schedule Settings
Autodisapproval | 5.0 d
Multi-Grade Timeout Start Postpay Allowed
(Minutes)
Number of Postpay Hours (24  + |
Ignore MOP Conflict _
Force .9 Cents Per Gallon  [] —Manual Approval Schedule Settings —
Approve All Enabled
Recall Autocollect Inside [ e Manua\égga(i)[\;:
Gilbarco Six Digits Money Number Manual roval
Display U Apf-luurs
Require Attendant Card [
— Grade Restriction
— Offline Fuel Prompt
Enforce Prompting Inside [
Number of Seconds Prompt Restriction Outside [
—Real Time Sales Data———— — Commercial Configuration
Notification Frequency D - 5
(Miliseconds) Alert Cashier (Minutes)

4. Goto Forecourt > Fuel Prices Pendingand change the prices of the product per
gallon to the $XX.XX format for both Tier One and Two Prices.

Fuel Product Prices
Product |4 - UNLD v
Tier One Prices Tier Two Prices
Service Level MOP Price Service Level MOP Price
SELF CASH 2.49 SELF CASH 0.00
SELF CREDIT 2.49 SELF CREDIT 0.00
FULL casH | 2.49 FULL CASH 0.00
FULL crREDIT_ | 2.49 FULL CREDIT 0.00
MINI casH | 2.49 MINI CASH 0.00
MINI crReDIT | 2.49 MINI CREDIT 0.00

Feature Limitations

T Sites can be configured to take fuel prices with either two or three decimal
places; $xx.xx or $x.xxx. Sites cannot have mixed decimal positions while using
a single Verifone Commander.

T Attwo decimal sites, prices that have 3 decimal places (eg. $4.299) will only be
calculated at the 2 decimal amount (eg. $4.29).

1 By default, sites are configured for 3 decimal places in $x.xxx format.
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DCR Keys

Each DCR should be assigned to a DCR key configuration. If sites have a mix of DCRs
with and without alphanumeric capabilities, sites will require to create 2 or more DCR
key configurations.

ug@eE Ad6i OUOdA” CUBi OBA 0+kC C@  C " A T éy id
T E

E €y @’ E
EAUAO AQEAGEAZ “i A X~u AQGEAGCEA O6A %

O™

Use to configure DCR keys for the different DCR positions.

DCR Keys Configuration
Add | []Delete
Mon-Alphalumeric Enable Alphanumeric
#Rows |4~ #Columns |5 »

NA NA

NA NA

NA NA

NA NA
Field/Button Allowable Value/Function
Add Click Add to configure new DCR Keys layout.
Delete Select to delete the selected DCR Keys layout.
Label Label the new DCR Keys layout.
Enable Alphanumeric UPE A6i OUOAA”  CUBi1 OB6A 0+kC C@ C ~AE ~éy¢

¢y@ idi EAUAO AQGEACEA C6 dCE COE ~éy@ i
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Field/Button Allowable Value/Function

checked for the DCRs that only accept number input.

Assign Positions Click assign positions and select the DCR that can be used for entering alphanumeric

characters. The DCRs that do not have alphanumeric capabilities are grayed out.

#Rows Number of rows for the DCR Keys layout.
#Columns Number of columns for the DCR Keys layout.
Assign Positions Select to assign the DCR Keys layout to the DCRs in the site.

E]ﬁ Note Click on the keys to configure the values.

DCR Idle Screen

The DCR Idle Screen Configuration form is used to set up what displays on the DCR
screen when not in use.

DCR Idle Screen Configuration

Add Delete
Name |Default Graphic Enabled | Assign Positions
DCR Non-Graphic Idle Screen
Text Line 1
Text Line 2
TextLine 3
Text Line 4
Configuration Client Forms 141
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DCR Idle Screen Configuration

Add | O Delete
Select the |dle Screen Mode . . o
[Attended Idle Screens ~ | Name Graphic Enabled Assign Positions
Sereani ~ ||~ DCR Graphic Idle Screen

Field/Button Allowable Value/Function

Add Click Add to configure new DCR idle screen.

Delete Select to delete the selected DCR idle screen.

Name Enter a name for the DCR idle screen.

DCR NonGraphic Idle These are the text lines that the user would like to appear on aNon-Graphic 0 + k Q|C
Screen Screen.

A EO U-Om@display DCR, then the 4 configured lines would appear on the

screen on one-line each.

A EO U-O0@6r Singleline display DCR, then the 4 lines could scroll one

after the other in that order.

Graphic Enabled Select if the DCR has a Graphic Keypad. If this field is disabled, the panel below would
Cgoe COE ®A+kK oXdi EAEE oAAEEi O Adi OUOAA”
COE ©0+k ?2A  y@UA EAEE OoAAEEiIi O Adi OUOAA" ¢
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Field/Button Allowable Value/Function

DCR Graphic ldle Screen EO COE ©?2A  y@QUAC 4i ¢éEAO UC CEEEACEAz «

The Left and Right keys allow the user to configure what is displayed on each of the

keys.

The middle lines provide the user the option of displaying some lines in the middle for
the top two rows and use the bottom 2 rows for the keys. If the Middle Text Line is

configured, the keys on those lines are not displayed on the DCR.

On clicking each of the key buttons, the following pop-up to configure the key is

displayed.
A Softkey Type : Tags the key text to one of the pre-defined types.

A Softkey Text : The text that is displayed for this key on the DCR. After the

text is entered here, the text next to the button changes to reflect this text.

Assign Positions Select to assign the DCR idle screen to the DCRs in the site.

Outdoor TAVE

Refer to the TAVE Feature Reference documentation for
E]ﬁ Note | /nformation on this feature. The Feature Reference is available ol
Premier Portal.

Cash Acceptor
The Cash Acceptor Configuration form is used to set up and edit cash acceptors at the

site. Site Information determines the behavior of all cash acceptors at a site. Attributes
determines the behavior of a specific cash acceptor at a specific fueling point.

Select the Cash Acceptor on the list on the bottom of the form, then select the value
check boxes that are applicable for that Cash Acceptor.
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Cash Acceptor Configuration

Cash Acceptor Site Information

O pisable If Cheated [Js1 Bill Enabled [Js20 il Enabled
[Jpisable If Paper Low [Jsz Bill Enabled [s50 Bill Enabled
[Jpisable If No Printer [Jss Bill Enabled [Js100 Bill Enabled
CIPrompt ‘insert cash’ 810 Bill Enabled [ &in orientaticn

Timeout[Seconds 10-98] (10

Cash Acceptor Attributes

Cash Acceptor |1 bt

B =TI T SR

4| Duplicating Acceptor 1
1. Select target Acceptors to the left
2. Use the Cirl key to selact multiple acceptors
3. Use the Shift key to select a range of acceptors
4. Click the "Duplicate” button

[Jcash Accepter In Dispenser
[JRreset Printer Ermor
CPrint Totals Now

v Duplicate

Field/Button

Disable If Cheated

Disable If Paper Low

Disable If No Printer

hA6i yC oUi CEA:

$1 Bill Enabled
$2 Bill Enabled

$5 Bill Enabled

:

verifone

Allowable Value/Function

Select to turn off a cash acceptor when someone tries to cheat it.

Select to turn off a cash acceptor if the receipt tape is running out.

Select to turn off a cash acceptor if the printer is not working.

0oEEEAC C6 @ EE C@OE y@OA CE ©2~k EXo4ku + ¢

Select to allow acceptance of one -dollar bills.

Select to allow acceptance of two -dollar bills.

Select to allow acceptance of five -dollar bills.
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Field/Button Allowable Value/Function

$10 Bill Enabled Select to allow acceptance of ten -dollar bills.

$20 Bill Enabled Select to allow acceptance of twenty -dollar bills.

$50 Bill Enabled Select to allow acceptance of fifty -dollar bills.

$100 Bill Enabled Select to allow acceptance of one hundred -dollar bills.
Bill Orientation This parameter does not apply to Tokheim dispensers.

Select to require that bills are inserted face-up with the black-seal end first.
(If not selected, bills can be inserted face-up in either direction.)

E] @ Note: The black seal appears on the front of the bill to the left of the face.

Timeout [Seconds 10-99] Enter the time (in seconds) between when a customer inserts a bill and when the pump

shuts off if no fuel has been pumped (10 - 99).

Cash Acceptor Attributes -

Cash Acceptor Select the number of the fueling point.

Duplicate Acceptor +é6UAg C86 A6yg COE AJdAAEIi C A" C@ ~AAEyC6A(
acceptors. In the Duplicating Acceptor form, select the cash acceptor(s) to which you

want to copy and click Done Duplicating.

Cash Acceptor In Dispenser  Select to indicate that the fuel pump has a cash acceptor.
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Field/Button

Reset Printer Error

Print Totals Now

Configuration Client Forms

Allowable Value/Function

Note: This parameter is not currently supported.

Note: Select to enable the printer after the cash acceptor has been
E]@ disabled and brought back online.
Note : This parameter is not currently supported.

[j@ Note: Select to print the amount of money in the cash acceptor.

Fuel Tax Exempt

The Fuel Tax Exemption Configuration form allows taxes to be removed from a post-
pay fuel sale by setting up one to five fuel tax exemptions. Each exemption can either

be setup by the Amount Per Gallon or the Tax File Entry that is setup inStore
Operations > Payment > Tax Rates, or Both.

The Fuel Tax Exempt Receipt Lines section is used to enter up to four lines of text that

you want to print on the header of Fuel Tax Exemption receipts.

verifone

Fuel Tax Exemption Configuration

Fuel Tax Exempt Config

Fuel Tax Exempt Record

1 - UNUSED N MName |UNUSED

Amount (0.000

Type |Amcunt Per Gallon v

Signature Line [J

Fuel Tax Exempt Receipt Lines

Line 1
Line 2
Line 3

Line 4

Configuration Client Forms
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Field/Button Allowable Value/Function

Fuel Tax Exempt Record Select a record number.

Delete Select to delete the selected fuel tax exempt record.

Name Enter a name for the fuel tax exemption. The name appears on receipts and reports.
Amount Enter the dollar amount per gallon of tax (0.000 d 99.000)

Type Select the tax type to exempt:

Amount Per Gallond The dollar amount per gallon.
Tax File Entryd Taxes applied in Store Operations > Payment > Tax Rates .

Both d@ A combination of Amount Per Gallon and the tax rates entry that is setup in

Store Operations > Payment > Tax Rates.

Signature Line oEEEAC C6 yAUi C C@QE AEAEUyC &UC@ - CUOI -

the tax exemption.

Fuel Tax Receipt Lines (1- Enter up to four header lines for the fuel tax exemption receipt (alphanumeric, 1- 10

4) characters).

Rapid Change Fuel Config

Rapid Change Fuel configurationis configured from Forecourt > Rapid Change Fuel
Config.

ugUC OE  CdAE "~ ¢éé¢doeC COE A"  COQUEA Cd A@ i OE
rapidly at the pump using the POSwithout having to change the fuel configuration using
Verifone Commander Configuration Client or without manager intervention.
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Rapid Change Fuel Configuration

[IDelete
Select Rapid Change Fuel Name
Configuration

— Fueling Positions & Attributes

gi Fueling Position Service Level Auto Approval

05 1 [sELF v [ENABLE [v]

o7 2 [ cI =

P 3 | & | ]

10 9 | M ]

12 5 | & ]

12 6 .

1 7 I M v

17 J [

18 5 N —

e 10 | o ~]

1 | ~ ~ v

To change the fuel configuration level from the POS, the cashier should access CSR
Functions > Fuel Manager > Rapid Change Fuel Configuration .

Unattended DCR

Refer to the Unattended Fueling feature reference
E]ﬁ Note | documentation for information on this feature. The Feature
Reference is available on the Premier Portal.

Devices
Payment Controller

Car Wash

Car Wash Paypoint

Tank Level Sensor
Electronic Check

Electronic Safe

Fuel Price Display

Vending Machine

Attendant Payment Terminal
Vista Devices

Food Service

Cash Recycler

Initialization »

Car Wash

Refer to Car Wash Configuration
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Car Wash Paypoint

Refer to the Car Wash Pay Point feature reference
E]ﬁ Note documentation for information on this feature. The Feature
Reference Is avallable on Premier Portal.

Tank Level Sensor
The TLS Configuration form is used to set up and edit Tank Level Sensor Parameters.

TLS Configuration

Low Limit Alarm ]

Unit of Measure | Gallons v

Tank Variance |0

Field/Button Allowable Value/Function
Low Limit Alarm Select to turn on the TLS low-limit alarm.
Unit of Measure Select the unit of measure for which the TLS is configured 3 Gallons or Liters. (The unit

of measure appears on the TLS reports.)

Tank Variance Enter the number of gallons or liters that fuel tank totals can vary from the actual
amount (0 - 999).

Electronic Check
The form is used to configure E-Check parameters.
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Field/Button

Merchant

Merchant ID

Merchant Name

Address

City

State

Zip

:

verifone

E-Check Configuration

Configuration Client Forms

—Merchant — Transaction
MerchantID [0 J PAddress | |0 ]
Merchant Name ‘ ‘ Port Number D

Address ‘

o E— Y —
Merchant Phone l:lPrucessor Phone l:l

Port Number IC'

r Trailer

Upload Check Image

Trailer Line1 ‘

‘ Trailer Line3 ‘

Trailer Line2 ‘

‘ Trailer Line4 ‘

—Misc

Allow Dual ID Swipe Prompt
Check Writer Name Prompt
Check Writer Address Prompt
Check Writer Initials Prompt

ogood

Date Of Birth Prompt  []
Supplemental ID Prompt [
Offer Customer ECA  []

Limits

Dual ID Floor Limit
Phone # Prompt Limit |1000.0
Response Timeout (30

Close Period |2 |-

il

Allowable Value/Function

Enter the merchant ID number assigned by the network. (alphanumeric up to 24

characters. Space and special characters are not allowed)

Enter the? E A A @ nam@.q@alphanumeric up to 40 character) (Space are allowed but

not at start and end)

Enter the Address to print at top of all receipt. (alphanumeric up to 40-character,

special characters are allowed) (no restriction)

Enter the city to print at top of all receipt. (alphanumeric up to 30 character) (Space are

allowed but not at start and end)

Enter the state code. (alphabetical up to 2 character)

Enter the zip code. (alphanumeric up to 10characters, dash and space are allowed but

not at starting and end positions)
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Field/Button

Merchant Phone

Processor Phone

Transaction

IP Address

Port Number

Upload Check Image

Image

IP Address

Port Number

Trailer Line 14

Misc

R

verifone

Allowable Value/Function

Enter the phone number to print at the top of all receipt (humeric 0-15).

Enter the check approval host's phone number that prints on the receipt. (numeric 0-

15)

Enter the IP Address that the host uses for transaction approval request

Enter the port number that the host uses for transaction approval request. (Non-

Negative value with max 999999999)

When an Electronic Check payment is processed, a copy of the check image is
captured by default, temporarily stored on the Verifone Commander, and then
uploaded to the check image server. When disabled, the check image is not captured

or uploaded.

Enter the IP Address that the host uses for image uploading to copy the image of the

check.

Enter the port number that the host uses for image uploading to copy the image of the

check. (Non-negative value with max 999999999)

Enter the text of the first, second, third and the fourth line that prints on bottom of the

receipt. (alphanumeric up to 40-character, Space is allowed but not in starting position)

Configuration Client Forms

151



Verifone Commander User Reference Configuration Client Forms

Field/Button

Allowed Dual ID Swipe
Prompt

Check Writer Name Prompt
Check Writer Address
Prompt

Check Writer Initials Prompt
Date Of Birth Prompt
Supplemental ID Prompt

Offer Customer ECA

Limits

Dual ID Floor Limit
Phone # Prompt Limit
Response Timeout
Close Period

R

verifone

Allowable Value/Function

Select to prompt for a proof of identification from the check writer.

Select to prompt for the check writer's name.

Select to prompt for the check writer's address.

Select to prompt for the check writer's initials.

Select to prompt for the check writer's date of birth.

Select to prompt for a secondary proof of identification from the check writer.

Select to prompt the cashier to ask the check writer to accept the use of an electronic

check.

Enter the dollar limit at which the check writer must provide identification (0 -999.99)
Enter the dollar limit at which the check writer must provide a phone number (0-
999.99)

Enter the time allowed to wait for a reply from the host (0-999)

Select the period when the batch is closed.
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Field/Button Allowable Value/Function

I  Period 1(Close Shift)

I Period 2 (Close Day)

Electronic Safe

Refer to the Tidel Sentinel Esafe Interface feature reference
E]ﬁ Note | documentation for information on this feature. The Feature
Reference Is avallable on Premier Portal.

The Electronic Safe (ESafe) is available for use at sites with Verifone Commander and
the POS. An IP Connection to the safe hardware allows safe drop amounts to be
retained and totaled to compare with the total amounts in the safe upon shift or day
close.

The reports available for the Electronic Safe are:

1 E-Safe Cashier Report3 AEy8AC C@ C AEABiT AUEEC E  Ag A
amounts with amounts recorded on the Electronic Safe.

1 E-Safe Day Report3 (Generated at Shift or Day close) A report that reconciles all
A" COUEACQ C  OE AAGy "~106diCC &UC@ "106di CC A
the period.

1 E-Safe Content Report 3 A report that is generated whenever the safe is
opened. This time-stamped report, that lists the actual contents of the safe, is
stored on Verifone Commander and can be printed when required.
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Field/Button

Use ESafe Only

Close Period

Safe Type

Safe ID Mapping

:

verifone

E-Safe Configuration

—Site Parameters —Safe ID Mapping
Use E-Safe Only [/ Employee SafeID  Employee Safe ID
Close Period [1 |+ [1-corroratE  [+] [1 [¢] ExECI
Safe Type |Tidel| x|
— Safe Configuration
| Delete:

Safeid g1 v

Description Tidel E-safe
Safe Port 4243

SafelP  192. 163. 031. 045

lEnable  Device Type | Tel BCND v

Safe Subnet  255. 255 255. 0

Safe Gateway 192, 165. 031. 0N

Allowable Value/Function

Select if all safes at the site are interfaced with the POS system.

Do not select this parameter if safe drops will be made to a safe that is not interfaced

with the POS system.

Select the period when the Electronic safe is closed.
1d Period 1 (Close Shift)

2 d Period 2 (Close Daily)

Select E-Safe manufacturer

Employee 3 From the drop-down list, select an employee who can make safe drops

to the Electronic Safe.
Safe ID - Select the number of the Electronic Safe to be configured.

Employee Safe ID 3 Enter the login ID that the selected employee uses to access the

Electronic Safe.

Configuration Client Forms

Configuration Client Forms

154



Verifone Commander User Reference

Field/Button

Add

Delete

Device Type

Enable

Description

IP Information

Timeout (sec)

verifone

Allowable Value/Function

Click Add to add a new Electronic Safe number to be configured.

Select Delete to remove the selected Electronic Safe.

Select the Device Type installed at the site. The following are the Tidel device types:
BCD: Bulk Coin Dispenser
f BCD-R: Bulk Coin Dispenser and Recycler
f BCND: Bulk Coin and Note Dispenser
I ScD: Sentinel Control Device

| Tidel Tube Vend

Select to enable the Electronic Safe. (The safe will not exchange data with the POS

system unless it is enabled.)

Enter a recognizable description of the Electronic Safe.

Safe IP3 Enter the IP Address of the Electronic Safe.
Safe Subnet3 Enter the Subnet of the Electronic Safe.
Safe Gateway 3 Enter the Gateway of the Electronic Safe.

Safe Port3 Enter the Port number of the Electronic Safe.

Enter the communication timeout in seconds.

Configuration Client Forms
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Fuel Price Display

The Fuel Price Display Configuration form is used to set up and edit the Fuel Price
Display sign to suit the requirements of the site.

After configuring or changing Fuel Price Display, initialize fuel prices for the changes to
take effect. To initialize fuel prices, selectForecourt > Initialization > Fuel Prices .

Make sure that your fueling positions are not in use when
U] Note | initializing Fuel Prices

Fuel Price Display Configuration

— Site Parameters —Product Mapping

Fuel Price Display Channel |1 v] Fuel Price Display ID |0 [v] Fuel Product [1-UNLD1 |v|

Enable Channel [ ]

Enable [ Service Level |1-SELF  |v|

Delay Pump [0-300 secs] l:l
Price Level |1-CASH |wv
Delay Sign [0-300secs] [ | flea teve ]
Implied Decimal |3 v|

— Fuel Price Display Text

Text D Delete
0| | O
1 | O
2 | | O
3 | O
4 | O
5 | | O
6 | | O
7 | O
s | | O
9 | | O
Field/Button Allowable Value/Function
Site Parameters
Fuel Price Display Channel Select the fuel price display channel.
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Field/Button

Enable Channel

Delay Pump (0d 300 secs)

Delay Sign (0d 300 secs)

Product Mapping

Fuel Price Display ID [09]

Enable

Fuel Product [1-9]

Service Level
Price Level
. :

verifone

Allowable Value/Function

Select to enable the Fuel Price Display feature.

When a fuel product price is decreased using the Forecourt > Fuel > Fuel Prices d
Pending form, the decreased price is first sent to the pump and then the Fuel Price
Display as a result there is a delay at the Fuel Price Display to show the decreased
price. The Delay Pump parameter is used to delay showing the increased price at
the pump so that at both the places the changed prices can appear almost at the

same time.

When a fuel product price is increased using the Forecourt > Fuel > Fuel Prices d
Pending form, the increased price is first sent to the Fuel Price Display and then the
pump as a result there is a delay at the pump to show the increased price. The
Delay Sign parameter is used to delay showing the increased price at the Fuel Price
Display so that at both the places the changed prices can appear almost at the

same time.

Select the ID number that maps to the fuel price line on the Electronic Sign and then

CEEEAC 4i ¢(éEZ F>066é068& C@QE >dEé hAUAE

Note: The fuel prices that display is set in Forecourt > Fuel Prices. If
[j@ tier pricing is in effect, the Fuel Price Display price is the current tier

price.
Select to enable Fuel Price Display.

In the Fuel Product list, select only the fuel product(s) to be displayed for the fuel

price display ID.
Select the service level 3 Self, Full, Mini.

Select the price level 3 Cash, Credit, Check.
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Field/Button Allowable Value/Function

Implied Decimal [0-5] For most U.S. sites, select 3. For information, see the Verifone bulletin for your Fuel

Price Display sign.

Fuel Price Display Text- Lines Enter text to display on the Fuel Price Display sign (alphanumeric, up to 128
[0-9] characters). HTML text attributes may be used. For information, see the Verifone

bulletin for your Fuel Price Display sign.

Delete Select to delete a line.

Fuel Price Display Initialize

Fuel Price Display Initialize should only be used after the sign has been repaired or if it is
displaying pricing errors after losing power. In these cases, do the following:

Devices > Initialization > Fuel Price Display

Vending Machine

E]@ Note |T7s feature is no longer supported.

Attendant Payment Terminal
Attendant Payment Terminal (APT) is a miniPOS used in the forecourt.

Use Devices > Attendant Payment Terminal to configure APT.

Refer to Attendant Payment Terminal (APT)reference
E]@ Note |documentation for information on this feature. The Feature
Reference is available on Premier Portal.
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Global

This form is used to enter the configuration that is valid for all APT terminals.

Attendant Payment Terminal

Global

Login for Every Transaction [ ]

Login Timeout (1-15 minutes) |10
Cash Receipt Required [ ]
Preset Security Level |0 |v|

Edit
Enabled Payment Codes
Edit
Enabled Departments
Field/Button Allowable Value/Function
Login for Every Transaction Enable to login for every transaction. Default value = Disabled.
Login Timeout (115 minutes) The time a login lasts. Default value = 10 min
Cash Receipt Required Enable to print cash receipts. Default value = Enabled.
Preset Security Level Security level of the user who can login to the terminal0 EQ” dé C E° é d E
Enabled Payment Codes Click Edit button to select the payment codes supported. Default value = All
Payment Codes enabled.
Enabled Departments Click Edit to select the departments selected. Default value = All departments
disabled.
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Terminal

Use the form to enter each terminal detail.

Field/Button

Terminal ID

Receipt Header/Trailer
Parameters

Fueling Stations

:

verifone

Lelii:|8 Terminal

Attendant Payment Terminal

Configuration Client Forms

Save | Cancel

— Terminal 1D

—Receipt Header/Trailer

— Parameters

Fueling Positions

PinPad Type IINTERNAL v

Receipt Header Alignment
| | [Left [v] |—Allowed Operations
| | ILeﬂ ﬂ Merchandise [ ]
| | Jret v Preset Fuel [
| | ILeﬂ ~] Postpay Fuel []
| | ILeﬂ ~] Preauth Fuel [
Receipt Trailer Alignment Aai AUl
| | [tert TV]
| | [tet Tv]
| | et Tv]
| | [teit TV]
| | [tert TV]

Allowable Value/Function

Select the Terminal ID. The external POS terminal IDs and IPs are configured in

Security > Manage devices.

Enter details that will be printed on the receipt header and trailer.

Click to attach fueling positions to the APT.

Configuration Client Forms
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Field/Button Allowable Value/Function

Assign Fueling Position(s)

1
2

Save | Cancel

PINpad type Select if the PIN pad for making payments is internal or external.

Allowed Operations Select the operations allowed using the APT

Vista Devices

This section is utilized for newer Food Service Implementation (nof
E]E Note |/Order). Instructions are available in the Food Service
Implementation Guide used by the installing service technician
(VASC).

Food Service

Refer to all the iOrder reference documentation for information on
E]@ Note |this feature. The Feature Reference is available on Premier Portal.

The Food Service form is used to configure the iOrder Kiosk connection parameters.
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Food Service

—iOrder Configuration

iOrder IP 192. 168. 31. 151
iOrder Port 5436
Send POS Food Orders to KDS

—Food Service Payment (Notify Kitchen)

Notify Electronically
Notify via Receipt

Receipt Message Present to kitchen to pick up your order

Field/Button

iOrder Configuration

iOrder IP

iOrder Port

Send POS Food Orders to KDS

Allowable Value/Function

Enter the iOrder IP address

Enter the iOrder Port

Enable to send food orders to kitchen display system

Food Service Payment (Notify Kitchen)

Notify Electronically
Notify via Receipt

Receipt Message

:

verifone

Enable to notify the kitchen electronically

Enable to notify the kitchen via receipt

Enter the receipt message
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Cash Recycler

Refer to the Self Checkout Feature Reference for more informatior
E]ﬁ Note |on this feature. The feature reference is available on Premier
Portal.

Payment controller

Payment Controller | Reporting To

POS Configuration

Mobile Payment Configuration

EPS Prepaid Configuration

Third Party Product Configuration

EPS Configuration »

POS Configuration

Refer to Configuring Network Functions

Mobile Payment Configuration

Refer to the Mobile Payment feature reference documentation for
E]@ Note |information on this feature. The Feature Reference is available on
Premier Portal.

EPS Prepaid Configuration

The EPS Prepaid Configuration form is used to configure prepaid cards, PINbased
products, and money transfer cards.

T Prepaid card (Stored value card or SVC)d A cash value is placed on the card,
which can then be used for purchases until the cash value is used up. The card
may be recharged with additional cash value.

1 PIN-based product d The customer buys the PIN-based product and uses the
PIN (Personal Identification Number) printed on the receipt or card to activate the
product.
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T Money transfer card d The customer presents the card and cash at the site,
designates the payee by number, and the electronic payment is made.

Configuration Client Forms

EPS Prepaid Configuration

—Prepaid Network

Network Name moommj

Enabled

i Prepaid Departments

Department

MANUAL FUEL DEPT :
Prepaid Department :

M 4 q20f2 * M

Add | | Delete

Jol=]

1. Select the INComm in the Network Name dropdown menu.

2. Check the Prepaid Enabled box.

3. Click Add.

4. Select the appropriate prepaid department from the Department dropdown list.

5. Check the Enabled and/or Pre-Validate boxes.

1 The Enabled check box is used to enable or disable the prepaid

department.

1 The PreValidate check box is used to specify whether an InComm Pre-
Authorization Request needs to be sent to the host when selling items
from a prepaid department. The Pre-Authorization Request is used to
verify whether the actual transaction can be successfully completed

before the payment is tendered.

6. Click on Reprint Security Level column to set security levels for reprinting the

receipt at the POS.

—Prepaid Network Message:

Show Guideline

Please ensure you are following
AML fraud guidelines by not
selling more than $1900.00 in
cards to one customer - The limit
is $999.00 in the state of
Arizona.

Show Purchase

Is this purchase being
made by someone on site?

Show Cancel

PIN numbers are never to
be given to anyone over
the phone - NO
EXCEPTIONS!

Configuration Client Forms
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7. Three types of message prompts is displayed to cashier during prepaid card
activation / recharge process:

1 Guideline message prompt : Guideline Prompt when enabled, prompts the
cashier when a prepaid card activation item (ProdCode: 560 to 575) is
added to the ticket. This message instructs the cashier to follow guidelines
Cé6 ~EBUA OA"dAZ OEO déC 1 ECC  OE OB6A OduU
are following AML fraud guidelines by not selling more than $1900.00 in
cards to one customer -u E éUT UC UC sLLLZIUW Ui C@E

1 Purchase message prompt: Purchase Prompt when enabled, prompts the
cashier if PIN Activation item (ProdCode = 560) is added tothe ticket.
Purchase prompt appears after the Guideline Message Prompt if guideline
prompt is enabled. Purchase prompt is to instruct the cashier not to give
PIN numbers for prepaid cards over the phone. The Purchase prompt has
YESand NO buttons. If cashier responds YES, then PIN Activation item
can be added to the ticket. If cashier responds NO, then PIN Activation
item is not allowed for sale and the item is removed from the ticket with an
EAABA T ECC OEZ OEO déC T ECC”  OE OG6A ydAA
¢EUT O 1" AE ¢g C61EBIE 871 CUCEDO
9 Cancel message prompt: When cashier responds with a NO to the
Purchase Prompt, the PIN Activation item is removed from the ticket and
Cancel Prompt message (if enabled) is shown to the cashier. This prompt
is to inform cashier that the item is being removed as it cannot be sold.
OEO"  déC T ECC”  OE O8A + i1 AEé hAsiyC UC ©h
to anyone over the phone- X" 42 +4huE” X0z O

8. Click Save to save the configuration.

Third Party Product Configuration

Third Party Product Configuration feature provides the ability to support financial
transaction services provided by the Cullinan Group.

Refer to all the Cullinan Feature Reference documentation for
E]ﬁ Note | /nformation on this feature. The Feature Reference is availlable ol
Premier Portal
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EPS Configuration

EPS Global Configuration

Configuration Client Forms

EPS Global Configuration

“ Edits require a one-time password (OTP)

Rl o7 | P10 ossaw | Loaty | Tagr oGt Quck ohp gt | P |

—Dealer;

Location ID :]
Address Line 1 :]
Postal Code :}

—Misc

Store and Forward Limit

Data Storage Time(ln Days)
Clear Velocty Hours

Network Last Required
Report Masking Enabled

Online Velocity Check Required

—Locale

Support Qutside Cashier Messages
Display PINpad Prompts To Cashier

Currency Name | US Dollar

IS0 Currency Code  USD
Mumeric Currency Code 840

Display following message upon declined payment response
Use Host Defined Message
Use Store Defined Message

Currency Symbol |3

Date Format | MM-DD-YYYY

Language IEngI\sh v

— Signature Capture

[_! Signature Capture Enabled
[_) Cashier Verify Signature
[_J Print Signature on Receipts

—EMV Fleet Tags Settings

Indoor Prompting

Outdoor Prompting

500

8800

<.

Sale Declined

— Cashback

Cashback Enabled

Force PIN Entry

EMV CB Prompt - Wait for Cashier?
EBT Cashback Enabled

Cashback Fee |0.00

— Time Synchronization

Controller: |FEF‘ ~ Select Fep: | buypass ~

EPS

Refer to EPS
POP

Refer to POP
PINPAD Message

Refer to PINPAD Message

Configuration Client Forms

verifone

166



Verifone Commander User Reference Configuration Client Forms

Loyalty
Refer to Loyalty
Trigger Pull Configuration

The Trigger Pull Function allows the host network to access the site any time for debug,
support or application update.

Field/Button Allowable Value/Function

Merchant ID The Merchant ID is given to the store by the network and is part of the terminal

identification number.

Company ID The Company ID is given to the store by the network and is part of the terminal

identification number.

Terminal ID Terminal ID number. This number, supplied by the network is part of terminal

identification number.

Update Available Timeout Timeout for Update Available prompt.
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